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APT == Botnets?

• The sophistication of Advanced Persistent Threats is 
often limited

• Sometimes zero-day attacks, but often against older 
software versions

• Remote access tools are often standard malware

• It often takes weeks or even months until such 
attacks are detected

• Why are attackers successful? What can we do?

9
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SSL Certificates

• SSL certificates are one of the 
“roots of trust” on the Internet

• A so called Certification Authority 
(CA) issues these certificates 
(e.g., Verisign or Comodo)

• Browser vendors distribute CA 
root certificates such that  
browsers can check validity

10

Source: http://www.win.tue.nl/hashclash/rogue-ca/

http://www.win.tue.nl/hashclash/rogue-ca/
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Several other CAs were 
compromised, too!

http://blogs.comodo.com/it-security/data-security/the-recent-ra-compromise/
http://blogs.comodo.com/it-security/data-security/the-recent-ra-compromise/
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Stuxnet

• Highlights attacks against control systems

• Attackers do not target only PCs

• Other embedded systems are vulnerable to this 
kind of attacks as well

• Highly sophisticated attack

• Advanced persistent threat (APT)

• State-sponsored attack?
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Spam

• One of the major problems we need to deal with

• ~90% of worldwide email traffic is spam

• ~85% of spam is sent with the help of botnets

• Advertise cheap pharmaceutical drugs, distribute 
malware, perform scams, ...

14
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Spam

• One of the major problems we need to deal with

• ~90% of worldwide email traffic is spam

• ~85% of spam is sent with the help of botnets

• Advertise cheap pharmaceutical drugs, distribute 
malware, perform scams, ...

• Two interesting incidents in 2011

• Takedown of Rustock botnet

• Takedown of Pushdo/Cutwail botnet

14
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Rustock

• Rustock was largest spam botnet, responsible for 
~30% of e-mail spam traffic on the Internet

• Takedown in March 2011

• Operation b107, lead by Microsoft

• Second instance of Project MARS (Microsoft Active 
Response for Security)

• First was Operation b49 (Waledac takedown)

• Last one was Operation b70 (Nitol takedown)

15
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Spam Botnets
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Pushdo/Cutwail

• In-depth study of Pushdo/Cutwail botnet

• Collaboration with Brett Stone-Gross, Gianluca 
Stringhini and Giovanni Vigna (UCSB), paper 
published at USENIX LEET’11

• Has been used by some of the most prolific spammers

• Also interesting from a technical perspective

• Encrypted communication protocol

• Automated, template-based spamming system

17
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Takedown

• Identified 30 Cutwail C&C servers

• 20 servers shut down, obtained access to 16 servers

• More than 2.35 TB of data

• 24 databases with detailed statistics about infected 
machines and overall spam operations

• Spam templates and billions of target email 
addresses for spam campaigns

• Botnet’s source code and instruction manual

18
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Takedown Effects
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Cutwail Size

• Size of a botnet is an important metric

• Unfortunately, no unique identifier per bot

• Estimate for size: number of unique IP addresses on an 
hourly basis

• 121,336 unique IPs online per day

• 2,536,934 total IPs observed

20
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Spam Campaign Dynamics

• Databases contain meticulous records for each bot

• Only 30.3% of the mails were actually delivered to 
target mail server, many causes of errors

• Invalid email address (53.3%)

• SMTP blacklisting (16.9%)

• Misc. SMTP error (11.8%)

• Connection timeout (11.3%)

21
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Spam Campaign Volume

• Volume is immense

• 87.7 billion emails sent between July 30 and 
August 25, 2010

• Sum of all reports on all C&Cs: 516,852,678,718 
messages were accepted for delivery out of a total 
of 1,708,054,952,020 attempts

• ... and this is only based on an analysis of only about 
half of the C&Cs of one particular spam botnet

22



Systems Security
Ruhr-University Bochum

slide #An Overview of Modern Security Threats - University of Potsdam

Spam Campaign Volume

• Volume is immense

• 87.7 billion emails sent between July 30 and 
August 25, 2010

• Sum of all reports on all C&Cs: 516,852,678,718 
messages were accepted for delivery out of a total 
of 1,708,054,952,020 attempts

• ... and this is only based on an analysis of only about 
half of the C&Cs of one particular spam botnet

22



Systems Security
Ruhr-University Bochum

slide #An Overview of Modern Security Threats - University of Potsdam

Spam Operations

23

Client Instances Unique Bot IPs Avg. Lifespan Mails Sent Average Mails/ Campaign Type
Active Bot

(ID) (#) (#) (Days) (#) (Per Day)
1 8 2,251,156 17 98,401,907,545 2,571 Phishing, Malware
2 2 40,924 168 45,555,535,375 6,626 Phishing
3 2 56,733 54 155,098,090,946 50,626 Diplomas
4 2 34,742 22 17,941,545,204 23,473 Phishing, Pharm.
5 1 21,993 8 60,169,427,197 341,980 Money Mule
6 1 29,471 13 4,309,066,448 11,247 Pharmaceuticals
7 1 27,658 55 9,408,910,232 6,185 Phishing
8 1 30,503 135 12,485,832,067 3,032 Phishing
9 1 29,415 18 2,365,652,828 4,467 Real Estate

Table 1: Statistics for individual spam operations run by Cutwail.

most spam, having 5.5 million messages sent per day.
On the other hand, Client-5, who controlled a single in-
stance, was able to send out more than 7 billion messages
per day. These results may have been caused by a larger
number of unreliable bots, or due to bad lists of email
addresses. Thus, we attempted to verify these assump-
tions by examining the country distribution of the bots
per instance to isolate other factors such as email address
lists and other configuration parameters. We found that
in general the reliability and quality of a bot was not tied
to its geographic location, and that bots from nearly all
regions exhibited similar spam capabilities. Another im-
portant component of spam campaigns that we examined
was the quality of email address lists used by each client.
The size of the lists that we found on these instances
differed considerably. In particular, Client-8 possessed
lists containing more than two billion addresses, whereas
Client-9 used one list of 169 million. By comparing the
email addresses, file names and the vendor who provided
the list, we were able to assess their relative effective-
ness. More specifically, we found that the most success-
ful clients had custom lists, that contained unique ad-
dresses that were not shared by any other clients, and
most importantly, the addresses were valid. On the other
hand, Client-1 appeared to be using default lists (possi-
bly included for free), on every server. Thus, these lists
were lower in quality, and therefore contributed to less
effective spam campaigns. Finally, we analyzed the par-
titioning of jobs to bots during a spam campaign. We
found that the email list for a campaign is usually parti-
tioned depending on the number of bots. However, there
is a tradeoff on the size of the partitions and the number
of bots. That is, orchestrating a campaign with small par-
titions and a large number of bots has the consequence
of keeping most of them idle (e.g., Client-1). On the
other hand, choosing larger partitions allows more bots
to be active, which may result in substantially more spam
mails being sent at a faster rate (e.g., Client-5).

5 Analysis of the Spamdot.biz Web Forum

In this section, we will analyze Spamdot.biz, an under-
ground web forum, devoted to spam operations. This
forum is a sister site of a well-known spam affiliate pro-
gram known as SpamIt, that promoted cheap prescription
drugs carrying the infamous “Canadian Pharmacy” brand
name. SpamIt officially closed on October 1, 2010 due to
increased public scrutiny [10]. Shortly before SpamIt’s
closure, we were able to obtain a complete copy of the
Spamdot.biz forum. Based on the information obtained
from the forum, we will take a closer look of how the
underground spam economy operates and, in particular,
how it relates to our discussion of Cutwail.

We begin by reviewing the format of Spamdot.biz,
which is built on the open source forum software phpBB.
In order to join the forum, there is a strict vetting process
that requires at least three referrals from existing mem-
bers that have a minimum number of posts, or a recom-
mendation from at least two trusted members, who are
part of the top echelon of the spam community. The fo-
rum’s members consist almost entirely of Russian speak-
ers (91.3%) from Eastern Europe (the remaining 8.7%
selected English as their primary language). In total,
there are 1,929 registered users who posted 35,423 mes-
sages in the forums, and sent 11,638 private messages.
Members typically advertise services through the forum
and conduct transactions through private messages via
the forum software or ICQ instant messages.

The forum is divided into two primary categories:
spam community and vendor services. These categories
are further subdivided into sections for proxies, hosting
providers, CAPTCHA and webmail spam, email address
databases, spam products and services, and botnets. Note
that the forum operates based on a system of trust (as
described previously), where members routinely vouch
for the quality of goods and services provided by oth-
ers. Members deemed to be grifters were banned by the

• Spam-as-a-Service can be purchased for ~$100–$500 
per million emails sent

• Larger campaigns: 100 million emails per day for 
$10,000 per month
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“B@bel: Leveraging Email Delivery for Spam Mitigation” 
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Summary I

• We saw quite a lot of successfull attacks recently

• Advanced Persistent Threat (APT) pose a risk to many 
companies, but the term is often overhyped

• Do we need more ways to retrofit security to 
deployed systems? 

• Better detection techniques?

• Better malware analysis techniques?

• More approaches to stop root cause behind spam?
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Summary II

• We saw SSL certificates failing several times in 2011

• We need to come up with something better

• There are some ideas, but none is convincing

• Attack are very lucrative, what can we do about this?

• Economic aspects are interesting

• Workshop on the Economics of Security (WEIS)
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Questions?

Contact:
Thorsten Holz
thorsten.holz@rub.de
@thorstenholz on Twitter

More info:
http://syssec.rub.de
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