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Extended System-Architecture
with NETCONF-MQTT bridge

Topic for Configuration:
yang/config
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8. Pushing of Sensor Values
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N "ccdcion
Challenge

Ontology-based Device Description
has a file size of ca. 19 kB using JSON-LD syntax.
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Ontology for Device Descriptions
Example of ontology in JSON-LD Syntax

2 "@id" : "https://www.cs.uni-potsdam.de/bs/research
/mynof#myDevice",

3 "http://www.onem2m.org/ontology/Base_Ontology/
base_ontology#Device" 1,

4 "http://www.onem2m.org/ontology/Base_Ontology/
base_ontology#hasFunctionality"

5 : [ { "@id"™ : "https://www.cs.uni-potsdam.de/bs/
research/myno#switchoff" } 1],
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Ontology for Device Descriptions
Example of ontology in JSON-LD Syntax, optimized

N OO O

"@context": {
"oneM2M": "http://www.onem2m.org/ontology/
Base_Ontology/base_ontology#",
"myno": "https://www.cs.uni-potsdam.de/bs/
research/myno#" 1},
"@graph": [
"@id": "myno:myDevice", A
"oneM2M:hasFunctionality": [
{ "@id": "myno:funcSwitchOff" },
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Requirements for compression of ontology file

m small file size regarding 32 kiB RAM (and 512 kiB Flash memory)

m ontology data structures, particularly strings and structural elements like
curly and square braces, should be compressed efficiently

m possibility to edit the file on a constrained device e.g. to change the UUID
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Evaluation of binary compression

Two obvious formats

m CBOR
m RDF HDT
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... e
Concise Binary Object Representation (CBOR)

RFC 7049 [BH13] in 2013

Each byte is encoded as a major type (the high-order 3 bits)
and additional information (the low-order 5 bits).

XXX XXX XX
major type | additional information
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... e
CBOR Major Types

Major Type

unsigned integer

negative integer

byte string

text string

array of data items

map of pairs of data items

optional semantic tagging of other major types
floating-point numbers and simple data types

NOoO ok WD =2 O
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- Jee
CBOR Encoding Examples

datatype | value | majortype | add.info. | hex | binary
integer 20 0 20 0x14 000 10100
string CBOR 3 4 (str. length) | 0x6443424F52 *

*011 00100 01000011 01000010 01001111 01010010
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D CEoR
CBOR Evaluation Results

Better result was achieved through JSON-LD optimization
m introduce context prefix for namespaces

B remove unnecessary white spaces and tabs

Ontology file size in Bytes for JSON-LD and CBOR

JSON-LD | 19,771
CBOR 16,126

18.43% space savings

Ontology file size in Bytes for JSON-LD (opt.) and CBOR

JSON-LD (opt.) | 7,640
CBOR 6,520

14.65% space savings
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... e
String Encoding in CBOR comparing to JSON [Hof18]

Additional storage consumption for encoding of strings in CBOR comparing to JSON
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Possibility to replace the UUID using placeholders

ch@context |dbasex;http: //www.onem2m. ora/ontologv/Base_Ontoleogv/base ontoloavicowlxBE

nttp://vwww.w3.orq/2002/07/owl fcrdfx+http://www.w3.0ra/1999/02/22-rdf-syntax-nsfdrdfsxshttp://www.w3.0ra/2000/01/rdf-schemafc
ang-netconf-mgtt h

2¢c@idlbase:Commande@typeiowl :Classéc@idxE@base: ControllingFunctionalitye@typeiowl:Classec@idkbase:Devicee@typeiowl:Classcc
@iax@®base : MeasuringFunctionalitye@typeiowl :Clasacc@idnbase:Operatione@rypeiowl:Classcc@idsbase:OperationInpuce@oypeiowl:C
lassoc@idtbase:OperationCutputeftypeiowl:Classoc@idsbase:OperationStatee@rypeiowl: Classec@idtbase: OutputDataPointeftypeiowl:
Class¢c@idlbase:Servicee@typeiowl:Classc¢c@idrbase :ThingPropercye@typeiowl :Class¢c@idsbase: exposesCommande@typerowl : CbjectPro
percycc@idx@ilibase :exposesFuncrionalityefrypevowl :AnnotationPropertyoc@idobase :hasCommande@ryperowl :ObjectPropertyec@idxilba
se:hasDataRestriction_patterne@typetowl:DatatypeProperty¢c@idubase:hasFunctionalitye@typevowl:AnnctationPropertyEcfidmbasi
asInpute@typerowl:CbjectPropertyjrdfs:range;clidrbase:ThingProperty¢c@idgbase:hasOperatione@typerowl:CbjectProperty¢clidvbas
e:hasCperationStateeftyperowl :ChbjectProperty¢c@idnbase thasOutpute@typerowl:ObjectPropertyec@idwbase :hasOutputDataPointe@type
rowl:CbjectPropertycc@idobase:hasServices@typerowl:ObjectPropertysc@idrbase: hasSubServicee@typerowl:ObjectPropertycc@idubase
:hasThingPropertye@typerowl :ObjectPropertyec@idnbase thasValueefrypetowl : DatatypePropertyiclidxEmy

xsdx!http: /S www.w3.0rg/2001/XMLSchemas T

nttp: ang-netconf-mgtteftvpelowl:Ontologykowl: imports;cl@

idxAhTLD://WWd. onem2,

.ora/oncologv/Base_Ontology/base_ontology-v0 9 0

£c@idsynm: YangDescriptions@typeiowl :Classordfs:subClassCfcfidrbase: ThingPropertyic@idlynm: cmdGreeneftype, sowl:NamedIndivida
allbase:Commandmbase : hasInput jc@idmynm:uuidInputic@idiynm: cndOffe@rype, sowl: NamedIndividuallbase : Conmandmbase :hasInput jc@idm
ynm: uuidInputic@idiynm: emdOne@type, sowl: NamedIndividuallbase : Conmandmbase :hasInput jc@idmynm: uuidInputEc@idoynm: cndSetColore@
type, sowl:NamedIndividuallbase:Commandmbase:hasInput, ; c@idnynm:colorInput;c@idmynm:uuidInputrc@idnynm: colorInpute@uype, sowl:
NamedIndividualsbase:OperationInputx@8base:hasDataRestriction pattern.callegreenforangecredfyellownbase:hasThingProperty;c@

1dqgynm: colorYangDescic@idgynm:colorYangDesce@rype, sowl :NamedIndividualsynm: YangDescriptionmbase thasValusocolor
parameterfc@idrynm:deviceCategorye@type, sowl:NamedIndividualrbase :ThingPropertymbase :hasValuehLED-LAMPLc@idnynm: deviceDesceg
type, sowl:NamedIndividualsynm:YangDescriptionmbase:hasValuex@@MQIT-Device identified by

UUIDEc@idnynm:deviceUuide@rype, sowl:NamedIndividualrbase:ThingPropertymbase:hasValuex#FI7DFT3-8A12-4F4F-EF69-6BEF3C2ETEDDECR
request brightness

idrynm: funcDescBrighte@type, sowl :NamedIndividualsynm: YangDescriptionmbase :hasValuexl
asValuewset arbitrary LED
et the led color to

valusicBidgynm: funcDescColore@uype, sowl:NamedIndividualsynm: YangDescriptionnbase:

colorfc@idgynm: funcDescGreene@type, sowl: NamedIndividualsynm: YangDescriptionmbas,
greensc@iduynm: funcDescSwitchOff=@uyps, sowl:NamedIndividualsynm: YangDescriptionmbase thasValustSwitches the led
offfe@idrynm: funcDeseSwitchOne@rype, sowl :NamedIndividualsynm: YangDescriptionmbase:hasValuesSwitches the led

on£c@idgynm: funcGetBrighte@type, sowl: NamedIndividualx@®base:MeasuringFunctionalityubase:hasThingPropertycéidrynmg
Bright®c@idpynm: funcSetColore@ype, sowl: NamedIndividualx@8@base:ControllingFunctionalityobase :hasCommand;c@idoynm
rubase:hasThingProperty;c@idgynm: funchescColorsc@idpynm: funcSetGreens@type, sowl :NamedIndividualx@base:
lityobase:hasCommand;c@idlynm:cmdGreenubase :hasThingProperty;c@idgynm: funcDescGreen®c@idgynm: funcSwitchOffe@ryp)
ndividualx@base:ControllingFunctionalityobase:hasCommand; c@id]jynm: emdOf fubase :hasThingProperty;c@iduynm: funchd
c@idpynm: funcSwitchOne@rype, sowl :NamedIndividualx@8base: ControllingFunctionalityobase: hasCommand; c@idiynm: cmdom
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L.
Ontology Structure

The ontology defines so-called Triples:
Subject — Predicate — Object (SPO)

An example for an SPO triple within loT:
myDevice — hasFunctionality — funcSwitchOff
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I FORoT
RDF HDT

W3C Member Submission [FMPGP11] from 2011

HDT splits ontology file in three logical components:
Header, Dictionary and Triples
m Header holds meta data about the file using a plain RDF structure.
m The Dictionary is a catalog of triples for the used terms based on
Front-Coding which is again based on words with similar prefix.
Subjects, Predicates and Objects are subsumed in sections to avoid
repeating. Each section is sorted lexicographically and then IDs are
assigned to each term.

m RDF Triples are now tuples of three IDs.
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RDF HDT

HDT proposes an encoding of Triples called Bitmap Triples (BT)

Subjects:

84 Predicates:
5 4
61

3 Objects:

3

~
.

Bitmap Triples

—
Predicates: p 10
S,| 785 6 7
— RS
B, 111

Objects:
S, |2 441314
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N FoFoT
RDF HDT File Example

Header with Meta Data

$HDT.<nttp://purl.org/HDT/ndt#HDTv1>. .v5$HDT .ntriples. length=1834; . Ar<file://mgct-cap-3son-v5-2-turtle-opt.owl>
<nttp://www.w3.0rg/1999/02/22-rdf-syntax-nsfcype> <hctp://purl.org/HDT/hdtf{Datasec>
..<file://mgct-cap-json-v5-2-turtle-opt.owl> <http://www.w3.org/1999/02/22-rdf-syntax-nsfcype>
<http://rdfs.org/ns/void#Dactaset> ..<file://mgtt-cap-json-v5-2-turtle-opt.owl> <http://rdfs.org/ns/void#triples> "179"
.<file://mgqrt-cap-json-v5-2-turtle-opt.owl> <http://rdfs.org/ns/voidépropercies> "19"
.<file://mgtt-cap-json-vS-2-turtle-gpt.owl> <http://rdfs.org/ns/voidf#distinctSubjects> "61"
.<file://mgtt-cap-jscn-vS-2-turtle-cpt.owl> <http://rdfs.org/ns/void#distinctlbjects> "76"
/mgrt-cap-json-v5-2-turtle-opt.owl> <http://purl.org/HDI/hdc#statisticallnformation> _:statistics
/mgrt-cap-json-v5-2-turtle-opt.owl> <htrp://purl.org/EDI/hdc#publicationInformation> _:publicationInformation
.<file://mgrt-cap-json-v5-2-turtle-opt.owl> <http://purl.org/HEDI/hdc#formatInformation> _:format .._ :format
<http://purl.org/HDI/hdt#dictionary> _:dictionary .._:format <htip://purl.org/HDT/hdc#triples> _:triples .. :dictionary
<http://purl.org/dc/terms/format> <http://purl.org/HDI/hdt#dicticnaryFour> .. :dictionary
<http://purl.org/HDI/hdt#dictionarynumSharedSubjectObject> "41" .. :dictionary <http://purl.org/EDT/hdr#dictionarymapping>
i dictionary <http://purl.org/HDI/hdt#dictionarysizeStrings> "3750" .. :dictionary
<http://purl.org/HDI/hdt#dictionarvblockSize> "16" .. :triples <http://purl.org/dc/terms/format>
<http://purl.org/HDT/hdt#triplesBitmap> .. :triples <http://purl.org/HDT/hdt#triplesnunTriples> "179" .. :triples
<http://purl.org/HDT/hdt#triplesCrder> "SPO" _:statistiecs <http://purl.org/EDT/hdtforiginalSize> "9992" .. :statistics
<http://purl.org/HDT/hdt#hdtSize> "4279" :publicationInformation <http://purl.org/dc/terms/issued>
"2018-06-14T09:10:46+02:00". .

VTS,
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N FoFoT
RDF HDT File Example

Dictionary

S$HDT.<http://purl .org/EDT/hdc$dictionaryFour> .mapping=1;sizeStrings=6234;..4.84,.) .., |..dJ38% [®hcep: //www.onem2m. org/oncelogy/
Base Ontology/base_ontologyiCommand.ntrollingFunctionality.sDevice.sMeasuringFunctionality.sOperation.iTnput.iState. tucpucDac
aPoint.»Service.»ThingProperty. fyang-netconf-ngrr#Y¥anghescriprion.™cmdGreen.e0ff . .n.@SetColor. SolorInput.http://yang-necconf-m
qrr#coloryangDesc.™deviceCategory. YDesc. YUuid. ™funcDescBright. iColor. jGreen. i SWitchOff. n..GetBright..SetColor. Green.iwitchOr
£.nn.™opDescState. XMgrtGreen.http://; 4 conf-mgttHopMg £f. n.¥SetColor.»State.JutDpBrightn . rvBri ..Netconf.™

uuidInput. .YangDesc.-Y0

+"L,....fV..&.aw] Inttp://vwww.onem2m. org/ontology/Base_Ontology/base_ontology#CperationOutput .sexposesCommand. AFunctionality.»h
asCommand . %DataRestriction_pattern.%Functionality.%Input.%Cperation.GState. utput.ADataPoint.%Service. ubService.%ThingPropert
ntep:/ S
w.onem2m. org/ontology/Base Ontology/base_ontology#exposesCommand.AFunctionality.»hasCommand.%DataRestriction pattern.XFunction
ality.%Input.%Operation.CState. ;utputDataPoint.%Service. jubService . ¥ThingProperty.¥Value.<w3.0rg/1999/02/22-rdf-syntax-nsftype
.”2000/01/rdf-schema$range.¥subClassCf. nttp://www.w3.0rg/2002/07/cwl#imports . tyang-netconf-mgrtémgrtiechod. . Topic. k*€i.£. 2.E..
»i.%% . ~E. /W"ERROR"""<http://www.w3.0rg/2001/XMLSchematstring>. . FOTDF79-8A12-4F4F-8F69-6BEF3C2ETEDD" ~"<http: / /www.w3.org/2001/X
MLSchema$string>..GREEN"~"<nttp://www.w3.org/2001/XMLSchena$string>. . LED-LAMP" " "<http://www.w3.0rg/2001/XMLSchema$string>. .MQT
T-Device identified by

UUID"~~<htep://wew.w3. org/2001/ XML chemag string>. .NOOP"~*<http://wii.w5.0org/2001/XMLchemagstring>. .OFF " *<http:/ /www.w3 . org/2
001/XMLSchema$string>., K" ~<http://www.w3.0rg/2001/XML5chema$string>. , N"*~<http: //www.w3.0rg/2001/XMLSchemagstring>. . Sec the
led color to green"~"<http://www.w3.org/2001/XMLSchema#string>.,witches the led
off"~~<htep://www.w3.0rg/2001/XMLSchema#string>. “n""“<hrttp://WuW.w3.0rg/2001/XMLSchema#string>. . Target UUID for

request" "<ATTR://wwW.w3.0rg/2001/XMLSchema$string>. .al1l" " "<http://www. w3, 0xrg/ 2001/ XML chema# string>. . colox
parameter”""<http://www.w3.org/2001/XMLSchema#string>.t"~"<http://www.w3.0rg/2001/XMLSchema#string>."error"""<http://www.w3.0r
9/2001/XMLSchema#string>. .green”""<http: //www.w3.0rg/2001/XMLSchemagstring>. . led"~"<http://www.w3.0rg/2001/¥MLSchemagstring>. .
nothing to do"""<http://www.w3.0rg/2001/XMLSchema$string>. .orange™ "<http://www.w3.org/2001/XMLSchemastring> . .parameter

v.¥Value. $yang-netconf-mqtt.http://vang-netconf-mgrr#mgttMethod. .Topic.3yDevice . ®paramYangDesc. , 80®. “w, .. . fV.XDP. »]

value" A <http://waw.w3.org/2001/XMLSchenastring>. . red ™ *<http://wwi.w3.0rg/2001/XMLSchemastring>. fquest brightness
value"~*<http://www.w3.org/2001/XML5chema#string> . . sensor/brightness/led01" ~<http://www.w3.org/ 2001/ XMLSchema# string>. ft
arbitrary LED

color"~~<http://www.w3.0rg/ 2001/ XMLSchema$string>. , ucCess LUl " "<hTTD:/ /wiw. w3 . 0rg/2001/XMLSchema$string>. . yallow" "<
.w3.0rg/2001/XMLSchema#string>.€nttp: //www, onem2m. org/ontology/Base_Ontology/base_ontology-v0_9_0.<w3.0rg/2002/07/9
onProperty.:Class.iDatatypeProperty.http://www.w3.0rg/2002/07/owl$NanedIndividual . 20bjectProperty. Intology. /ho.
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N FoFoT
RDF HDT File Example

Triples with IDs

$HDT.<http://purl.org/HDT/hdt#triplesBitmap>.order=1; .Yé, §ig«JUURIA. .) “bp; ._«-N.3. #y8Valinmi¥] 2¢60Y/Angv. | . 59-x. . D1 9cesiheqk.
Cr®e5k®e3kZ AT n074. .45, . 995N . "~0g!HNed. s19gesi0gesf2e\Qi5.+.%6. .3, . HHHHHHHAHEH, (. J(.J(.J. (. J7;>€E..J8.J-.J. .J+.JA.JC.J3.
J4.35.3..3...3...3...3...3:=D.3. (5.7, <. (§.30<. (§.72<.. (§.39<*/1..J.JB.2.0.....

1"$g.J.) . J6. JHRGKIGK . KKERKKKILFII. . ... t....J2.01780

oiversigy,
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N fOFHDT
RDF HDT Evaluation Results

Optimization through redundancy avoidance in RDF HDT

Ontology file size in Bytes for Turtle and RDF HDT

Turtle

20,385

HDT

5,568

72.68% space savings

Ontology file size in Bytes for Turtle (opt.) and RDF HDT

Turtle (opt.) | 9,992

HDT

5,513

44.82% space savings

K. Sahlmann, A. Lindemann, B. Schnor
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N fOFHDT
RDF HDT Evaluation Results

Better string syntax in N-Triples through elimination of the data type
http://www.w3.0rg/2001/XMLSchema#string at every string

Ontology file size in Bytes for N-Triples

N-Triples | 27,025
HDT 4,307

84.06% space savings

K. Sahlmann, A. Lindemann, B. Schnor CBOR versus RDF HDT Folie 21 von 24


http://www.w3.org/2001/XMLSchema#string

Conclusion

RDF HDT shows better results for our use case

RDF HDT has space savings (up to 84 %) because of consideration the
data structure of ontology

m CBOR has poor compression (less than 15 %) because it does not
compress long strings

CBOR is still suitable for sensor data (integer values etc.)

possible to edit the files on constrained devices e.g. to change the UUID
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Demo: An Ontology-based NETCONF-MQTT Bridge
for Sensor Devices in the loT

yang/config

1. MQTT Publish Description

Topic for Configuratio

2. MQTT Publish

i
& Subscribe for Control O Description 4. Get YANG Schema
7. MQTF‘ Publish 6. MQTT Publish MQTT Client/ 5. Call RPC
Action MQTT Broker Control NETCONF Server
,,,,,,,,,,,,,,,,,,,,, >

u
Microcontroller
Board with LED
and brightness sensor

Topic for Sensor
sensor/brightness/UUID#

K. Sahlmann, A. Lindemann, B. Schnor

3. parse_ontology(Description);
add_RPC(Description);
generate_YANG(Description)

8. Pushing of Sensor Values

NETCONF Client
Web-Interface

MQTT Client
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