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Challenges
of the Internet of Things (loT)

* Heterogeneity of network devices

e Facilitate automatized network management
 ability to discover device capabilities

e notifications about changes
e nodes joining or leaving network




Possible Solution
for the Internet of Things (loT)

e Use standards
 NETCONF protocol (RFC 6241 by IETF)

e manages device configurations in the network
e successor of Simple Network Management Protocol (SNMP)

* YANG (RFC 6020 by IETF)
e data modeling language for NETCONF

e MQTT protocol as a bridge




Base Idea

e By T. Scheffler and O. Bonnel3

* Publication “Manage resource-constrained loT devices through
dynamically generated and deployed YANG models”

* in Applied Networking Research Workshop (ANRW), IETF, 2017.
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Standards
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MQTT

Message Queuing Telemetry Transport
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18 years of MQTT -

2010 2014
MGTT MQTT 3.1 released royalty free MQTT 3.1.1 officially released

History e

&

1999 2013 2018
MQTT Invention HiveMQ 1.3 released MQTT 5 released
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Publish/Subscribe Messaging
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g Hive MQ SCripg
;Dub,{,sh P
temperature MQTT-Broker
sensor
suh.scr;ibe to ) publish to mobile device
topic: "temperature topic: “temperature”

Source: http://www.hivemqg.com/blog/how-to-get-started-with-maqtt
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NETCONF and YANG
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NET C O N F _ad fullj Universitat Potsdam
Network Configuration Protocol

e current version 1.1 published by RFC 6241 in 2011

 mechanisms to install, manipulate, and delete the configuration of
network devices

 XML-based data encoding for the configuration data and protocol
messages

e operations are realized as remote procedure calls (RPCs)
* by exchanging <rpc> and <rpc-reply> messages
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Basic NETCONF Session s

Capabilities Exchange

Perform operations

<rpc> <rpc-reply>

I . -
=||||||||||||||uuu|||n| :

<'>

c|ient ) server
End session

<close-session>/<kill-session>

Source: https://www.ietf.org/slides/slides-edu-network-configuration-with-netconf-00.pdf
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YANG - Data Modeling Language 3, B e Pt
for NETCONF

e RFC 6020 published in 2010, Version 1.1 in RFC 7950

* YANG module defines a hierarchy of data for NETCONF-based
operations
e configurations
 state data
e Remote Procedure Calls (RPCs)
* notifications

e balance between high-level data modeling and low-level encoding



hasThingProperty

hasThingRelation

is-a

T
Cuarae)

refersTo

Interworked
Device

Area
MNetwork

consistsOf

isPartOf

hasService hasFunctionality

EXpOses

hasSub Functionality

Service

Service

Controlling
Functionality

hasOutput haslnput

DataPoint « DataPoint hasCommand

oneM2M
Ontology

hasOperation

Measuring
Functionality

exposes
Command

Input
DataPoint

Output
DataPoint

Operation

for device
capabilities

hasOperation
State

hasOutput hasinput

Operation
Input

Operation
Output

Operation
State

1 SET GET
W3C Semantic (g,
DataPoint DataPoint is-a :

describes

Web Standards

hassub
Structure

Variable

hasMetaData

SimpleType
Variable Meta

Data

27.04.2020

N Thing
"\_ Property .

AVETS] ¢
N

3 @E@ Universitit Potsdam

L] qi’am
L]

15



.3 @E@ Universitit Potsdam

MYNO Project Architecture

Part of the Ph.D. Thesis of Kristina Sahlmann
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MYNO Architecture 3, T e
and Bootstrapping

Device Description: Topic for Configuration: NETCONF-MQTT
oneM2M Ontology yang/config Bridge
1. MQTT Publish Description i 2. MQTT Publish
& ELIIJEEI'IDE fI:'JI‘ Cﬂntrﬂl //__.__\ Dascriptlan 4. Get YAMNG Schema
e > W
7. MQTT Publish 8- MQTT Publish MQTT Client/ 5. Call RPC NETCONF Client
Action MQTT Broker Control NETCONF Server Web-Interface £
_____________________ 3| -—_———— . —— e e e e e e e ] II:' -l 0
v User
!
Microcontroller . \ :
Board with LED Topic for Control: % MQTT Client
and brightness sensor led/UUID# N Qs
| 3. parse_ontology(Description);
A add_RPC(Description);
Topic for Sensor. generate_YANG(Description)
sensor/brightness/UUID#
8. Pushing of Sensor Values
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Derived instances from
the oneM2M Base Ontology

hasThingProperty

exposesCommand

myDevice > deviceUuid
A
hasService hasFunctionality
R (R S S S T 1
machine interpretable I human understandable|
|
exposesFunctionality !
!
S ——————————————— F———» switchOff
!
|
! hasinput
[
!
|
[
!
|

Y
> mgttCommandOff

|
|
|
|
i
|
|
|
|
|
|
I
hasCommand |
|
i
|
|
i
|
|
i
|
|
|
|
|

mgttMethod hasInput

["OFF" ] [ "led/UUID#" ]

haslnput
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Snippet of the derived ontology

"@id" - "https://www.cs.uni-potsdam.de/bs/research/myno#myDevice’,

"http://www.
"http://www.
[ { "0id" :
"http://www.
[ { "0id" :

. { "@id” :

"http://www
"http://www

[ { "eid” :

onem2m.org/ontology/Base_Ontology/base_ontology#Device" ],
onem2m.org/ontology/Base_Ontology/base_ontology#hasFunctionality”
"https://www.cs.uni-potsdam.de/bs/research/myno#switchOff" } ],
onem2m.org/ontology/Base_Ontology/base_ontology#hasService"

"https://www.cs.uni-potsdam.de/bs/research/myno#netconft” } ],

"https://www.cs.uni-potsdam.de/bs/research/myno##netconf",

.onem2m.org/ontology/Base_Ontology/base_ontology#Service™ ],

.onem2m.org/ontology/Base_Ontology/base_ontology#exposesFunctionality”
[ { "0id" :

"http://www.

"https://www.cs.uni-potsdam.de/bs/research/myno#switchOff" } ],

onem2m.org/ontology/Base_Ontology/base_ontology#exposesCommand**

"https://www.cs.uni-potsdam.de/bs/research/myno#mgttCommandOff" } ],
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"@Gocontext™: {

"

myn": "http://vang-netconf-mgtt",

"owl": "http://vwww.w3.org/2002/07/0wl™,
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"oneMZM": "http://www.onemZm.org/ontology/Base Ontology/base ontology"™ }, .

" ",

myrn "myDevice™,
"Atype": [
"owl#NamedIndividual™,
"oneMZM#Device" 1«
"oneMZMfhasFunctionality™: [
{ "@id": "myn¥switchoff" } 1,
"oneMZM#hasService™: {
"@id": "myn#netconft” },
"oneMZM#hasThingProperty™: [
{ "Eid": "myn¥deviceUuid"™ } 1 },

" ",

myTn
"@type" . [
"owl#NamedIndividual™,

"oneMIM#Service" ],

"netconf™,

"oneMZMfexposesFunctionality™: [

{ "@id": "mynfswitchoff" } 1,
"oneMZM#hasOperation": [

{ "Bid": "myn#offOperation™ } ] 1},
"myn": "offOperation”,

"Btype": [
"owl§NamedIndividual™,
"oneMZM#Operation” 1

"oneMZMfexposesCommand"”:
"@id": "myn#mgttCommandOff™ },

"oneMZMfhasInput™: {

"@id": "myn#input"” Yr
"myn¥mgttMethod™: "OFF",
"myn#mgttTopic™: "led/UUIDF" 1},
"myn": "switchOff",
"Btype": [

"owl§NamedIndividual™,

"oneMZM#ControllingFunctionality™ 1,

"oneMZM#hasCommand™: |
"@id": "myn#mqttCommand@ﬁ¥NCaPﬂneCt
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Snippet of the generated

YANG Model
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{ "module mgtt-led

{
container device |
description "MQTT-Device identified by UUID";
list dewvice-id |{
key "uuid";
leaf uuid ¢
type string; } }
}
rpc switchOff {
description "Switches the LIFX-Led off";
input {
leaf uuid {
description "Target UUID for request"™;
type string; } }
}
Pl
{ "switchOff': ('OFF', 'led' ) 1},

{ '"FSIDF75-8A12-4F4F-8Fc9-cBEF3CZET8DD"' },
'LED-LEME"' )

MYNO Project
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Experiments
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Hardware: CC2538 Development Kit &,
from Texas Instruments

e 32 kiB RAM
e 512 kiB Flash Speicher

* Low Power RF ARM Cortex M3-
based System 32-bit processor

e |EEE 802.15.4 compliant
(6LOWPAN)

27.04.2020 MYNO Project 24
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Further heterogeneous Devices F
with WLAN support

1. ESP 32 NodeMCU (512 KB
RAM, 16 MB ROM)

2. Arduino Yun Rev 2 (16 MB
RAM, 64 MB ROM)

3. Arduino Nano 33 loT (32KB
RAM, 256 KB ROM)

4. Raspberry Pi 3 B (1 GB RAM,
up to 64 GB ROM through SD
card)

27.04.2020 MYNO Project 25



MYNO Update Protocol

Master Thesis of Michael Nowak
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Create a Fi Updat
Update Daten Update Daten
? Server des Herstellers
o == Priv Erzeugung einer Signatur ‘o i = =
— > E — —
% —— > der Metadaten mit 9 ?
Image fiir Metadaten privatem Schlussel M']I‘:mage fﬁru Metadaten Signatur der
i 1Krocontroller
Mikrocontroller des Images des Images Metadaten

27.04.2020 MYNO Project 27



\:){gwersjfék

.3 Eﬁ@ Universitit Potsdam

MUP = MYNO Update Prot |
. PUBLISH PUBLISH
Firmware Image Firmware Image
>
P MQTT Broker [ === == ==============-==-=-- \
. PUBLISH PUBLISH .
. (OK|IERROR) (OK|ERROR) '
1
: PUBLISH PUBLISH 1
1 Erweitertes Manifes‘t Update Manifest :
1
' T T ey S TRBLSH T T T ! !
PUBLISH [
, : (OK|ERROR) MQTT @ (OKIERROR) : :
: . GET- GET- l :
1 p Device-Token Device-Token ! I
1 ] > <_ ! 1
---------------- L] 1 I
: : | PUBLISH PUBLISH ! 1 .
I 1 y Device Token Device Token : ! ly
v v [2 ] [ 6] [9]
? Netconf Client: MYNO-Device
: Update-Server @
Priv S .
: pubPup  Senden des Device Tokens an
@ Generierung des Response Topic
erweiterten Manifests
Prufung des Manifests mit beiden offentlichen
s Schliisseln und des darin befindlichen Device
Legende , |
Schritt 0: Funktionsaufruf Validieren des angekommenen Images anhand des
Schritt O: | ? Hashwertes aus dem Manifest.
Erstellung der I Rickaabe
Updatedateien uckgane
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MYNO — comparison aspects

e semantic-based approach: ontology-based device descriptions
e distributed architecture: all components can be distributed

e edge-computing: MQTT Broker and NETCONF-MQTT bridge can run on the edge
(Raspberry Pi)

* remote discovery scope: through distributed architecture

* interoperability through standards: MQTT, NETCONF, YANG

e scalability: many devices can connect to MQTT broker

e context-awareness: no (additional configuration required)

e security: secure MYNO Update Protocol, MQTT with TLS and NETCONF over SSH
e bootstrapping: CRUD operations

e network/device management: web-based NETCONF client
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