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Abstract’

In this work, we? address the complexity of large enterprise networks as one of
the central challenges of IT security. Increasingly complex IT landscapes as well as
historically evolved organizational structures, network infrastructures, and security
configurations make it difficult to ensure security and regularly lead to security
incidents with immense negative consequences for the affected organizations. In
general, countermeasures can be taken at both organizational and technical levels
and are regularly applied within the framework of organizational Information Se-
curity Management (ISM). Ensuring compliance between organizational security
requirements and the network’s configuration is a challenging task and lacks proper
tooling support. This work aims to facilitate the reduction and control of complexity
at organizational and technical levels. For this purpose, we support security offi-
cials and network administrators with practicable security process building blocks,
workflows, and tooling based on highly performant and scalable formal methods.

On the organizational level, measures are often implemented within the framework
of ISM using a Plan-Do-Check-Act (PDCA) cycle. This cycle approaches the desired
state of security, i.e., compliance, by repeated planning, implementing, validating,
and adjusting of security measures. We accompany this process with accessible,
broadly automatible, and scalable formal tools. First, they support the migration
of existing, complex network infrastructures towards compliance and, second, they
ensure continuous compliance maintenance in PDCA cycles. For this purpose, we
define three process phases: an understanding phase (UNDERSTAND), an adaptation
phase (ADJUST), and a control phase (CONTROL). Each phase is based on the
rapid repetition of two tool-supported workflows: compliance verification and the
detection of firewall anomalies. In the UNDERSTAND phase, the status quo of
network security is determined by verifying conformance with the desired state of
network security and by detecting firewall anomalies. Any differences and detected
anomalies are reported and provide the necessary insights for the further migration.
Next, in the ADJUST phase, these incompliances and anomalies can be addressed and
reverification is conducted. If there are still incompliances and firewall anomalies the
process of adjustment and reverification is repeated until the network is compliant
and comprises no firewall anomalies. Finally, in the CONTROL phase, the desired

For the Abstract in German language, see below.

2Despite me being the sole author of this work, I was supported by many people whom I discussed
my ideas with and who challenged my approaches. This group includes the co-authors of my
publications as well as others. I would arrogate their support by writing this thesis as “I” and
therefore, I use the pronoun “we”. Further, this improves readability in comparison to a passive
sentencing.



state of network security compliance is maintained troughout the PDCA cycle. This
is achieved by generating a significant portion of the critical security configuration
automatically and by verifying overall compliance continuously.

Our approach involves the specification of security rules and the modeling of network
as well as security configurations by security officials and network administrators.
Formal verification is then applied to check the model’s compliance with the security
rules. This approach raises three central research questions:

1. How to describe the desired state of network security?
2. How to model the network configuration?

3. How to achieve performance that enables continuity?

We address the first research question with our user-friendly FaVe Policy Language
(FPL), which enables the specification of organizational roles and services, their hi-
erarchical structuring, and security interactions. FPL allows network administrators
to specify the desired state of security in a concise and auditable manner — even
without extensive academic expertise.

We address the second research question with the conceptualization and prototypical
implementation of FaVe — our fast verification framework. FaVe enables a simple
modeling of complex networks using predefined device models, e.g., switches,
routers, or stateful packet filters, and configuration parsers, e.g., Cisco IOS or
[PTables/Netfilter. FaVe’s modeling is based on our Domain-oriented Header Space
Algebra (DHSA), which allows for human-readable models and can be embedded
into the classical Header Space Algebra (HSA) using an injective homomorphism.
FaVe provides an efficient implementation thereof and offers further support for the
modeling and verification of dynamic protocols — particularly IPv6. FaVe transforms
DHSA models to HSA and initiates their verification for compliance with FPL policies.
For this purpose, we extended the public HSA implementation NetPlumber and
leverage its high verification speed.

Our performance evaluation of FaVe answers the third research question. FaVe
enables the modeling and verification of a complex university campus network in
under 36 seconds. Also, it outperforms the state-of-the-art by a factor of 41 for a
large, real-world firewall rule set. Despite its higher user-friendliness and simple,
human-readable modeling, FaVe’s pace and scalability are comparable to those of
NetPlumber. FaVe adds only a reasonably low overhead, and its short total runtimes
hence enable a frequent repetition of compliance verification. This way, migration
processes can be executed quickly and effectively and the compliance verification



can be conducted continuously throughout PDCA cycles. Further, another increase in
efficiency and a reduction of complexity can be achieved after reaching the desired
state of security by generating the security configuration directly from the FPL
policies. With the help of this automation, administrators can overcome manual
configuration which is a major source of errors.

With the ability to detect firewall anomalies, FaVe offers further tooling for the
practical reduction of complexity in firewall rule sets. We describe common firewall
anomalies with DHSA and extended NetPlumber for their efficient detection. Our
evaluation reveals the superiority of our domain oriented approach to network
modeling in comparison with traditional, more generic approaches. FaVe analyzes a
large, real-world IPTables/Netfilter rule set in under half a second and outperforms
the state-of-the-art with a factor of 115. Further, FaVe scales to enormous rule sets
of up to 15,000 rules.

With FPL, FaVe, and DHSA, this work provides a user-friendly and performant ap-
proach for verifying security compliance and detecting firewall anomalies. Our tools
provide support for all phases of the migration to a PDCA cycle and its subsequent
maintenance within the framework of an ISM. Therefore, we help security officials
and network administrators to reduce complexity and keep security manageable in
the long run.



Zusammenfassung

In dieser Arbeit adressieren wir® die schwer beherrschbare Komplexitit groer Un-
ternehmensnetze als eine der zentralen Herausforderungen der IT-Sicherheit. Immer
komplexere IT-Landschaften sowie historisch gewachsene organisatorische Struk-
turen und Netzinfrastrukturen erschweren deren sicherheitliche Beherrschung und
fithren regelméfig zu Sicherheitsvorfillen mit immensen negativen Folgen fiir die be-
troffenen Organisationen. Ubliche Gegenmafnahmen konnen auf organisatorischer
sowie auf technischer Ebene ergriffen werden und kommen regelméRig strukturiert
im Rahmen eines organisationellen Informationssicherheitsmanagements (ISM) zur
Anwendung. Die Sicherstellung der Konformitit (Compliance) von organisatori-
schen Sicherheitsanforderungen mit der Konfiguration der Netzinfrastrukturen ist
eine enorme Herausforderung und es fehlt bislang an geeigneter Toolunterstiitzung.
Diese Arbeit zielt auf das Erméglichen der Reduktion und Kontrolle von Komple-
xitdt auf der organisatorischen sowie technischen Ebene ab. Dafiir unterstiitzen
wir Sicherheitsverantwortliche und Netzadministratoren mit praktischen Sicher-
heitsprozessbausteinen, Vorgehensweisen und hochperformanten sowie skalierbaren
technischen Werkzeugen basierend auf formalen Methoden bei der Beherrschung
und Reduktion sicherheitlicher Komplexitat.

Auf organisatorischer Ebene werden Malnahmen im Rahmen des ISM oft durch
einen Plan-Do-Check-Act-Zyklus (PDCA) realisiert. Mit diesem soll ein sicherheit-
licher Sollzustand sichergestellt werden (Compliance), indem wiederholt Sicher-
heitsmalinahmen geplant, implementiert, beziiglich ihrer Effektivitat validiert und
gegebenenfalls Sofortmalinahmen durchgefiihrt werden. Mit unseren zuginglichen,
weitgehend automatisierbaren und skalierbaren formalen Werkzeugen unterstiitzen
wir bei der Migration bestehender, komplexer Netzinfrastrukturen hin zu einem
dauerhaft Compliance-konformen PDCA-Zyklus. Wir bedienen uns dabei dreier
Prozessphasen — einer Erfassungsphase (UNDERSTAND), einer Anpassungsphase (AD-
JUST) und einer Beherrschungsphase (CONTROL). Jede dieser Phasen basiert auf
einer schnell wiederholten Anwendung zweier, werkzeuggestiitzter Vorgehenswei-
sen: der Compliance-Verifikation sowie der Detektion von Firewall-Anomalien. In
der UNDERSTAND-Phase wird der sicherheitliche Istzustand mit dem Sollzustand
abgeglichen und es werden Abweichungen sowie Firewall-Anomalien aufgezeigt. Im

30bwohl ich der einzige Autor dieser Arbeit bin, wurde ich durch viele weitere Menschen unterstiitzt,
mit denen ich Ideen diskutiert habe und die meine Anséitze hinterfragt haben. Diese Gruppe
umfasst die Ko-Autoren meiner Veroffentlichungen aber auch weitere Menschen. Ich wiirde ihre
Unterstiitzung unterschlagen, wenn ich in dieser Arbeit in der Ich-Form schreiben wiirde und nutze
daher die Wir-Form. Dariiber hinaus empfinde ich diese Form als lesbarer als einen Schreibstil im
Passiv.
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Anschluss werden diese Abweichungen und Anomalien in der ADJUST-Phase beho-
ben, das Netz auf Konformitédt mit dem Sollzustand tiberpriift und gegebenenfalls
noch vorhandene Abweichungen und Anomalien dargestellt. Dieser Vorgang wird so
lange wiederholt bis Compliance vorliegt. Schliellich wird in der CONTROL-Phase
ein gewichtiger Teil der Sicherheitskonfiguration automatisiert generiert und das
Netz im Rahmen des PDCA stetig auf Compliance {iberpriift, sodass der sicherheitli-
che Sollzustand stets gewéhrleistet bleibt.

Unser Ansatz sieht zunéchst die Spezifikation von Sicherheitsregeln und die Mo-
dellierung von Netz- sowie Sicherheitskonfigurationen durch die Sicherheitsver-
antwortlichen und Netzadministratoren vor. Anschliefend wird das Modell durch
formale Verifikation auf Konformitit mit den Sicherheitsregeln iiberpriift. Aus
diesem Vorgehen ergeben sich drei zentrale Forschungsfragen:

1. Wie kann der sicherheitliche Sollzustand spezifiziert werden?
2. Wie konnen Netz- und Sicherheitskonfigurationen modelliert werden?
3. Wie kann eine Kontinuitéts-garantierende Performance erreicht werden?

Wir adressieren die erste Forschungsfrage mit unserer nutzerfreundlichen FaVe Po-
licy Language (FPL), welche die Spezifikation organisatorischer Rollen und Dienste,
deren hierarchischer Strukturierung und ihrer sicherheitlichen Interaktionen er-
moglicht. Mit FPL kann der sicherheitliche Sollzustand durch oft nicht akademisch
ausgebildete Netzadministratoren knapp und einfach auditierbar spezifiziert wer-
den.

Die zweite Forschungsfrage adressieren wir durch die Konzeptionierung und pro-
totypische Implementierung unseres schnellen Verifikationsframeworks FaVe. FaVe
ermoglicht eine einfache Modellierung komplexer Netze mit Hilfe vordefinierter Ge-
ratemodelle — wie beispielsweise Switche, Router oder zustandsbehaftete Paketfilter
— und mit Konfigurationsparsern fiir beispielsweise Cisco IOS oder IPTables/Netfilter.
Die Modellierung in FaVe basiert auf unserer Domain-oriented Header Space Algebra
(DHSA), welche menschenverstandliche Modelle ermdglicht und mittels injektivem
Homomorphismus in die klassische Header Space Algebra (HSA) eingebettet werden
kann. FaVe liefert hierfiir eine effiziente Implementierung und bietet dariiber hin-
aus Unterstiitzung fiir die Modellierung und Verifikation dynamischer Protokolle
— insbesondere IPv6. FaVe iiberfithrt DHSA-Modelle nach HSA und initiiert die
Konformitétsverifikation mit FPL-Policies. Fiir diesen Zweck haben wir die offentlich
verfligbare HSA-Implementierung NetPlumber erweitert und profitieren von dessen
hoher Verifikationsgeschwindigkeit.



Die Performance-Evaluation von FaVe beantwortet schlief3lich die dritte Forschungs-
frage. FaVe ermoglicht die Modellierung und Verifizierung eines komplexen Uni-
versititsnetzes in unter 36 Sekunden. Auf3erdem tuibertrifft es andere bekannte
Werkzeuge mit einem Faktor von 41 fiir einen grof3en, realen Firewallregelsatz.
Trotz der hohen Nutzerfreundlichkeit und einfachen, menschenverstindlichen Mo-
dellierung entsprechen die Geschwindigkeit und Skalierungsfdhigkeiten von FaVe
denen von NetPlumber. FaVe fiigt lediglich einen iiberschaubaren Overhead hinzu
und die kurzen Gesamtlaufzeiten ermoglichen folglich eine schnelle und haufige
Wiederholung der Compliance-Verifikation. Dadurch konnen die Migrationspro-
zesse schnell und effektiv durchgefiihrt werden und die Compliance-Verifikation
kontinuierlich im Rahmen des PDCA-ZyKklus eingesetzt werden. Eine weitere Effizi-
enzsteigerung und Komplexitatsreduktion kann dariiber hinaus nach Erreichen des
sicherheitlichen Sollzustands durch die Generierung von Sicherheitskonfigurationen
aus der FPL-Spezifikation erreicht werden. Durch die Automatisierung wird die
manuelle Konfiguration als haufige Fehlerquelle iiberwunden.

Mit der Féahigkeit, Firewall-Anomalien detektieren zu konnen, bietet FaVe ein wei-
teres Riistzeug zur praktischen Reduktion der Komplexitit von Firewall-Regelsatzen.
Wir beschreiben giangige Firewall-Anomalien mit DHSA und implementieren ihre
effiziente Erkennung in NetPlumber. Unsere Evaluation zeigt die Uberlegenheit unse-
res doménenspezifischen Verifikationsansatzes. FaVe analysiert einen grof3en, realen
[PTables/Netfilter-Regelsatz in unter einer halben Sekunde und iibertrifft andere
bekannte Werkzeuge um einen Faktor von 115. AulRerdem wird die Skalierbarkeit
von FaVe fiir enorm grof3e Regelsitze mit bis zu 15.000 Regeln gezeigt.

Diese Arbeit liefert mit FPL, FaVe und DHSA einen nutzerfreundlichen und perfor-
manten Ansatz zur Verifikation sicherheitlicher Konformitét sowie der Erkennung
von Firewall-Anomalien. Unsere Werkzeuge bieten Unterstiitzung in allen Phasen
der Migration hin zu einem PDCA-Zyklus und dessen Aufrechterhaltung im Rahmen
eines ISM. Folglich helfen sie Sicherheitsverantwortlichen und Netzadministratoren,
Komplexititen zu reduzieren und Sicherheit beherrschbar zu halten.
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1.1

Introduction

“Security’s worst enemy is complexity.” Ferguson and Schneier [43]

Originally, this famous quote targeted the standardization of the IPsec protocol
suite but also bears some universal insight: the more complex a technical system
becomes, the harder it gets to ensure its secure functioning. In practice, this insight
has been confirmed several times — anecdotically [105, 71, 135] and empirically [64,
101, 87, 143, 85, 32]. In addition, IT landscapes have grown even more complex
throughout the recent years. Trends like Mobile Computing, Cloud Computing, or the
Internet of Things introduced new opportunities for many if not most organizations
and their adoption ultimatively increased the complexity of these organizations’ IT
landscapes [130, 99]. This thesis aims at the practical reduction of complexity for
security officials and administrators to effectively and efficiently handle security on
the organizational as well as on the technical level.

Motivation

Growing complexity stems from several reasons — technical as well as organizational
— and they manifest in the organizations’ network configurations. In this thesis,
we! focus on two sources of complexity: manual maintenance and organizational
evolution. Manual maintenance of the network and security configurations occurs
in organizations of any size and frequently amounts in complexity [139]. Over time,
the configuration grows, people change, and, at some point, the manual control-
lability diminishes and, eventually, gets lost. The result is increasing anomalous
behaviour and growing maintenance costs. Without proper tooling and automation,
maintenance and transformation is infeasible. In this work, we provide formal
tooling that enable administrators to overcome this challenge and, hence, reduce
the configurations’ complexity.

!Despite me being the sole author of this work, I was supported by many people whom I discussed
my ideas with and who challenged my approaches. This group includes the co-authors of my
publications as well as others. I would arrogate their support by writing this thesis as “I” and
therefore, I use the pronoun “we”. Further, this improves readability in comparison to a passive
sentencing.



Organizational evolution, as a second source of complexity, roots in the business
processes that form an organization’s core functioning. Since the IT realizes business
processes, it is a central or even existential asset for any organization. Securing
IT, therefore, means securing the business processes as well as the processed data
with respect to business and regulatory requirements, e.g., business continuity, risk
management, or laws for data protection. For instance, government agencies [50],
companies under espionage regulation [7], or critical infrastructures [51] are re-
quired by regulators to implement certain security measures®. Further, industry
norms and process standards like the IEC 62443 [67] for industrial security or the
ISO 27001 [68] drive the implementation of security measures. In this context,
network segmentation through firewalls, encryption of data in transit, or intrusion
detection are examples of common security measures.

Additionally, recurring changes to business processes and regulation also imply
the need to frequently update security measures, i.e., IT security itself needs to be
implemented as a business process. For example, introducing some new service, e.g.,
a CRM service, to be used in regular business processes requires changes to firewall
configuration in order to enable access to the service over the network. In practice,
the ISO 27001 helps to cope with the growing complexity on the organizational level
by introducing an Information Security Management (ISM)3. Due to the fact that the
ISO 27001 remains rather abstract concerning its implementation, other standards
like the German BSI's Grundschutz [69], the US-american NIST’s Security and Privacy
Controls [131] or the ISF’s Standard of Good Practice for Information Security [141]
provide frameworks and more practical orientation.

The Grundschutz suggests a life cycle for the implementation of the ISM’s security
process that covers the planning of security measures, their implementation, assess-
ment, and improvement. This PDCA cycle (Plan, Do, Check, Act, [98])% is shown in
Figure 1.1 and comprises the following phases:

Plan In this phase, a security concept that provides processual or technical mea-
sures for the organizational requirements is created and its implementation
is planned. Also, in case of major changes of the requirements, the concept
needs to be updated and the reimplementation needs to be planned.

20ur examples mostly cover the current situation in Germany as of the writing of this thesis. Other
countries have similar regulations, e.g., the FISMA regulation [42] for US government agencies.

Note that the terms ISM and Information Security Management System (ISMS) are closely related
and often used interchangeably. While the ISM refers to an organizational management practice,
the ISMS is an organizational framework for the implementation of an ISM. An ISMS like the ISO
27001 or the BSI-Grundschutz typically covers processes, tools, and data. For the sake of brevity,
we use ISM favorably and only use ISMS in order to highlight its framework character.

“The ISF defines the Information Risk Management Business Cycle with a similar purpose but with
differently named phases: Define, Implement, Evaluate, Enhance (DIEE) [141].
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Planning and Conception
(“Plan”)

Optimization and
Improvements
( “Act77 )

Implementation
( “DO” )

Success Monitoring

(“Check”)

Fig. 1.1.: The PDCA process for managing security in an ISM (from [98, p. 18]).

Do All security measures need to be implemented according to the planned concept
which is performed in this phase.

Check After implementation, the effectiveness and efficiency of the conducted
measures need to be assessed and evaluated.

Act Given the assessment reveals minor or urgent incompliances, then immediate
countermeasures need to be performed in this phase. If the discrepancies
are effectively too extensive, a replanning in the next cycle of the PDCA is
necessary.

Nevertheless, these standards’ implications on the technical implementation are
vague and there remains a semantical gap between the security measures on the
organizational and on the technical level. IL.e., continuously assuring compliance
between organizational security requirements and the technical security enforcement
remains a great challenge.

In this thesis, we provide means that support security officials and administrators to
overcome this gap and which integrate seamlessly with the PDCA. For this purpose,
we define security compliance as follows®:

Security compliance is a state where organizational security require-
ments and their technical enforcement align.

>Since we focus on networked systems and, hence, network security, we use the terms network
security compliance and security compliance interchangably for the sake of brevity.

1.1 Motivation
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Laws, norms, and risk management introduce compliance requirements on organiza-
tions, their business processes, and their IT systems. Additionally, the requirements
change over time, and, therefore, also the IT systems and their security measures
must evolve to comply with the requirements. These changes come on top of the
constant progression of requirements which stems from business process evolution.
Hence, the security policy’s® implementation on the technical level tends to become
more and more complex. This fact becomes even more severe when compliance rules
are governed by non-technically skilled personnel while security configuration is
implemented by technical administrators. This — combined with growing complexity
and manual implementation of the security process — leads to a situation where
security compliance cannot be assessed manually.

To overcome this challenge, in this work we propose an approach that supports all
phases of the PDCA. Our approach narrows the semantic gap, establishes an insight
of the state of network security compliance, and helps to keep its maintenance in
the presence of complex requirement evolution through a continuous application of
formal methods.

General Approach

Continuous

i\-
= configuration
|

adjustment

Security
Official

Determination
of the Status Quo

Perpetuation of
the Desired State

Migration towards
the Desired State

Initial

o
I_b! compliance
s |

verification
Network Compliance-enhanced
Administrator PDCA Cycle

Fig. 1.2.: To fulfil network security compliance it is necessary for security officials to gain
insights into the status quo, to develop the network towards a desired state, and,
finally, maintain it in the presence of constant change.

For most organizations, the implementation of a PDCA process, e.g., as part of an
ISM introduction in the course of an ISO 27001 certification, is a challenging venture.
Since the ISM is implemented on top of an existing IT and IT security landscape, a

®We use the term security policy when we refer to a manifestation of the security requirements on
the organizational level for a particular organization. We use the term security specification for a
formally specified security policy.
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migration strategy is needed to fulfil the ISM’s requirements. All in all, it is required
to:

1. first, determine the status quo of network security,
2. then, migrate towards the desired state as required by the ISM, and
3. finally, maintain the desired state wrt. the PDCA.

This process is depicted in Figure 1.2. Our approach supports the transition of
existing IT security landscapes towards an ISM compliant PDCA process throughout
all phases. First, the status quo is determined by an initial compliance verification
that is enabled through the specification of the desired state of network security
and an analysis of the current network configuration. Afterwards, the migration
towards the desired state is supported by a continuous reverification of configuration
changes. Finally, after achieving the desired state, the PDCA cycle is enhanced in
two ways. On the one hand, compliant security configurations can be generated
and enrolled upon changes of the security specification. On the other hand, overall
compliance is reverified upon other changes of the network’s configuration.

In particular, as depicted in Figure 1.3, we propose a management process with
three phases that support the transition from the status quo to the desired state and
the following perpetuation thereof — namely the phases UNDERSTAND, ADJUST,
and CONTROL:

UNDERSTAND The first phase starts with the specification of the desired state of

security. A formal yet human understandable security policy, i.e., the security
specification, should be used for an initial verification of the network and
security configurations which, at this point, are managed manually by the
network administrator. Particularly, security policies may be specified in terms
of organizational entities reaching other entities as well as networked assets
like offered services.
In addition, firewall anomalies can be detected as well, e.g., a shadowed rule
where all matching packets have been handled by higher prioritized rules. This
analysis can be performed independently from the verification of compliance.
This phase is essential to overcome complexity stemming from large and
historically grown configurations as seen in many organizations.

ADJUST After understanding the status quo, the network configuration can be
adjusted manually while security compliance is reverified continuously. This
asserts a high confidence that the configuration changes actually provide
progress towards the desired state of network security.

1.2 General Approach
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Fig. 1.3.: The compliance management process comprises of three phases — namely UNDER-
STAND, ADJUST, and CONTROL — which enable security officials and network
administrators to assess the status quo of network security, to transfer it to a
desired state, and, finally, to maintain the latter.

This phase is integral for an effective migration of the organization’s network
and security configurations towards a compliant state where the PDCA can
take over.

CONTROL Once the network and security configuration comply with the formally
specified policies, the third phase enables formally safeguarded maintenance
of both — policies and configuration. First, major parts of the security config-
uration — namely firewall rule sets — can now be generated from the security
specification which relieves the network administrator from this often manual
and error-prone task. Ultimatively, this removes a major source of complexity.
And second, the continuous reverification of the overall configuration enables
more confident changes to the network.

This phase seamlessly integrates with the PDCA cycle. First, the security specifi-
cation may be changed in the Plan phase. The generated security configuration
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can, then, be enrolled in the Do phase. In addition, in the Check phase, the
overall network configuration, i.e., the generated security configuration and
other manual configuration, can be verified for overall security compliance.
Finally, the compliance of small configuration changes can be quickly verified
in the Act phase.

In this work, we provide the necessary concepts, formal methodology, and tooling
to realize this management process. We explore and enhance technologies for its
implementation and evaluate their suitability thereof.

Security Management Workflows

To realize the three phases of the compliance management process, we define two
security management workflows — namely the Compliance Verification (CV) workflow
and the Automatic Anomaly Detection (AAD) workflow. Both workflows are applied
repeatedly and help the security officials and administrators while progressing
through the phases, i.e, the initial determination of the status quo, the migration
towards the desired state, and its maintenance in the compliance-enhanced PDCA.

Compliance Verification Workflow

N
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Security

Official
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D Verification
Inventory
(1b)
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e [ |
IJ_Fi Network

Modeling
Network D
Administrator
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Configuration
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Report
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Fig. 1.4.: The Compliance Verification workflow.

As depicted in Figure 1.4, the CV workflow consists of three major parts — the specifi-
cation of the security policy, the network modeling, and the compliance verification.

1.3 Security Management Workflows



At first, the security official needs to specify the security policy (1a). In this specifica-
tion, access control is defined through reachabilities between organizational entities,
e.g., services or network segments, that have been described in an inventory” (1b)
which is provided by the network administrator. The inventory maps the organi-
zational terms, e.g., the organization’s ERP service or the research department’s
network segment, to their technical implementation, e.g., a segment’s IP address
range or a service’s protocol and port. Also, the network administrator provides the
network’s configurations, e.g., firewall rule sets or routing configuration, that are
to be modeled (1c). Then, the network model is verified for conformance with the
security specification (2) and, finally, the result is reported (3) for further utilization
by the security official and the network administrator.

The CV workflow is central for the implementation of the UNDERSTAND and ADJUST
phases as it provides the security specification which describes the desired state.
The CV workflow is executed once for the initial assessment of the status quo in
UNDERSTAND and, then, repeatedly throughout ADJUST while the administrator
changes the configuration towards the desired state. In CONTROL, the security
specification is used to generate security configurations. Also, the CV workflow
can be applied to continuously monitor the state of the whole network’s security
compliance. This is especially relevant in non-traditional network architectures,
e.g., when using SDN/NFV, where bypasses of security enforcement points like
firewalls could exist due to misconfiguration and the lack of physical separation. In
these cases, the CV workflow offers broader insights beyond the analysis of single
security entities since it takes the configuration of up to the whole network into
consideration, i.e., possibly down to the level of switch configurations.

Automatic Anomaly Detection Workflow

The AAD workflow allows the detection of firewall anomalies stemming from com-
plex dependencies between rules, e.g., rule shadowing, and is depicted in Figure 1.5.
First, the administrator specifies the file with the rule set (1), for example written as
[PTables rules. Then, the anomaly detection itself consists of two steps: The firewall
rule set needs to be modeled formally and, then, it is analysed for anomalies (2).
Both — modeling and analysis — can be automated. Finally, the administrator receives
a report that shows all rules that are affected by an anomaly (3). This can be used
to safely adjust the firewall rule set and, therefore, reduces its complexity.

"Definition: “A network inventory is a collection of data for network devices and their components
managed by a specific management system.” (cf. [152])
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Fig. 1.5.: The Automatic Anomaly Detection workflow.

The AAD workflow is used primarily in the UNDERSTAND and ADJUST phases. First,
in UNDERSTAND, finding all firewall anomalies is part of the determination of the
status quo and allows insights into complex firewall configurations. Second, in AD-
JUST, the anomaly detection is repeated whenever the administrator adjusts firewall
configurations. In this phase, the removal of anomalies reduces the configurations’
complexity and continuous checking reveals any newly introduced anomalies and,
hence, unnecessary increases in complexity. Therefore, the administrator gets direct
feedback and can correct these issues in a very timely manner. In CONTROL, the gen-
erated security configuration excludes firewall anomalies by construction and, hence,
checking for anomalies is not necessary anymore. Nevertheless, anomalies can also
occur in other, complex network configurations like large routing tables. To support
administrators in these regards, a slight adoption of the AAD workflow that incorpo-
rates other configuration than firewall rule sets would be necessary. Even though
our prototype implementation is capable to check other kinds of configuration, e.g.,
routers or switches, this has not been evaluated explicitly.

Preliminary Study

In order to choose technology for the implementation of the compliance verification
and anomaly detection, we conducted a preliminary study. Our prototype ad6
followed an approach for firewall anomaly detection with traditional SAT-based
model checking [73], i.e., the model and invariants are encoded in terms of a boolean
satisfiability problem which is, then, solved by a SAT solver. The implementation

1.4 Preliminary Study
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and evaluation was conducted in my Master’s thesis [91] and the results have been
published in [94].

CPU 2x Intel Xeon E5-2650v4 a 12 Cores, 2.2 GHz
Platform x86_64
Memory 64 GB
0S Debian Stretch, Linux v4.9
Software | Python v2.7, GCC v6.3.0, OpenJDK v1.8, Scala v2.11.7, GHC v8.0.1

Tab. 1.1.: Specification of the measurement environment.

We evaluated the SAT-based approach through two experiments using IPv6 work-
loads: end-to-end reachability and firewall anomaly detection. To achieve comparabil-
ity of all measurements of the preliminary study as well as all other evaluations in
this thesis, we used a common measurement environment as specified in Table 1.1.
Also, we remeasured the firewall anomaly detection and achieved similar results.

The end-to-end experiment is a simplified version of the experiments for compliance
verification in Chapter 7 and is conducted to set a baseline that helped us to decide
upon the further continuation with the SAT-based approach, i.e., if this approach
does not work well for a simplified scenario, we need to continue differently. The
simplification lies in the policy being analysed which is limited to simple pairwise
reachabilities, i.e., is there some packet emitted by some host A that reaches some
host B? The evaluation in Chapter 7 covers a much more sophisticated policy, e.g.,
including stateful reachabilities.

The experiment is based on the UP campus network — a synthetic workload that
represents a medium sized network with one central firewall, 23 switches, and 130
hosts. The overall amount of firewall rules is 3,396 with 1,035 rules in the central
firewall. More details on the workload can be found in Section 7.2. We measured
the pairwise reachabilities beween the hosts which results in w = §,385
individual checks. The analysis took nearly three hours (~170 min).

These results clearly show that the SAT-based approach is too slow for continuous
verification — particularly, the end-to-end reachability analysis. Especially, through-
out the ADJUST phase, it is necessary to reverify quickly to give administrators
continuous feedback in order to enhance the status quo towards the desired state.
Neither the anomaly detection nor the end-to-end reachability analysis yield the
necessary performance.

This observation aligns with the results presented in literature. Approaches based
on general model checking tend to be much slower than domain-specific algorithms
and data structures. This is true for network analysis as well as for firewall anomaly
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detection. More details on this matter are discussed in the related work section
(Chapter 3).

To conclude, we need another approach that yields a much better performance to
continuously verify the state of network security.

Research Questions

The prime challenges to realize workflows for security officials and network admin-
istrators to achieve network security compliance and to reduce overall complexity
lie in the specification of security, the conceivability of the network’s configuration,
and fast repeatability of the workflows. Therefore, in this work, we deal with three
research questions:

Q1 How to describe the desired state of network security?
Q2 How to model the network configuration?

Q3 How to achieve performance that enables continuity?

Previous approaches fell short in answering these questions as seen in the preliminary
study in Section 1.4 and as discussed in the related work section (Chapter 3) —
especially, due to their lack of performance.

Contributions

To overcome the performance limitations of general model checking approaches,
to realize the phases of the compliance management process, and to answer the
research questions, in this work, we make the following major contributions:

Specification We empower security officials and administrators to specify security
policies in terms of an abstract language — namely the FaVe Policy Language
(FPL). The FPL is highly usable as it operates on a level of abstraction suitable
also for non-academically skilled personnel, e.g., many network administrators.
FPL provides capabilities to concisely specify organizational structures in a
hierarchical model using roles, groups of roles, and services. This way these
entities are abstracted from their technical implementation, e.g., with VLANS,
IP addresses, or ports. Policies are specified using these abstract terms which

1.5 Research Questions
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makes them concise and easily auditable for organizational compliance. FPL is
presented in Chapter 4.

Modeling and Verification In order to offer administrators an accessible and com-

prehensive way to model their networks, in Chapter 5, we introduce DHSA - a
human-readable yet efficient formalism based on the notion of Header Spaces.
In Chapter 6, we prototypically implemented DHSA in FaVe — our fast verifica-
tion framework — which ships with a variety of predefined model templates for
network devices and configurations including firewalls, routers, and switches.
This way, modeling becomes an easy venture and further knowledge of DHSA
is only needed when introducing new or altering existing device templates.
Our implementation provides an efficient mapping of DHSA’s data structures
onto classical HSA [78] bitvector structures to benefit from the latter’s solving
performance. In addition, we published FaVe as open source.

Statefulness FaVe’s fast compliance verification of FPL policies includes support

for stateful packet filters. Statefulness poses a common verification challenge
as it raises computational complexity. In Chapter 7, we present State Shell
Interweaving — a modeling technique which efficiently projects stateful be-
haviour in DHSA models onto stateless capabilities. This allows networks that
include stateful devices to be analysed efficiently. We evaluate our approach’s
effectiveness and performance using a variety of well known as well as custom
benchmarks.

Anomaly Detection To enable the detection of firewall anomalies, we implemented

a fast and scalable approach based on DHSA in FaVe as described in Chapter 8.
We show its effectiveness and scalability with well known as well as custom
benchmarks with rule sets consisting of up to 15,000 rules.

Dynamic Protocols In order to support state-of-the-art networking, we offer and

evaluate IPv6 support including extension header chains. Their dynamic
nature challenge the applicability of existing high speed verification approaches
that operate on fixed size data models like HSA. The ability to dynamically
extend the model at runtime is the key to successfully verify advanced security
properties for complex IPv6 networks. We remain fully compatible with the
still widely used IPv4 (cf. Chapter 5).

These contributions enable security officials and administrators to gain and manage
compliant network security as previously described in the management process in
Figure 1.3.
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A major part of the above contributions has been peer-reviewed and published

whereas [96] forms the main contribution of this thesis.

[92]

[96]

[93]

Claas Lorenz, Sebastian Kiekheben, and Bettina Schnor. “FaVe: Modeling IPv6
Firewalls for Fast Formal Verification”. In: Proceedings of the International
Conference on Networked Systems (NetSys). pp. 1-8. Gottingen, Germany,
2017.

We published FaVe’s use cases, modeling approach, and architecture in this
paper. In addition, we described, implemented, and evaluated the support of
dynamic protocols, i.e., IPv6 with extension header chains. These topics are
mainly covered in Chapter 6.

Claas Lorenz, Vera Clemens, Max Schrotter, and Bettina Schnor. “Continuous
Verification of Network Security Compliance”. In: IEEE Transactions on Network
and Service Management (TNSM). Vol. 19.2 (2022), pp. 1729-1745. 2022.

In this article, we introduced and evaluated the compliance verification. This
includes FPL, DHSA, and state shell interweaving which, in this thesis, are
covered in Chapter 4, Chapter 5, and Chapter 7.

Claas Lorenz and Bettina Schnor. “Firewall Management: Rapid Anomaly De-
tection”. In: IEEE 24th International Conference on High Performance Computing
(HPCC), pp. 1465-1472. 2022.

We published our approach on firewall anomaly detection with FaVe in this
paper. The concept, implementation, and evaluation is covered in Chapter 8.

Further (Co-)Authorships: I participated in further peer-reviewed publications
which are out of the scope of this thesis: [49, 114, 40, 54, 45, 95, 44, 38, 142].

Scope

In this work, we investigate on the continuous improvement of network security. Yet,

there are related issues that might be interesting but lay beyond the scope of this

work. In the following, we discuss these matters.

1.7 Publications
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Confidentiality, Authenticity, and Integrity Policies For our compliance verification,
we focus on Network Access Policies in terms of host, network, and service reacha-
bilities. I.e., who is legitimately able to communicate with whom and who is not?
This does not cover other major security goals like confidentiality, integrity, and
authenticity. E.g., is information disclosed only to legitimate users or entities? Has
the information been changed by some unauthorized party?

In practice, these policies are implemented using cryptography on the application
layer rather than the network layer. In applications, users and data can be identified
precisely and policies can be applied in a fine grained manner. Typically, network
layer measures like TLS® or IPsec work in a much broader granularity, i.e., on
the level of networks, hosts, or services. Client and service certificates as offered
by TLS are the most fine grained identifiers available. Hence, authenticity and
confidentiality policies are coarse grained as well and always apply in an endpoint-
to-endpoint manner. In essence, on the network layer compliant access policies form
a strong basis for further analysis. L.e., it is easy to check access compliant relations
for endpoint-to-endpoint policies concerning authenticity and confidentiality. This is
beyond the scope of this work which focuses on network access policies.

NAT Network Address Translation (NAT) is an IP address space conservation mech-
anism, i.e., where few public addresses represent many private addresses. Also, it
is popular to establish security-by-obscurity in networks, i.e., by raising the bar for
an attacker to guess hosts and services correctly in order to access these. While our
approach would be able to support NAT configurations conceptually, we decided
against an implementation.

The reasons are two-fold. First, the security benefits of NAT pose rather a detail
on the technical level and play no role in terms of compliance. Second, IPv6
offers a tremendous address space that obsoletes auxiliary functions like NAT in the
foreseeable future. Consequently, NAT was not part of the IPv6 standard initially
but has been standardized later as NPTv6 (Network Prefix Translation, [145]) as an
additional option for operating IPv6 networks. Hence, we did not implement and
evaluate support for NAT/NPTv6 in our prototype.

Instead, a good practice is the use of the IPv6 Privacy Extensions [53] where hosts
frequently generate and use temporary addresses but the network’s prefix remains

8TLS can be arguably regarded as an application layer protocol as well. Here, we refer to the portion
that is visible from the network and, hence, can be inspected and filtered by networked security
devices.
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stable. As is, FPL provides the necessary capabilities to specify according inventories
and policies using such network prefixes.

Other Dynamic Protocols In this work, we demonstrate our approach’s feasibility
to support dynamic protocols concerning IPv6 extension header chains. Conceptually,
other dynamic protocols like MPLS could be supported but this is beyond the scope
of this work.

Complex Matching Configurations Modern packet filter implementations like IPTa-
bles support arbitrarily complex filtering mechanisms like regular expressions on
strings or even custom filtering functions. While the former would be hard to model
precisely, modeling the latter could be infeasible due to the Halting Problem. How-
ever, these configurations are very exotic and barely never seen in practice. For
example, there were no such configurations in a public set of 39 real-world rule
sets [36]. Hence, these kinds of matching configurations are beyond the scope of
this work.

Outline

This work is structured as follows. In Chapter 2, we start by providing background
knowledge about practical security management, the concept of Header Space Anal-
ysis for formal network verification, and specifics of IPv6 relevant for verification
before we provide related work for network verification in Chapter 3. Then, in
Chapter 4, we enable the specification of the desired state of network security by
introducing a formal language for high-level access policy specifications called the
FaVe Policy Language (FPL). In Chapter 5 we proceed by introducing a formal def-
inition of the Domain-oriented Header Space Analysis (DHSA), prove its algebraic
properties as a distributive lattice, and show that our mapping of DHSA onto HSA is
an injective homomorphism. Afterwards, in Chapter 6, we provide an architectural
overview and an implementation of our verification framework FaVe. FaVe enables
the modeling of networks and their verification in terms of FPL policies and the
detection of firewall anomalies using DHSA. Also, we show how to model dynamic
protocols with FaVe by the example of IPv6 extension header chains. Next, in the
Chapters 7 and 8 we model devices and networks with FaVe and thouroghly evaluate
compliance verification resp. firewall anomaly detection. Finally, we conclude this
thesis and discuss possible further research directions in Chapter 9.

1.9 Outline
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In this thesis, we employ a series of conventions as follows:

We display new terms using an italic font, e.g., Security Compliance.

Abbreviations that accompany a new term are not highlighted, e.g., Common
Criteria (CQ).

Further, we use an italic font to highlight particularly important terms.
To indicate code or configuration fragments, we use a mono-spaced font.

Keywords in code listings are highlighted with a bold font, e.g.:

def foo(x):
if x is not None:
bar (x)

Further, explicit references to command line tools, e.g., iptables, or technical
frameworks, e.g., netfilter, are highlighted with a mono-spaced font.

Finally, literal citations are indicated through double quotation marks and are
directly followed by a reference, e.g., “This publication provides a catalog of
security and privacy controls [...]” (cf. [131, p. ii]).

For reference, we provide a list of abbreviations on p. 285, important definitions
on p.291, and an index on p. 293.
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Background

This chapter provides background knowledge as a basis for the remainder of this
thesis. Particularly, in Section 2.1, we provide some definitions and explanations on
how security management is practically implemented. In Section 2.2, we introduce
the concept of Header Spaces Analysis which was proposed by Kazemian et al. [78]
as a domain specific approach for formal network verification. Also, we detail their
efficient implementation thereof in the well-known tool NetPlumber [79]. Finally, in
Section 2.3, we explain and highlight specifics of the IPv6 protocol that pose special
challenges for formal verification.

Practical Security Management

As stated in Section 1.1, practical realizations of an Information Security Management
(ISM) require the statement of security policies which specify rules that govern the
interactions of entities within the organization’s IT system. Hence, security policies
are a central cornerstone for the practical implementation of any ISM and should
enable security officials to specify the desired state of network security and guide
administrators throughout the technical implementation. Particularly, the concept
of access control has been studied extensively and has been adopted in security
management frameworks and systems.

There is no commonly agreed definition for the term security policy as different
standards and frameworks provide differing definitions. For instance, the German
BSI states in its glossary for the Grundschutz framework [70, p. 108]:

“A security policy states the security goals and general security mea-
sures concerning the official goals of an enterprise or a government
agency. More detailed security measures are covered by a more extensive

security concept.” 1

'This definition has been translated from German. The original reads: “In einer Sicherheitsrichtlinie
werden Schutzziele und allgemeine Sicherheitsmafinahmen im Sinne offizieller Vorgaben eines
Unternehmens oder einer Behorde fomuliert. Detaillierte Sicherheitsmalnahmen sind in einem
umfangreicheren Sicherheitskonzept enthalten.”
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Policies — An Etymological Approach

The term policy origins in the Old Greek
word woAeia (politeia) which covered the
meanings of the citizenship of a (city) state,
the (city) state’s constitution, and the busi-
ness of a polititian. The Latin word politia
narrowed the meaning towards the descrip-
tion of the state itself and its government.
Later, in Middle French the word policie
changed again and denoted the terms rule
or law. Finally, in English the word policy
transitioned to mean practice determined by
an authority. [24]

This definition operates on the organizational
level and remains rather vague since it re-
quires specific (organizational) measures to
be stated in a separate security concept.

Another example is provided by the Com-
mon Criteria (CC) — an internationally normed
framework for security certifications of secu-
rity products — for the term Information Flow
Control Policy [26, p. 65]:

“This Family? identifies the in-
formation flow control SFPs® (by
name) and defines the scope of
control for each named informa-
tion flow control SFP. This scope
of control is characterised by three
sets: the subjects under control of

the policy, the information under control of the policy, and operations

which cause controlled information to flow to and from controlled sub-

jects covered by the policy.”

In addition, a Security Function Policy (SFP) is defined as [26, p. 18]:

“The SFRs* may define multiple Security Function Policies (SFPs) to

represent the rules that the TOE® must enforce. Each such SFP must

specify its scope of control by defining the subjects, objects, resources

or information, and operations to which it applies. All SFPs are imple-

mented by the TSF®, whose mechanisms enforce the rules defined in the

SFRs and provide necessary capabilities.”

The CC definitions remain vague and oriented at technical implementations (of

security products).

To conclude, both definitions fall short to provide practical requirements for security

policies in order to enable security officials and administrators to define the desired

state of network security. Therefore and due to the fact that, in practice, policies are

ZFamilies denote groups of criteria for CC auditors

3Security Function Policies
*Security Functional Requirements
>Target of Evaluation

®TOE Security Functionality
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expressed prosaically but a formal specification is necessary for formal analysis, in
this work, we use a more lightweight definition for the terms security policy resp.
network security policy:

Security policies are sets of rules that govern the interaction of enti-
ties on the organizational level. Network security policies specify the
conditions of communication between subjects and objects.

Security
Policy

formal
variant

technical
variant

Security
Specification

Security
Configuration

Fig. 2.1.: Distinction between the terms security policy, security specification, and security
configuration.

I.e., security policies refer to a manifestation of the organizational security require-
ments for a particular organization. Also, network security policies are a subset of
the security policies.” Our definition distincts the security policy from the security
specification and the security configuration. As depicted in Figure 2.1, the security
specification denotes a formally specified version of the security policy whereas the
security configuration is a concrete implementation thereof. In this work, we enable
security officials and network administrators to determine compliance between the
security policy and the network’s configuration by verifying the latter’s conformance
with the security specification.

Access Control Frameworks In practice, security policies are often offered by and
implemented in formal access control frameworks, e.g., Discretionary Access Control
(DAQ) in the UNIX file permissions [65] or Role-based Access Control (RBAC) in
Microsoft’s Active Directory [102] or in SELinux [116]. Furthermore, often also the
generation of security configurations is offered by the frameworks. In Appendix A.1,
we give an overview over common formal access control standards and frameworks,
give a detailed description of NIST-standardized RBAC, and explain the compability
of our policy specification language FPL with RBAC.

7Since this work focuses on network security, we use the terms interchangeably for the sake of brevity.

2.1 Practical Security Management
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Network Verification with Header Space Analysis

In our preliminary study in Section 1.4, we have seen that general model checking
techniques yield insufficient performance. This finding is supported by the related
work and will be discussed in Chapter 3. On the other hand, approaches for
verification that are tailored to the networking domain promise much better results.
In this work, we build upon the the concept of Header Space Analysis (HSA) [78]
whose open source implementation NetPlumber [79] by Kazemian et altera (2012)
offers fast analysis. We will first introduce HSA's theoretical background - the Header
Space Algebra (also HSA®) — before we detail the fast HSA implementation in the
tool NetPlumber.

Header Space Algebra and Network Modeling

PR - g P
% CL G otk
Hlomerene . Al .
b1 bl
bl b2 b3 b1 b2 b3
‘ 110 ‘ Payload ‘ ‘ 1 xx ‘ Payload ‘
(a) Packet (b) Flow

Fig. 2.2.: Geometric representation of packets and flows in a Header Space with [ = 3
(from [77, p. 6]).

The concept of Header Space Analysis (HSA) is based on two ideas: the representation
of packets in terms of an [-dimensional space — the Header Space — and the modeling
of networks as a repeated application of efficient packet transfer functions. The
Header Space is formed over the combined bits of the header fields where every
header bit is a dimension, i.e., if the set of header fields consists of [ bits then the
Header Space has | dimensions: #H := {0, 1}'. Each bit can be set to 0 or 1 or it can

8Header Space Analysis and Header Space Algebra share the same acronym. Since this has already
been the case in the original work by Kazemian et altera, we also follow this convention in this
work. We mean Header Space Analysis when we elaborate on verification and we mean Header
Space Algebra when we elaborate on the mathematical model.
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be unset explicitly (denoted as x). For instance, the set of header fields consisting
of the IPv6 destination address, the protocol field, and the destination port would
require 128 + 8 + 16 = 152 bits. Hence, the Header Space is 152-dimensional. In
HSA, packets are modeled as points in the Header Space while sets of packets
are represented as regions of the Header Space. Figure 2.2 depicts a geometric
representation of a Header Space with | = 3 dimensions. A single packet with a
header of 110 is a point (Figure 2.2a) in the Header Space whereas a flow of packets
1xx is a region (Figure 2.2b).

HSA was implemented and open sourced by the original authors in the Hassel library
which, in turn, is also used in the NetPlumber tool [76].

2.2.1.1. Packets and Sets of Packets

The basic building blocks are ternary bit expressions — named Wildcard Expressions
— which can be combined to form Header Space Objects. In addition, several set
operators are defined for wildcard expressions as well as header space objects, i.e.,
intersection, negation, union, and set difference. Finally, the equality and subset
relations are defined. All in all, the Header Space along with the set operators
intersection, union, and complement as well as the respective neutral elements the
all expression and the empty expression form a complete, algebraic, boolean lattice —
namely a subset lattice (cf. Section 2.2.1.4 for details). This can also be refered to
as Header Space Algebra (abbreviated as HSA, too). In the following, we provide
details about the wildcard expressions, header space objects, set operations, and
set relations. Intuitively, wildcard expressions and their set operations represent an
efficiently implementable subset of the Header Space while the more general header
space objects enable the modeling of the whole Header Space.

Wildcard Expressions form the most basic building block to efficiently represent
sets of packets. They have a length of [ and consist of the ternary bits 0, 1, and =
(don’t care). In addition, bits can also become z as a result of set operations, e.g.,
intersection. If any z is present then the whole wildcard expression represents the
empty set.

For example, the set of HTTP packets that are destined for the IPv6 address range
2001:db8::110/124 can be represented as the following wildcard expression:

IPv6 Destination: 2001:db8::110/124 Protocol: TCP Destination Port: 80
00100000,00000001, ...,00000001,0001xxxx, 00000110,00000000,0101000

2.2 Network Verification with Header Space Analysis

21



22

In NetPlumber, wildcard expressions are implemented using two bits per ternary
bit, i.e., 0 is encoded as 01, 1 as 10, x as 11, and z as 00. The whole expression is
implemented as an array of unsigned integers which results in a dense and memory
efficient encoding.

Header Space Objects are compounds built upon wildcard expressions. They are
defined over a set of n wildcard expressions v;. Formally:

<n

Ui
i=0

A single wildcard expression v can always be represented as a header space ob-
ject with a single element: {v}. For example, let’s assume that one wants to
model all IPv4 packets except the address range 10.0.0.0/8, i.e., the addresses
0.0.0.0 ... 9.255.255.255 and 11.0.0.0 ... 255.255.255.255. The header
space object can be constructed using an enumeration of IP prefixes that cover these
address ranges®:

0.0.0.0/0—-10.0.0.0/8

7.0.0.0/5, 8.0.0.0/8, 9.0.0.0/8,
11.0.0.0/9, 12.0.0.0/9, 13.0.0.0/9, 14.0.0.0/9, 15.0.0.0/9,
16.0.0.0/4, 32.0.0.0/3, 64.0.0.0/2, 128.0.0.0/1

—~—

00000xxXX , XXXXXXXX , XXXXXXXX , XXXKXXXXX,

00001000, XXXXXXXX , XXXXXXXX , XXXXXXXX,

00001001, XXXXXXXX , XXXXXXXX , XXXXXXXX,
00001011, 0XXXXXXX , XXXXXXXX , XXXXXXXX,
00001100, 0xXXXXXXX , XXXXXXXX , XXXXXXXX,
00001101 ,0xXXXXXXX , XXXXXXXX , XXXXXXXX,

00001110, 0XXXXXXX , XXXXXXXX , XXXXXXXX,

00001111, 0XXXXXXX , XXXXXXXX , XXXXXXXX,

0001xxXXX , XXXXXXXX , XXXXXXXX , XXXXXXXX,
001XXXXX , XXXXXXXX , XXXXXXXX , XXXKXXXXX,

01XXXXXX , XXXXXXXX , XXXXXXXX , XXXXXXXX,

IXXXXXXX , XXXXXXXX , XXXXXXXX , XXXXXXXX

}

°An algorithm that calculates these IP prefix lists can be found here: https://gist.github.com/
stilez/1c863da87£9dc6bb3a73
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2.2.1.2. Set Operations

To form an algebra, a couple of set operations are defined over header space objects:
intersection, union, negation resp. complementation, and difference. In the following,
we introduce HSA's definitions of these operations and discuss their performance.

Intersection The intersection of two wildcard expressions is performed by bitwise
application of the following table:

Nz 01 =z
zZlz 2z z %
0z 0 2 O
112z 2 1 1
x|z 0 1 =z

For instance, 10xz N 1111 = 1z1z. The implementation of wildcard expressions as
arrays of unsigned integers and the two-bit encoding of the single bits allow the
usage of bitwise AND operations to efficiently implement the intersection of wildcard
expressions. Therefore, using this operation results in highly performant code.

Intersecting two header space objects A and B is performed by pairwise intersection
of vectors from A and B and subsequent unioning of the non-empty results, i.e.,

ANB:={anblac Abe B,anb# 0}.

Union The union of two wildcard expressions typically yields a header space
object due to the fact that it is not always possible to represent all packets from
both expressions in one. For instance, 11xx U 00xx = {1100,1101,1110,1111} U
{0000,0001,0010,0011} cannot be represented using a single expression. Contrarily,
two wildcard expressions must be mergeable in order to be combined. Mergeability
is given iff the expressions differ in only one bit, e.g., 10xx U 11xx = 1xxx.

So, in general, the union operation works with header space objects and since header
space objects are just sets of wildcard expressions, the normal set union applies:
AUB.

Hassel and NetPlumber implement header space objects as lists of wildcard expres-
sions and their union by simply concatenating both lists without further checks for
duplicates or mergeability. This improves the operation’s runtime at the expense
of a possibly higher memory consumption of the resulting header space object. We

2.2 Network Verification with Header Space Analysis

23



24

extended NetPlumber to optionally improve the memory consumption of a header
space object by eliminating duplicates and merge wildcard expressions if possible.

Negation/Complementation The negation of wildcard expressions typically results
in a header space object and only special cases yield single wildcard expressions. The
idea is to construct the set of packets that does not contain the packets represented
by the expression. This is achieved by enumerating negation expressions which are
are constructed by

1. fixing a single but set bit (i.e., 0 or 1)
2. negating that bit, and
3. set everything else to .

This is done for each set bit and the resulting set of expressions represents the
negation set. For example, the negation of 101x is:

101x = {0xxx, x1xx, xx0x }

The negation of a wildcard expression only yields a single wildcard expression if
there is only one bit set, e.g., negating the expression xx1x results in xx0x, formally

xx1x = {xx0x}.

Our previous example where we wanted to represent all packets but 10.0.0.0/8
can be expressed using negation as follows:

0.0.0.0/0—-10.0.0.0/8
= 10.0.0.0/8

= 00001010, XXXXXXXX , XXXXXXXX , XXXXXXXX

1xXXXXXXX s KXXXXXXX , XXXXXXXX  XXXXXXXX,
X1XXXXXX s XXXXXXXX , XXXXXXXX , XKXXXXXXX
XX1XXXXX s XXX XXXXX , XXXXXXXX , XKXXXXXXX,
xxXx1xXXXX s KXXXXXXX , XXXXXXXX  XXXXXXXX,
xxxx0xxX s KXXXXXXX , XXXXXXXX , XXXXXXXX,
XXXXX1xXx s XXX XXXXX s XXXXXKXXX , XKXXXXXXX
xxxxxx0x s XXX XXXXX , XXXXXXXX , XKXXXXXXX,

xxxxxxx1 5 XXXXXXXX , XXXXXXXX , XXXXXXXX

Chapter 2 Background



The negation of a header space object A is defined as

A:=(a|aec A}

Intuitively, each packet set is complemented individually and the common set of
packets is determined. For example, A := {1xxx, 00xx} represents all packets not
starting with 1 and not starting with 00:

A= {1xxx,00xx}
= ({1xxx,00xx}

N{{0xxx}, {1xxx,x1xx}}
= {01xx}

Difference The difference of two header space objects A and B is defined as
A—B:= ANB.

Intuitively, the resulting packet set consists of all packets from A that are not also
packets in B.

2.2.1.3. Set Relations

In addition to the set operations, the subset and equality relations between header
space objects are defined in HSA.

Subsets Checking the subset relation between two header space objects A and B
is defined as
ACB:A—-B=.

Equality Checking equality between two header space objects A and B is defined
as
A=B:< ACBABCA.

2.2.1.4. Header Space Algebra
The Header Space along with the operators intersection, union and complementation

as well as the neutral elements the all expression and the empty expression form a
complete boolean lattice which is explained in the following.

2.2 Network Verification with Header Space Analysis
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But first, what is a complete boolean lattice? It is an algebraic structure with certain,
well-defined characteristics [34, pp. 177ff]. Algebraic structures, in general, consist
of a carrier set and a family of basic operations with inputs and outputs solely from
and to the carrier set. Formally, an algebra A is defined as:

A= (A, (fi)ier)

where

A is the carrier set,

(fi)ier is a family of indexed functions i.e., I C Ny, and

fi is an n;-ary function that is closed under A4, i.e., f; : A™ — A.
Depending on the characteristics offered by an algebraic structure, it is categorized
differently, e.g., as group, ring, or lattice. For instance, the characteristics of a lattice
comprise of the commutativity laws, the associativity laws, the distributivity laws,

the complementary laws, idempotency, and absortion.

For example, the boolean lattice offers these characteristics and can be defined as:
B:=(B:={0,1};A,Vv,—,0,1).

In particular, the boolean lattice fulfils the above characteristics as follows:

Va,y € B : TNy = yAx (commutativity)
Ve,y € B : xVy = yVz

Ve,y,z€ B: zAN(yAz) = (xAy)Az (associativity)
Ve,y,z€ B: xV(yVz) = (xVy)Vz

Ve,y,z€ B: xA(yVz) = (xAy)V(rAz) (distributivity)
Ve,y,z€ B: xV(yAz) = (zVy A(zV2)

Vo € B : TANT = T (idempotency)
Vz € B : xrVzr = =z

Vr,y € B : rA(xVy) = =x (absortion)
Ve,ye B: zV(rAy) = =z

Vx € B : sA-x = 0 (complementation)
Vz € B : V- = 1

In addition, the conjunction and disjunction operators have 1 resp. 0 as neutral
elements: Ve € B:xzAl=zandVz e B:xzV0=uz.
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The Header Space as carrier set and the intersection, union, and complementation
operators along with the all-set expression as well as the empty expression form an
algebraic structure, too. Namely, it is a subset lattice

HSA = (2":n,U,~, Hq, D)

where Hg := {xx...xx}. Similar to the boolean lattice, its characteristics are the

following:
Va,y € 2% xNy = yNno (commutativity)
Vz,y € 2% zUy = yUzx
Vo,y,2€2™: xn(ynz) = (zNy)Nz (associativity)
Va,y,z€2%: zU(yUz) = (zUy)Uz
Vao,y,z€2": zn(yuz) = (zNy)U(znz) (distributivity)
Vo,y,z€2%: zU(ynz) = (zUy)N(zUz2)
Vo € 27 rNe = z (idempotency)
Vo € 27 . rUx = x
Ve,ye2": zn(zUy) = =z (absortion)
Vz,y € 2% zU(zNy) = =z
Vo e 2 . xNT = ( (complementation)
Vo e 2™ xrUT = Hq

Additionally, H, and () serve as neutral elements for the intersection resp. union
operations: Vz € 2" : 2 N Hg = x resp. Vo € 2" : z U ) = .

Hence, HSA is a boolean algebra and the name Header Space Algebra is justified.

2.2.1.5. Transfer Functions

With HSA, networks are modeled in terms of packet transfer functions that (op-
tionally) transform and forward packets in the so called Network Space N'. The
Network Space consists of the Header Space # and the set of network ports P which
represent the interfaces of network devices. Formally, the Network Space is defined
as N := H x P where P := {1,..., P} is a set of unique port identifiers. Transfer
functions take some point in the Network Space as input and yield, in turn, some
regions of the Network Space. Intuitively, a switch forwards sets of packets arriving
at some ingress port over various egress ports depending on the packets’ headers. In
combination, the network functions represent packet processing and their repeated
application simulates the network’s behaviour.

2.2 Network Verification with Header Space Analysis
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For this purpose, the author’s define three kinds of transfer functions: the switch
transfer functions 7' : V' — 2 which models packet processing by network devices,
the network transfer function ¥ : A" — 2V that maps ports to devices and applies the
respective switch transfer function, and the topology transfer function I : N — 2V
which connects ports and, hence, forwards packets on links.

For more details on the transfer functions and the verification with HSA, see Ap-
pendix A.2.1 resp. Appendix A.2.2.

Optimized HSA with NetPlumber

The tool NetPlumber by Kazemian et altera (2013) implements a highly optimized
version of HSA. It offers simple yet effective modeling primitives and optimizations
that enable fast (re-)verifications of network properties like reachability and loop
detection. NetPlumber offers an incremental mode, i.e., after an initial verification,
changes to the network can be modeled and reverified in short-circuit loops.

Cisco Juniper OpenFlow NetPlumber Agent ot Teand: N
Parser Parser Dump Parser (Live OF Message Feed) Data Feeding Layer
NetPlumber

LY v

POhC): C_he(‘kmg NetPlumber Management Layer Data Feeding Layer
Algorithms 5 Ly

Probe Node Modeling Lay
Transfer Functions Rule Node Source Node odeling Layer
FlowExp

Header Space Object

Foundation Layer

Wildcard Expression (L-bit 0/1/x expression)

Fig. 2.3.: Block diagram of NetPlumber’s architecture and its reuse of HSA components
from the Hassel library (from [79]).

NetPlumber’s implementation reuses components that have been realized for HSA
in the Hassel library. Figure 2.3 gives an overview of NetPlumber’s components and
Hassel. Primarily, NetPlumber replaces HSA's transfer functions with a composition
of modeling primitives that — in combination — enable a faster and more customiz-
able analysis. For further notice, we provide more details on the similarities and
differences between NetPlumber and HSA in Appendix A.2.3.

NetPlumber’s approach is based on three layers of logically interconnected graphs:
the Network Model, the Plumbing Graph, and the Flow Graph. The Network Model
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2

Table T,

Rule ry 1
in-ports: {ps}
match: 11xx
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Probe P,

Rule 735
in-ports: {ps}
match: 01x1
out-ports: {ps}

Rule 33
in-ports: {ps}
match: 1x00
out-ports: {pg}

Probe P,

Fig. 2.4.: Layered graphs in NetPlumber with a descending degree of abstraction from the
top to the bottom.

consists of Tables with attached Ports that are connected using unidirectional Links.

A table holds a set of Rules that implement packet matching and perform actions on

packet sets, i.e., rewriting and forwarding.

NetPlumber’s optimizations conduct local dependency analysises between rules in

order to construct the Plumbing Graph. This directed overlay graph stores rule

dependencies within the tables and shortcuts to related rules in adjacent tables, i.e.,

2.2 Network Verification with Header Space Analysis
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tables that are directly connected via links. These shortcuts are called Pipelines or
Pipes.

In order to verify network properties, NetPlumber calculates traffic propagation
originating at special nodes — the Source Nodes — that are attached to ports and emit
sets of packets. These propagations are called the Flow Graph and are calculated
along the Plumbing Graph’s pipeline structure. Throughout propagation, rule depen-
dencies within the tables are considered, i.e., packets that are handled by rules with
higher priorities are not propagated by rules with lower priorities. This way, the Flow
Graph precisely covers all packet flows through the network. Finally, Probe Nodes,
which are attached to ports, analyse incoming flows concerning their properties, e.g.,
where they originated from or if they traversed certain ports or tables.

Changes to the network model, e.g., adding or deleting a rule, or changing a link’s
status, are tried to be handled as local as possible in order to minimize reverification
efforts. E.g., changing a rule only requires the recalculation of the rule’s pipelines,
the repropagation of flows traversing the rule or rules with dependencies to the rule,
and reverification of these repropagated flows.

Figure 2.4 shows NetPlumber’s layered graphs for an example network with two
switches that have three ports and are connected with a cable. Further, the first
switch holds two forwarding rules whereas the second holds three. The network
model consists of two tables 77 and T, with three ports each, a source node Sy,
and a probe node P;. T} holds two rules while 75 has three rules. The source S; is
attached to the port p; of table T} and the ports p5 and pg of table T5 are connected
to the probe P;. Also, the ports p3 of T} and p, of T5 are connected bidirectionally.

The Plumbing Graph’s view is restricted to the source and probe as well as the rule
nodes. It adds pipelines from P; to r 1, 71,1 t0 723, r22 to Pi, and r3 3 to P;. The
pipelines have filter expressions that represent packet sets which were processed by
the originating rule and that are legit for processing by the target rule. There are no
further dependencies between rules within the tables in this example.

Finally, NetPlumber’s Flow Graph shows the propagation of traffic that was emitted
by S; through the network. The traffic flows along the pipelines and eventually
reaches P, where the incoming packets and their paths may be analyzed, e.g., if
they conform reachability policies. Loop detection is built-in the flow propagation
but did not occur in our example.

We will detail NetPlumber’s network modeling and the construction of the Plumbing
resp. Flow Graphs throughout the remainder of this section.
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2.2.2.1. Modeling Primitives

NetPlumber offers several primitives to model networks that can be added or re-
moved at runtime. Each modeling action triggers an update of the Network Model,
the Plumbing Graph, and the Flow Graph. E.g., adding a rule to a table triggers the
calculation of dependencies and pipes, and forces (re-)propagations of flows running
through the rule or dependent rules thereof. This may lead to a re-verification of
network properties by affected probes.

Tables, Ports, Links Tables are the central building blocks of the Network Model.
They hold rules (cf. the next paragraph) and ports are associated with them. Ports,
in turn, are interconnected via unidirectional links. Together, tables, ports, and links
form the network’s topology. In NetPlumber, tables are referenced using a globally
unique index.

As depicted in Figure 2.4, in our example Network Model, there are two tables Ty
and Tz which hold three rules and have three ports each. The ports p3 and p,4 are
connected in both directions while S; is connected to p; and ps as well as pg are
connected to P;.

Rules NetPlumber’s rules consist of a matching part, an optional rewriting part,
and a forwarding part:

r = (in_ports, match, mask, rewrite, out_ports)

matching rewriting forwarding

The in_ports and out_ports are sets of ingress resp. egress ports which must belong
to the table hosting the rule. Intuitively, the ingress ports match ports that the rule
applies to whereas the egress ports are ports that forward matched and optionally
rewritten packets. If a rule has an empty set of input ports, it processes packets from
all of the table’s ports while an empty set of output ports lets NetPlumber drop the
processed packets. The match is a wildcard expression that defines which packets
this rule should be applied for. The mask and rewrite are wildcard expressions,
too. The mask marks bits that should be rewritten and the rewrite specifies these
bits new values. E.g., given an incoming set of packets 10xx, a mask 0110, and
a rewriting expression 1111, then, the resulting set of packets would be 111x.
Rewriting is optional due to the fact that by default, NetPlumber rules are initialized
with an all-zero mask which needs to be overwritten in order to model rewriting

2.2 Network Verification with Header Space Analysis
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actions. In our example shown Figure 2.4, we have just pure forwarding but no

rewriting rules.

A rule’s priority within a table is given by its position indicated by an index. Specifi-
cantly, a lower index encodes a higher priority. Throughout this work, we denote a
rule at position i as

r; = (in_ports;, match;, mask;, rewrite;, out_ports;)

If necessary, we also include a table’s index ¢: r;;. Formally, a rule is defined as
N x 2V x H x H x H x 2 (resp. N x N x 2 x H x H x H x 2N with tables).

Sources and Probes Source nodes emit arbitrary sets of packets which are imple-
mented as header space objects. They are attached to one or more ports with links
that always point away from the source node. Once attached, NetPlumber starts to
calculate traffic propagation immediately. Probe nodes, on the other hand, absorb
incoming flows and can perform analysis over the packet sets and the flow’s paths,
e.g., if they originate from certain sources or traversed some waypoints. One or
more ports can be linked to a probe node and NetPlumber propagates existing flows
running over these ports and starts analysis immediately.

In our example, we have one source node S; which emits all possible packets, i.e.,
xxxx. After propagating this flow along the model’s pipelines and thereby precising
the packet set, 1000 arrives at the probe node P, and may be further analyzed.

2.2.2.2. The Plumbing Graph

The Plumbing Graph offers shortcuts for efficient flow propagation calculations. It is
computed statically, i.e., without considerations of actual packet flows as induced by
source nodes, and connects rule nodes in two ways: intra-table dependencies and
inter-table dependencies.

Intra-table dependencies occur within a table. I.e, if there are packets that are
handled by rules with higher priorities. Formally, a rule

r; = (in_ports;, match;, mask;, rewrite;, out_ports;)
with priority 7 has an intra-table dependency to another rule

rj = (in_portsj, matchj, mask;, rewrite;, out_ports;)
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with a higher priority j if their matching parts overlap, i.e., if
i > j,in_ports; Nin_ports; # 0, match; N match; # (.

Note that a smaller index denotes a higher priority in NetPlumber.

Inter-table dependencies occur between adjacent tables that are connected via links.
Le., arule

Tai = (in_portse i, matchg i, maske i, rewriteq ;, out_portsg ;)
from table a with index ¢ has an inter-table dependeny with a rule
ruley ; = (in_portsbJ, matchy, j, masky ;, rewritey, ;, out_portsy, ;)

from another table b with index j if the packets that have been processed by rule r, ;
are forwarded to the table with rule 7, ; and are matchable by rule b. Formally,

A(p1,p2) € L: p1 € out_portsg,
D2 € in_portsy j,
rw(matchq;, mask, i, rewriteq ;) N matchy ; # 0

where L C N x N is the set of all links and rw : H x H x H — H is the rewriting
function that masks header bits in wildcard expression and overwrites those with
corresponding bits specified in another wildcard expression. For example, a router
that performs DNAT rewrites the destination IP address of incoming packets from a
public IP address to some private IP address.

To construct the Plumbing Graph, the intra-table dependencies and inter-table
dependencies are calculated for every rule. The dependencies are stored as two
kinds of edges between the nodes and the common packet sets are associated with
these edges. In NetPlumber’s terminology, the inter-table dependencies are called
pipeline and the associated packet set is a filter. The intra-table dependencies are
simply called dependencies and their associated packet set is referred to as common
headers. Formally:

EPG’ = {(7'1, T, h)}

where r; is the origin in case of a pipeline resp. the dependent rule in case of a
dependency, r; is the target resp. effecting rule, and h is the filter resp. common
headers.

Since NetPlumber implements rule matches, masks, and rewrites as wildcard expres-
sions, the search for dependencies benefits from the highly optimized intersection

2.2 Network Verification with Header Space Analysis
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and rewrite operations thereof. Nevertheless, the complexity to find intra-table
dependencies is quadratic per table while the inter-table dependency analysis is
cubic!®. In practice, these extensive searches need to be performed once throughout
the initialization phase and updates require more localized efforts, e.g., adding a
rule requires just one intra-table search and one inter-table analysis per adjacent
table that is connected by at least one link originating from a port that the rule
forwards processed packets to.

In addition to the pipelines between rules, in the Plumbing Graph, also source and
probe nodes are connected to adjacent rules via pipelines. The analysis is performed
similarly to the inter-table dependency analysis. Intuitively, source resp. probe nodes
are treated as single rules in a virtual table with one outgoing resp. incoming port
that is connected to the ports of regular tables. Both node types are handled as if
they match all packets and do not perform any packet rewriting.

Concerning our example, there are no intra-table dependencies. E.g., the rules ry ;
and 7, 3 do not overlap despite matching some common packet 1100 since their
in-ports are distinct.

Table 2.1 gives an overview of the pipeline calculations and comments on the results.
Ultimatively, the Plumbing Graphs edges are

EPG = {(Sl, T‘171, :|.0XX)7 (Tl,la 7"273, 1000), (7"2,2, Pl, Ole), (7"2,3, Pl, 1X00)}.

2.2.2.3. The Flow Graph

The Flow Graph represents traffic flows originating at the source nodes. It is
conceptualized as an overlay graph of the Plumbing Graph, i.e., all nodes and edges
of the Flow Graph map onto respective nodes and edges in the Plumbing Graph.
Instead of pipeline filters the Flow Graph’s edges are annotated with sets of packets
traversing the network.

The Flow Graph is constructed by recursively applying the propagation algorithm
along the Plumbing Graph in a per-flow depth-first manner starting at the source
nodes. This search is perfomed until either 1) a probe node is reached, 2) a loop is

YFor the intra-table analysis all rules are compared pairwise, i.e., there are ""(’;1) comparisons
(where r is the amount of rules). Since a single comparison is considered to run in O(1) due to the
fixed amount of header bits, the complexity is quadratic.

Further, for the inter-table analysis, comparing two tables is quadratic as well since their rules are
compared pairwise, too. Nevertheless, a table may be neighboring multiple tables and, hence, the
resulting complexity is cubic since the table needs to be compared to each neighbor.
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a\b

71,1

71,2

72,1

72,2

72,3

P

Comments

Si

10xx

0

Only table 77 is adjacent to S
since it is connected to p;. 71
matches p; whereas r 5 does not.

=

0

1000

There is a pipeline from 71 1 to r 3
since 71, forwards packets over
the link (ps, p4) which are also pro-
cessed by ry 3, i.e., h = 1000.

r1,2 forwards packets over ps
which is not connected to 7.

9,1 does not have a pipeline with
P, since p4 is not connected to
P. Also, r1 1 does not match pack-
ets transfered by 7, ; over the link
(p4,p3), i€, 11xxN10xx = 1zxx =

0.

722

01x1

r2,2 has a pipeline to P; since it
forwards packets via ps; which is
connected to Pj.

r2,3

1x00

ro,3 has a pipeline to P, since it
forwards packets via pg which is
connected to p;.

Tab. 2.1.: Results of the pipeline calculations (from a to b).
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detected, or 3) there is no suitable pipeline for further propagation. In NetPlumber,
flows are implemented using header space objects. The algorithm is the following:

propagate(f, hist,r;):
Parameters:

f — the flow to be propagated encoded as header space object
hist — the set of previously visited tables
ri+ — the current rule ¢ in table ¢

1. If ;4 is a probe node,

stop propagation and start analysis as specified for the probe node,
e.g., if the flow started from a certain source.

2. If the current table has been visited before, i.e., t € hist,
stop propagation and report the detected loop.

3. Remove packets handled by rules in the same table with higher priorities,
ie.,

f/ = f - U(rtﬁi,rt’j,common)EEpG{f M common ‘ J< 7’}
4. Rewrite the flow, i.e.,
[ = rw(f', mask;, rewrite; ;).

5. Repeat propagation for all outgoing pipelines, i.e., (r¢;, 7 ;, filter) € Epg
(with ¢ # t'),

If there are packets that are processable by the next rule, i.e., [ :=
1" n filter and " # 0:

remember the current table and process these packets at the next

rule, i.e., propagate(f"”, hist U {t},ry ;).

Concerning our example, the algorithm starts at S; with an empty history and
f = xxxx. Since there is just one pipeline and since source nodes do not rewrite
traffic, the flow is propagated to r; ; but just the portion that can be handled by the
rule, i.e., f” = 10xx. So, at r;; the flow f = 10xx with the history hist = {5} is
processed.

Since 1 ; is not a probe node and there is no loop, the algorithm, first, removes all
packets handled by rules with higher priorities. There is no such rule and hence,
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second, the algorithm continues by applying masking and rewriting which is not the
case either for rule ry ;. I.e., the processed flow is f” = f’ = f. Third, the algorithm
propagates the processed flow over all outgoing pipelines which is just the one to rule
2,3, 1.€., (r1,1,723,1000). After applying the pipeline filter, i.e., 10xx N 1000 = 1000
which is not empty, the history is updated, i.e., hist = {P,} U{T1} = {P1,T1}, and
the filtered flow is propagated to be processed by 75 3.

Again, 7y 3 is not a probe node and there is no loop. So, the algorithm removes
packets handled by rules with higher priorities. This time, there are two rules with
higher priorities but there are no dependencies with 7 3 since 75 ; matches packets
arriving at another port and r, » matches a distinct set of packets, i.e., 01x1. So, the
algorithm continues by rewriting the flow if that was specified. This is not the case
for r9 3. Le., the processed flow is f” = f’ = f. Now, the flow should be propagated
over all outgoing pipelines which is just the one that heads to P; and has 1x00 as
filter. After applying the pipeline filter, i.e., 1000 N 1x00 = 1000, and updating the
history, i.e., hist = {S1,T1} U{T2} = {S1,T1,T>}, the flow arrives at P;.

Since P is a probe node, propagation stops and the analysis that has been specified
for P; (see next section for details) is performed immediately.

Network Verification with NetPlumber

NetPlumber analyzes incoming flows, i.e., packet sets and their paths through the
network, when they arrive at probe nodes. A flow is denoted as f and consists
of a packet set and a path, notated as f.h resp. f.p. The particular analysis can
be specified using the FlowExp language which resembles regular expressions over
packet sets and paths. A FlowExp expression consists of three parts: a quantor, an
optional filter expression, and a test expression:

Quantor (V or J) Determines whether all (V) or at least one (3) incoming and
(optionally) filtered flows need to satisfy the test expression in order to satisfy
the overall analysis.

Filter expression Determines whether an incoming flow’s packet set and path

satisfy some specified criteria and is further analysed with the test expression.

Test expression Determines whether an incoming flow’s packet set and path, that
has not been filtered by the filter expression, satisfy some specified criteria.

2.2 Network Verification with Header Space Analysis
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Formally (~ denotes the satisfyability operator):

Ve {f | f~ filter}: f ~ test

resp.

Af € {f | f ~ filter} : f' ~ test.

Both, filter and test are defined in terms of conditions over packet sets or paths. A
condition can be:

T|L A constant true or false.
—condition A negated condition.
condition \V condition The disjunction of two conditions.
condition A condition The conjunction of two conditions.
path A regular expression over the incoming flow’s path.
header A check if the incoming packet set is a subset of a packet set
h,i.e, f.h C h,'! where h can be denoted as a header space
object or a wildcard expression.

A path is a list of pathlets which can be!?:

p € P A port specifier where P C P is a set of ports.
t € T" A table specifier where T is a set of tables (must be a subset of the Network
Model’s tables).
A skip operator that skips the previous hop.
. A Kleene skip operator that skips zero or more previous hops.
$ The end of the path (i.e., the beginning of the flow’s path at some source
node).
~ The start of the path (i.e., the end of the flow’s path at the probe node).

Given the probe node P; in our example shall perform a reachability analysis that
checks if all incoming flows come from allowed hosts. In our case, we define S; as
the only allowed host. The expression looks as follows:

VIe{flf~Th:f ~""te{S}$

Since we have only one flow with f.flow = 1000 and f.path = S1 = ri1 — 123 —
Py arriving at P, and this flow’s path satisfies the expression, i.e., it originates at
S1, the overall expression also holds and the analysis in P; succeeds. NetPlumber

UThe original paper also specifies header checks for equality; i.e., f.h = h, and true subsets, i.e.,
f.h C h, but NetPlumber does not implement these. Instead, one could specify them with FlowExp
using fh=h:& f.h ChAhC fhresp. f.h Ch:& f.h ChA-(f.h=h)asaworkaround.

12Note that paths are specified backwards, i.e., from the probe node back to the source node.
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yields a log message signaling the result. Whenever a new flow arrives, the analysis
is triggered and if the overall result changes, a log message stating the probe’s state
change is emitted. For instance, if we had a second source node S, that emits xxxx
and is connected to the port p, of table T3, the flow would be forwarded by rule
9,2 to Py via port ps, i.e., f.h = 01x0 and f.p = Sz — ro2 — P;. Pi’s check would
fail because this second flow does not originate from S; and, hence, the universal
quantifier would not be satisfied anymore.

Discussion: Shortcomings of HSA and NetPlumber

HSA and NetPlumber fall short in five ways: 1) their technical approach on policy
definition, 2) their inability to detect clear misconfigurations like firewall anomalies,
3) their inability to model stateful devices, 4) their unnatural data model, and 5)
the static amount of header bits:

1) The term policy is defined in a very technical way in HSA as well as in Net-
Plumber. The HSA paper [78] does not use the term at all but offers the
reachability between network ports and loops as checkable invariants. The
NetPlumber paper [79] refers to FlowExp as NetPlumber’s policy language.
Concerning the verification of network security compliance neither offering
is sufficient. HSA and NetPlumber need significant manual effort by security
officials and administrators to formulate compliance requirements since these
are stated on the organizational level whereas only technical means are of-
fered by the tools. Hence, their technical scope limits their practical usability
significantly.

2) Neither HSA nor NetPlumber offer capabilities to analyze configurations for
clear misconfigurations like firewall anomalies.

3) HSA and NetPlumber focus on modeling stateless devices like switches or
routers. They do not offer nor implement means to model and verify stateful
devices like firewalls. This excludes a large portion of real-world networks and
significantly limits their applicability for security compliance verification.

4) Header space objects in general and wildcard expressions in particular, are
hard to handle in terms of specification and readability — even for experts of the
network domain. The mapping of header bits onto positions in the wildcard
expression and the encoding of header values needs to be performed outside
of NetPlumber which is prone to error. Additionally, reading and interpreting

2.2 Network Verification with Header Space Analysis
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the results can be challenging since there is no built-in translation back into a
readable format, e.g., IP prefixes or VLAN tags.

5) In HSA and NetPlumber, the wildcard expressions have a fixed size of [ that is
configured before runtime. This results in a limited flexibility when modeling
dynamic protocols like IPv6 with extension header chains (cf. to the next
Section 2.3 for details).

In this work, we overcome these shortcomings by introducing the user-friendly
notion of Domain-oriented HSA (DHSA) in Chapter 5. Using DHSA, we are able to
check organizational level policies specified with FPL (see Chapters 4 and 7) as well
as firewall anomalies (cf. Chapter 8). Also, in Chapter 7, we introduce a technique
called state shell interweaving to model stateful devices using DHSA. Finally, in
Chapter 5, we implemented a mechanism for expanding wildcard expressions and
header space objects at runtime.

IPv6 Specifics concerning Verification

A common challenge for verification techniques lays in dealing with exponentially
large search spaces. Concerning network verification the search space’s size is
determined by the amount of header bits, i.e., the size of the Header Space. IPv4
packets contribute with 144 bits to the search space!3. For IPv6, the base header
alone consists of 320 bits [33, pp. 6f] and there can be an arbitrary amount of
IPv6 extension headers resulting in an arbitrary amount of additional header bits.
Thus, simple enumeration is infeasible — neither for IPv4 nor for IPv6. Furthermore,
verifying IPv6 needs additional care due to its extension header chains.

IPv6 Extension Header Chains

IPv6 Base Destination Routing

Header Options Header Header
60 43 6

TCP Header

Fig. 2.5.: Example for an IPv6 extension header chain.

3The theoretical maximum size of an IPv4 header is 480 bits if IPv4 options are used. The IHL
which is 4 bit wide indicates the IPv4 header’s size and counts the amount of 32 bit words:
(2* —1)-32 =15-32 = 480.
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The IPv6 standard [33] distincts between the static IPv6 base header and a collection
of extension headers that can be used dynamically in a single packet using a chaining
mechanism. Figure 2.5 shows an example of a header chain. Each IPv6 comprises a
next header field which bears the IANA protocol number of the next header in the
chain. The chain ends with the upper layer protocol, e.g., 6 for TCP, 17 for UDP,
or 58 for ICMP [9], or the special no next header number, i.e., 59 [33, p. 24], if
the packet is purely IPv6. In the example, following the IPv6 base header, there is
a destination options header which specifies options intended to be processed by
the packet’s destination and, then, a routing header which comprises hops to be
traversed by the packet. Finally, the TCP payload is referenced.

Practical Approximation of the Search Space for Extension
Header Chains

IPv6 Base Header Hop-by-Hop Options Header Destination Options Header

o] (0] (5]
Routing Header Fragment Header Authentication Header
[44] [51] 50
Encapsulation Security Payload Destination Options Header Upper Layer Header
Header [60 | |T

Fig. 2.6.: Maximum appearances and order of IPv6 extension headers as recommended by
RFC 8200 [33, p. 10].

As seen in the previous Section 2.2, modeling the Header Space in tools like Net-
Plumber relies on an a-priori knowledge of the amount of header bits to encode the
Header Space. We have shown that regarding IPv6 this is theoretically infeasible
due to the dynamic nature of IPv6 extension header chains. Instead, we provide
an approximation of a reasonable worst-case that covers most if not all cases of

practical relevance.

First of all, the IPv6 standard does not forbid extension header chains of arbitrary
length. A chain may be splitted and distributed over multiple packet fragments
using IPv6 fragmentation headers and, hence, there is no formal upper limit for the

amount of header bits.

Though, the standard offers recommendations which makes it unlikely that some
real-world implementation would forward such a packet. First, it is recommended to
use each header at most once [33, p. 10]. An exception is given by the Destination

2.3 [Pv6 Specifics concerning Verification
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Options header which may occur twice — before and after the Routing Header. In
addition, the standard recommends an order in which the headers may occur. The
resulting largest extension header chain is depicted in Figure 2.6. Assuming that the
packet comprises the largest possible amount of options with maximum size each,
its IPv6 part would consist of:

40 4 256 + 256 + 256 + 8 4 24 + 273 + 256 bytes = 1, 369 bytes = 10, 952 bits.

Note that in practice, some devices’ implementations or default configurations do
not follow the standard’s requirements for various reasons [52], e.g., hardware
accelerators for packet classification may have a limited parsing and lookup capacity
concerning the headers’ size and may drop longer packets. Since these limitations are
highly specific to the implementations and contrary to the standard’s requirements,
we did not put these into further consideration.

To conclude, even though the standard practically limits the amount of header bits, it
is still huge and far beyond enumerability. We provide a technique to enable formal
verifiability of dynamic IPv6 extension header chains in Section 6.3.

Summary

In this chapter, we laid the foundations to understand the remainder of this thesis.
First, we gave an overview about the main terms in ISM, i.e., security policy, security
specification, and security configuration, and their relations.

Then, we detailed Header Space Analysis (HSA) and its highly optimized implemen-
tation in NetPlumber which offers better performance and a higher expressiveness,
e.g., reachability analysis including waypoints. So, HSA can form the basis for our
Domain-oriented HSA (DHSA) and our improvements to NetPlumber, both of which,
we will introduce in Chapter 5. For instance, our improvements enable optional
optimizations of the memory footprint of header space objects and the extension
of the Header Space at runtime. We also discussed several shortcomings of HSA
and NetPlumber. IL.e., 1) their technical policy definitions which is hardly usable
for security officials and network administrators, 2) their inability to detect clear
misconfigurations like firewall anomalies, 3) their limitation to stateless device
models, 4) their unnatural data model that limits their usefulness even for domain
experts, and 5) the fixed amount of header bits that limits applicability for dynamic
protocols like IPv6.
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Finally, we explained the specifics that make the verification of IPv6 networks a
challenging venture. Particularly, the dynamic nature of IPv6 extension header
chains needs special attention.

2.4 Summary
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Related Work

In this chapter, we present and discuss the state of the art concerning the research
area of Network Verification. We provide a comparative analysis, discuss the most
important approaches in detail, and identify open questions. For the related work
concerning high-level policies and firewall anomalies, refer to Section 4.2 resp.
Section 8.2.

There have been numerous approaches to apply formal methods in the fields of
networks and network security. On the one hand, tools for firewall verification
(Section 3.1) put an emphasis on models for this feature rich device class which
is central for network security. On the other hand, tools for data plane analysis
(Section 3.2) and control plane analysis focus on models for whole networks and
typically they offer far greater performance results than firewall verification tools.
In the following, after describing our applied methodology, we give an overview of
these verification approaches, highlight notable tools, and compare them to our own
verification framework FaVe (cf. Chapter 6). Finally, since IPv6 is a rarely researched
issue in this context, we provide an additional discussion in Section 3.3.

In Table 3.1 we give an overview of related tools that provide capabilities to support
security analysis. The table is structured by the categories of accessible compliance,
policies, sanity, modeling features, and other notable traits which are explained in
the following:

Accessible Compliance This trait indicates whether the tool provides abstractions
to describe security policies and compliance reporting suitable for non-academically
skilled staff, e.g., through a reachability matrix — a type of visualization also used by
commercial providers like Cisco [21].

Policies The policies section highlights invariants that are necessary for compliance
verification.

Network Reachability: The ability to determine the reachabilities between
networked systems is a key feature in order to check for the eligibility of
communication and, consequently, it enables compliance verfication.
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_8 VeriFlow [81] v/ VAR v/ v/ E |/
g Libra [155] v v v v v [ E
% SecGuru [14] W || v v v v T
2 | NoD [90] v S v/ v/ T |V
¢ | SymNet [138] v | (V) a2 2R ani T |V
g AP-Verifier [147] | vV v v/ Alv
@ | VMN [113] | v V2R T
‘Q“ Delta-net [60] v v v v A
APKeep [156] v SV v v A
RCDC [72] W) || v v v v T
NetSMC [154] WD)V V2R v ?
Yousefi et al. [151] v VA B
I AL A FAREES FA R FAFATARARA LT

Tab. 3.1.: Overview of different formal network verification tools. The abbreviations in the
column Verification Engine mean: A = Atoms, B = BDD, E = Equivalence Classes,
F = Finite Automaton, H = HSA, S = SAT, T = Theorem Prover.

Slice Isolation: Networks can be logically divided resp. virtualized. Some tools
provide special support for modeling and checking of the proper isolation of
these network slices.

Waypoints: Some tools offer capabilities in order to check if traffic flows over
certain point in the network, e.g., firewalls or IDSes.

Sanity This section describes a class of sanity invariants that are useful for security
reasoning — independendly from specific network security policies.
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Loop Detection: Packets that loop within a network consume extensive re-
sources — particularly, if these packets are not dropped and loop forever, e.g.,
due to missing TTL decrementation in SDN-based layer-2 networks. This can
be a serious security issue if an attacker is able to craft such packets and can
saturate the network’s ressources causing a Denial-of-Service.

Black Holes: Misconfigured network devices may cause certain packets to
be dropped silently which may cause an outage of parts of the network and
which is hard to debug. Some tools provide analysis to identify this unwanted
behaviour.

Modeling Features Fourth, the features section clusters a set of modeling capabili-
ties necessary for advanced security verification:

Stateless Packet Filtering: The tool is able to properly process the configuration
of a stateless packet filter.

Stateful Packet Filtering: The tool is able to properly handle packet filters
including stateful behaviour.

Multiple Devices: The tool can model networks with more than one device.

IPv6 Support: The tool can adequately model and process IPv6 configurations.
We mark limited IPv6 support with round brackets, e.g., if the tool only
supports IPv6 addresses or if it loses verification precision when modeling
dynamic behaviour, e.g., extension header chaining.

Shown Scalability:! We define a tool as shown scalable if the authors evaluated
reachability for workloads exceeding certain sizes while keeping a certain
timebox. Particularly, we define this timebox to be a "coffee break” of ten
minutes. For the verification of a single firewall, we define the mimimum
workload to be a rule set of at least 1,000 firewall rules and we require 10,000
networking rules for whole networks, e.g., forwarding and filtering rules.

't is quite challenging to conduct a fair performance comparison of publications ranging over two
decades and different areas of research. The challenges occur due to hardware evolution, different
workloads, and use case imposed requirements. Further, the size and complexity of common
network configuration evolves and, hence, there is no commonly agreed definition for the term
scalability.

Therefore, we chose our definition in order to support our use case of continuous network security
compliance by, first, requiring runtimes that enable administrators to integrate the tool into daytime
workflows instead of nightly runs. Second, we require configuration sizes of magnitudes that may
occur in medium sized organizations, e.g., universities. By stating these two requirements, a tool’s
evaluation indicates scalability for compliance verification.
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Other Finally, we highlight the tools’ underlying verification engine and the public
availability of an implementation.

In the following, we present the different approaches and tools in detail and, also, we
discuss their similarities and differences with FaVe. First, we elaborate the Firewall
Verification Tools and, second, we discuss the Data Plane Verification Tools.

Firewall Verification Tools

Tools to analyze firewalls follow a long tradition and leverage Finite Automata [133],
Binary Decision Diagrams (BDD) [153], Firewall Decision Diagrams (FDD) [89],
Boolean Satisfiability (SAT) [73, 941, Theorem Prover [37], Constraint Solving (CSP)
[149], or Satifiability Modulo Theories (SMT) [15, 150] as verification techniques
to discover anomalies and insecurities in packet filter rule sets and networks. Also,
support for IPv6 addresses [148] and extension header chains [94] was shown.
Later, analysis of mutable datapaths for stateful firewalls and other middleboxes has
been presented featuring Virtual State Tags [37], State Oracles combined with SMT
solving [113], and Symbolic Model Checking [154]. Next, we highlight approaches
that support the analysis of stateful packet filters, i.e., fffuué and FWS, and discuss
the remaining approaches subsequently.

fffuué Diekmann et altera [37] have presented an approach to verify stateful
[PTables rule sets where their tool fffuu itself is fully proven by the theorem prover
Isabelle/HOL. First, the tool safely transforms firewall rule sets into a more simple
normal form and, then, calculates service matrices which partition the address
space concerning a pair of fixed source and destination ports. In contrast, FaVe
covers all possible port combinations in a single run. While being more general,
FaVe offers a much better performance than fffuu (cf. Section 7.2.3). Additionally,
the IPv6 version fffuu6 does not support extension header chains. Instead, the
tool handles unknown fields by an approximation strategy leading to imprecise
reachability analyses.

FWS The FireWall Synthesizer (FWS, [15]) is a tool to safely transcompile firewall
rule sets from one firewall configuration language, e.g., iptables, to another, e.g.,
ipfw or pf. Given a firewall rule set, it is, first, decompiled into an intermediate
firewall configuration language (called IFCL) which can be formally analyzed or
translated into another firewall configuration language. The publicly available,
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Z3-based tool offers reachability analysis for single firewalls and analyzes the TUM
workload (cf. Section 7.2) in ten minutes.

In comparison, FaVe is not limited to single firewalls but supports a variety of
network devices and topologies. Also, it has extensive support for dynamic protocols
like IPv6. In addition, FaVe shows great scalability. For instance, it analyzes the TUM
workload in about less than three seconds (cf. Section 7.2.3).

Yin et altera This work [150] introduces a formal tool that enables conformance
verification of stateless firewall rule sets with high-level reachability policies. The
authors let security officials and network adminstrators specify a set of tables where
technical attributes, e.g., IPv6 prefixes or protocol and port, are given names that
are then used in policy rules. A policy rule has the form:

s; « if S; in R;; from R;o then A;

where:
e s; is the rule’s index in the rule set,
* S, is a service name, i.e., protocol and port,
* R;1, R;y are region names, i.e., IPv6 prefixes, and
* A, is an action, i.e., permit or deny.

In the paper, a security policy (SP) is a list of policy rules. A firewall policy (FP) has
been defined in previous work [149] as a list of network quintuple rules. The tool
has been evaluated using custom and synthetic workloads of up to 5,000 policy
rules and up to 5,000 firewall rules generated using Classbench-ng [100]. Their
evaluation shows run times of up to 2.36 seconds which indicates scalability.

In comparison, FaVe is able to check a wide variety of networks and network devices
including stateful firewalls. Furthermore, it remains unclear how the SP rules
have been created, e.g., derived from the FP or hand-crafted. Therefore, it is not
possible to determine whether a) the SP/FP combination represents some trivial
and easily solvable case, e.g., if the SP rules are a direct derivative of the FP rules
where the technical attributes are pseudonymized to form SP rules, or b) if the SPs
actually resemble real-world policies. This argument also holds for FPs generated
by Classbench-ng. In contrast, in Section 7.2, we show FaVe’s scalability using
well defined synthetic as well as real-world workloads. Furthermore, we compared
FaVe’s firewall anomaly detection performance against a similar approach by Yin
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et al. [148] in Section 8.5.1 and clearly outperformed their approach. We do not
expect a significantly better performance of their compliance verification work due
to the underlying technology, i.e., the Z3 theorem prover.

Note that this work has been published in parallel to ours on a similar topic, i.e.,
[96], and they do not ship an open source implementation. Therefore, we do not
provide a comparatative study against their approach.

Other Approaches

Further approaches lack the ability to analyze stateful packet filters, lack IPv6
support [133, 153, 73, 149], or offer limited scalability [133, 153, 149]. For details
on our previous approach ad6 [94] see Section 1.4.

Data Plane Verification Tools

These tools analyze snapshots of the data plane leveraging smart, very fast, and
domain specialized data structures and algorithms. The approaches optimize ver-
ification in terms of several dimensions like packet equivalence, locality, header
space limitations, network structure, expressiveness concerning state, or the ability
for incremental updates. Some approaches scale to hundreds of millions of (very
limited) network rules while others offer more balanced but still highly performant
tradeoffs. In the following, we discuss the approaches with support for stateful
packet filters and identify open questions.

SymNet A differing approach to verify network data planes is offered by Sym-
Net [138, 39] which is based on symbolic execution. The models of packet process-
ing devices are expressed with the imperative Symbolic Execution Friendly Language
(SEFL) [138] and the author’s network verification tool SymNet is shipped along
with a variety of prebuild models for different network devices — including a stateful
firewall.

In SymNet, network devices comprise ingress and egress ports that are connected
unidirectionally in accordance with the network topology. Each ingress port is
associated with a SEFL program that implements the device’s packet processing
and eventually drops or forwards packets via the egress ports. Forwarding and
filtering rules are modeled as small sub programs that are included into the device’s
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program based on the device’s configuration. In order to verify invariants, SymNet
injects symbolic packets at ingress ports that are specified by the user, executes
the symbolic programs, and propagates the packets through the network until a fix
point is reached. SymNet’s implementation is based on Z3 and it transforms SEFL
programs, the devices models, the network topology, and the invariant to be verified
into a Z3 instance that is solved for satisfiability.

SymNet checks pairwise reachability in the Stanford workload in about eight minutes
while FaVe needs about two seconds for the same benchmark (cf. Section 7.2.2).
Also, in comparison to FaVe, the tool does not scale well for large firewall rule sets
as shown in the evaluation in Section 7.2.3.

Later, in [39], the authors introduce a technique that enables the verification of
the equivalence of a network model with an abstract policy model. Nevertheless,
the concrete features of this policy model are not elaborated and, hence, its stance
against FPL and FaVe remains unclear.

VMN This tool (VMN [113]) aims at the verification of networks that contain
complex middleboxes like stateful firewalls or intrusion prevention systems. The
main idea is to introduce oracles to cope with complex functionality that would
overcomplicate the models and analysis, e.g., stateful connections, related packet
flows, etc. In this paper, an oracle is a variable that represents the outcome of
some functionality. For instance, in a model of an Intrusion Prevention System
(IPS), a boolean variable may represent the check if a packet is deemed malicious.
Depending on the variable’s value, the IPS model behaves differently, e.g., it drops
or passes the packet. Throughout analysis, the verification engine only needs to vary
the oracles’ values instead of a likely much more complicated set of interdependent
variables that model the actual functionality. Further, VMN tries to slice the network
model into representative sub networks in order to verify invariants surrogatively
on smaller workloads. This facilitates scalability for large networks. Their Z3 based
prototype is evaluated using synthetic workloads and yields runtimes in the range of
minutes for reachability analysis.

In contrast to FaVe, VMN strongly limits network and packet models, i.e., only the
classical network quintuple plus interfaces are considered. More complex header
spaces and dynamic protocols like IPv6 are not supported. Further, the synthetic
workloads do not permit inference for VMN’s behaviour in more realistic scenarios
which have been evaluated for FaVe (cf. Section 7.2). In general, VMN seems to offer
inferiour performance in comparison with other tools. Particularly, NetSMC, which
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we will discuss next, provided a comparative evaluation and showed a significantly
better performance.

NetSMC A notable approach to the verification of stateful network functions is
NetSMC [154]. The tool represents network device models as state machines which
are composed based on the network’s topology. The state machines are encoded
in terms of a symbolic representation for a custom model checker presented by
the authors. Due to the absense of a more detailed description in their publication
and the lack of an open source implementation, we could not determine whether
NetSMC leverages some well-known verification engine, e.g., SAT or BDDs, or
if they implemented some custom algorithms and data structures for low-level
verification.

For their evaluation, they use a model for the pfSense firewall that was learned with
their tool Alembic [103]. NetSMC supports an LTL (Linear Time Logic) dialect to
specify policies. While being powerful, LTL can hardly be considered suitable for
network administrators or security officials. For example, the following statement
should ensure that traffic that has been flagged to be suspicious by a first IDS is
redirected to a second IDS for deeper inspection:

Vz € Dept. G(src =z A susp[z] > 10 — G(src = = — f(loc = H)))

In detail, the statement says that after a host x from department Dept. has sent
more than 10 suspicious packets (counted in the first IDS’s internal state table susp),
all of its packets should pass through the location H which is the second IDS.

Nevertheless, the example demonstrates the challenges of a rather literal LTL syntax.
FPL, on the other hand, was designed to be understood by other people than
computer scientists (see Section 4.1.2).

While clearly outperforming VMN, NetSMC’s evaluation does not promise a perfor-
mance that matches FaVe’s. NetSMC analyzes a single stateful firewall with 800 rules
in about 4 minutes whereas FaVe verifies compliance of a whole network with 3,396
rules in about 36 seconds (UP workload, cf. Section 7.2.1) or checks for firewall
anomalies in a stateful firewall with 1,035 rules in 0.05 seconds (UP workload,
cf. Section 8.5.1). Additionally, NetSMC lacks support for IPv6.

Yousefi et al. This work [151] takes a different approach to network verification
and follows an idea with similarities to SymNet. The authors offer a top-down
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approach where high-level specifications of network functions are formally analyzed
and synthesized to actual network code, i.e., P4 [16].

In this work, a network function is specified in terms of a table of prioritized rules
that match packet classes and perform a series of actions on packets, e.g, dropping,
changing, or forwarding to another network function, and actions on the table, e.g.,
inserting, activating, deactivating, or removing rules. This collection of inter-related
network functions is modeled as a state-transition system and can be verified for
liveness properties, e.g., if a stateful firewall blocks uninitiated packet flows or if a
set of hosts is eventually reached.

In contrast, FaVe focuses on the verification of real-world configurations. In general,
FaVe supports both — green and brown field setups — whereas Yousefi et altera focus
on the former. Their approach shows similarities to our CONTROL phase where we
generate security configurations from FPL policies. Nevertheless, Yousefi et altera
propose the synthesis of P4 programs for whole networks. Hence, their approach
requires programmable network devices while we build on traditional network
infrastructure, e.g., IPTables based packet filter firewalls. This way, we do not need
to migrate existing infrastructure first.

Other Approaches

For the sake of brevity, we summarize the other dataplane verifications approaches
in the following and provide more detailed descriptions in Appendix A.3.

Model Checkers Three approaches using classical model checking techniques have
been explored — particularly with an emphasis on Software Defined Networks (SDN):
ConfigChecker [5], FlowChecker [4], and Flover [136] where FlowChecker is an
adaption of ConfigChecker to OpenFlow-SDN. In comparison, FPL and FaVe have a
clear advantage in terms of accessibility and expressiveness. The Computational Tree
Logics (CTL) [23] — which is used by ConfigChecker and FlowChecker — is hardly
usable by non-academically skilled staff. Flover, on the other hand, does not provide
any means for high-level policy specification at all. In addition and compared
to FaVe, these tools provide fast but still not as rapid verification in the range of
tens of seconds. FlowChecker is able to detect slicing violations and shadowing
whereas Flover checks for non-bypass properties which include inconsistencies in
the flow tables that forward unallowed traffic. Furthermore, they do not support to
model complex devices with arbitrary header fields, stateful firewalls, and dynamic
protocols like IPv6.
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VeriFlow and Libra The tool VeriFlow [81] pioneered the idea to decompose the
data plane into equivalence classes (EC) where any packet is handled by exactly one
EC. This way, invariants can be verified on smaller and independent data sets which
allows analysis to be conducted in parallel. Furthermore, configuration changes
typically only affect a limited amount of ECs and, hence, reverification is only
necessary for these ECs and invariants. VeriFlow shows a significant scalability for
routed networks with ACLs where the evaluated synthetic FIB (BGP Forwarding
Information Base) had five million entries. Libra [155] adopted the EC approach
and, by limiting the header space to IPv4 destination addresses, the tool was able to
analyze a workload of 316 switches with 150 million forwarding rules in about 93
seconds.

In comparison, FaVe offers a similar performance as VeriFlow but has been evaluated
for much more complex networks including dynamic protocols like IPv6. FaVe is
neither limited to routers with ACLs or L3-switches such as VeriFlow resp. Libra. In-
stead, FaVe offers a large variety of predefined and complex device models including
stateful firewalls. Our evaluation with realistic workloads (cf. Section 7.2) reveal
FaVe’s scalability and applicability for large networks without being limited to be
purely routed or datacenter-centric.

NoD, SecGuru, and RCDC Three works have been published by groups with close
affiliations to Microsoft research: NoD [90], SecGuru [14], and RCDC [72]. They put
an emphasis on the applicability to data center networks and explore approaches
in two dimensions: generality of applicability and performance. In summary, NoD
provides a more generic approach to network verification whereas SecGuru and
RCDC achieve scalability to data center workloads through specialization to the
network architecture. Network-optimized Datalog (NoD) adapts Datalog — historically
a Prolog dialect for database operations [47] — to the domain of network verification.
They extend Microsoft’s Z3 theorem prover and their prototype shows good perfor-
mance. SecGuru [14] takes a different approach by focusing on the verification of
Azure cloud data center networks and by taking their high degree of structure into
consideration. The main idea lies in the formulation of assumptions of a router’s
environment that allows a local and independent verification of the so-called cloud
contracts in parallel. The authors do not provide a structured performance evaluation
but state that the tool is used in Azure’s operations on a daily basis with up to 40
thousand runs per month. The Reality Checker for Data Centers (RCDC, [72]) stems
from SecGuru and overcomes some of the latter’s limitations. Particularly, it still
relies on the structure of data centers but enables the verification of end-to-end
invariants and also flexibilizes contract definition. Similar to SecGuru, RCDC is
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reportedly in active use in production and the authors state that its performance is
on par.

In comparison, FaVe is not limited to cloud data centers, offers support for dynamic
protocols like IPv6, and provides complex device models, e.g., stateful packet filters.
Furthermore, SecGuru only offers hand-crafted cloud contracts and RCDC added
only limited expressiveness. FPL, in contrast, allows more fine grained yet concise
and auditable end-to-end policies.

AP-Verifier, Delta-net, and APKeep AP-Verifier [147] introduced the idea of splitting
the header space into disjunct atoms (atomic predicates — AP) as basic modeling
building blocks and as labels for highly performant verification. Network rules are
modeled as sets of atoms and networks as graphs. Now, analysis can be performed
using highly efficient graph and integer set algorithms. The approach shows great
performance and scalability for workloads like the Stanford or Internet2 networks.
Further, Delta-net [60] limits itself to IPv4 routed networks and incorporates the
concepts of atoms and of locally bounded analysis for configuration updates through
the so-called delta-graphs. This way, the tool achieves sub-millisecond reverification
runtimes for updates of networks with hundreds of millions of forwarding rules.
Finally, APKeep [156] combines several concepts from previous approaches, i.e.,
[147, 81, 60], and achieves very low reverification runtimes for network updates.
In addition to atoms ([147]) which decompose the header space, they offer a
flexible framework to model and compose network functions based on minimal and
reusable modeling elements. Further, fast analysis is achieved through equivalence
classes ([81]) and delta-graphs ([60]) resulting in outstanding performance where
a network update is processed in sub-milliseconds if not few microseconds.

In comparison, FaVe offers splendid performance (cf. Section 7.2) while providing
support for complex device models like stateful packet filters and dynamic protocols
like IPv6. The other tools, on the other hand, were not evaluated for more complex
header spaces than regular IPv4 network quintuples ([147, 156]) or even only IPv4
prefixes ([60]). Further, FPL offers accessible high-level policies whereas the other
tools do not provide means ([147, 60]) for policy specification or offer only technical
concepts like predicates and graph-traversing state machines to administrators who
often lack academic training ([156]).
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Control Plane Verification Tools

Tools like Batfish [46], Minesweeper [12], Tiramisu [2], or Lightyear [140] infer
forwarding behaviour from control plane configuration in routed networks. By doing
so, they are able to analyze several data plane incarnations at once instead of single
snapshots. Depending on the tool, routing protocols like BGP, OSPF, IGP, and others
may be considered. Nevertheless, they are limited to few packet headers like flow
quintuples (i.e., protocol, source and destination addresses and ports), VLAN tags,
or MPLS labels as they specialize on routing analysis. Since they do not support
firewalls or other complex devices, we do not consider these tools to be suitable for
network security verification and we omit them in Table 3.1.

Discussion: Methods to verify IPv6 Networks

Network verification is a broadly researched area. Especially, the class of data
plane checkers offers highly performant approaches. Domain specific but reasonably
generic approaches like NetPlumber, VeriFlow, and APKeep offer excellent scalability,
approaches that are specific to data centers like SecGuru or RCDC proof to be highly
scalable and practicable, and approaches that are limited to IPv4 routed networks
like Libra and DeltaNet show extreme scalability. In essence, there is a large variety
of approaches to choose from. Nevertheless, the state of the art IPv6 protocol and
its dynamic nature is a less frequently explored aspect of the field, i.e., only in
[94], [37], and [150]. Next, we will discuss the specific challenges of verification
regarding IPv6.

The different approaches from literature achieve verifiability by implementing one
or more optimizations that can be classified into four dimensions — namely Packet
Encoding, Traffic Classes, Locally Bounded Analysis, Divide and Conquer which — to
some degree — might also be applicable for IPv6:

Packet Encoding Any approach on network verification needs to represent packets
or packet sets in some way. Hence, an efficient encoding of packets in terms of
memory consumption and processing runtime is key to overcome the inherent
challenges of network verification. For instance, approaches that build upon
classical model checking techniques encode packet bits as boolean variables
for SAT solving or BDDs. E.g., the IPv6-ready tool ad6 from our prelimary
study in Section 1.4 used a SAT encoding. Also, HSA wildcard expressions
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and header space objects aim to provide efficient packet set encodings and set
operations.

In comparison to IPv4, this optimization should be also applicable to the
verification of IPv6 networks if the amount of header bits is bounded. This has
been shown in our preliminary study. Nevertheless, the growing amount of
header bits in IPv6 degrades performance significantly.

Traffic Classes Some approaches try to reduce the search space by trying to iden-
tify sets of packets with identical behaviour in a preprocessing step first, e.g.,
network segments that can be described by a common prefix. Then, they
perform analysis on these traffic classes instead of the individual packets. For
example, VeriFlow [81] and AP-Verifier [147] apply this technique.

Compared to IPv4, the larger IPv6 addresses do not necessarily increase the
number of traffic classes. But, they allow a more fine grained partitioning of
networks by administrators and, therefore, over time an increase of traffic
classes can be expected in real-world networks. This would also exacerbate
formal verification. Hence, without further evaluation using real-world work-
loads, this technique’s applicability to IPv6 networks has not been investigated
to the best of our knowledge.

Locally Bounded Analysis This technique is based on the observation that changes
to networks typically have local rather than global effects. The central idea is
to identify dependencies and perform analysis as locally as possible in order
to minimize effort when verifying upon configuration changes. For instance,
NetPlumber [79] follows this approach by analyzing intra and inter table
dependencies to calculate the Plumbing Graph and by re-propagating only
affected traffic flows.

To some degree, this method works orthogonically to the challenges imposed by
IPv6. Since it aims at rapid reverification upon configuration changes, its effect
on the initial analysis is limited which is crucial for compliance verification.
Nevertheless, throughout continuous reverification, also the verification of
IPv6 networks should benefit from this technique.

Divide and Conquer The main idea behind this strategy is to divide networks into
closed parts in a preprocessing step and, then, to apply analysis on these in
parallel. Often, these parts are simpler than the global model which further
simplifies and speeds up the indiviual analysises. For example, Libra [155] and
SecGuru [14] implement this strategy. Also, we implemented and evaluated a
parallelized version of FaVe (cf. Section 7.2.1).
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Summary

Our literature review of the related work reveals three central findings. First, the
verification of IPv6-enabled networks is rarely investigated and, if, the results are
not convincing in terms of performance and scalability. Second, the naive adoption
of an IPv4 tool did not succeed in our case of ad6 [94] which follows the approach
of Jeffrey and Samak [73]. Third, tools that are based on verifiers optimized for the
network domain tend to scale much better than generic model checkers. Particularly,
data plane checkers are highly performant and scalable. We will incorporate these
findings in the remainder of this thesis.
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High-Level Policy
Specification

In order to verify a network configuration’s compliance with organizational security
requirements, security officials and administrators need to specify said requirements
formally. As will be discussed in Section 4.2, current approaches for policy specifi-
cation fall short for practical usage. In this chapter, we enable security officials to
abstractly specify reachability policies in terms of a formal language: the declarative
FaVe Policy Language (FPL, first described in [24]). FPL offers capabilities to concisely
yet human-understandably express organizational entities, e.g., departments, roles,
or services, in a hierarchical model and to specify their permitted communication
relations. Networks can be checked for compliance with FPL policies using our
verification framework FaVe which is presented in Chapter 6.

In literature, the term high-level policy is rarely defined resp. it is introduced only
loosely, e.g., in [134]. Though, we need a proper definition in order to analyze
existing approaches and guide FPL’s language design. Therefore, we define the term
as follows for this work!:

A high-level policy language enables an abstract, concise, unambigious,
and expressive specification of entities and their interactions.

From this definition, we derive the following requirements which guide FPL’s de-
sign:

R1 Abstraction from the technical implementation of the policies.
R2 Reachability between entities as the most basic kind of policy.
R3 State Specifications that enable expressive policies.

R4 Hierarchies of entities in order to achieve conciseness.

RS5 Conflictless Policies which are achieved through unambiguity.

!Some work on network governance, e.g., [25], uses the term intent instead of high-level policies. In
this work, we prefer the latter since it contrasts more clearly from low-level policies, e.g., firewall
rule sets, which are often referred to as policies interchangeably in literature on network security.
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The remainder of this chapter is structured as follows. First, we introduce FPL which
consists of an organizational inventory and operator based rule specifications. Then,
we present the state-of-the-art and discuss their differences with FPL.

The FaVe Policy Language

Previous approaches on network verification like NetPlumber or AP-Verifier focus on
the efficiency and scaling of the verification process while putting less effort into the
definition of accessible security policies. Yet, to achieve an auditable security compli-
ance both aspects are of equal importance. FPL’s main idea lies in the decoupling
of organizational policy specification and technical implementation details, e.g.,
VLAN, IP addresses, ports, etc. This separation improves the understandability by
auditors without a technical background. Also, security officials and administrators
are enabled to discuss compliance matters in business rather than technical terms
which reduces their semantical gap. Additionally, the separation of organizational
roles and configuration details helps the stakeholders to focus on their respective
strengths and enables an independent evolution of compliance rules and their actual
implementation. I.e., it is not necessary to change the security policy when the
network configuration is updated, e.g., when all web servers are migrated to another
address space or from IPv4 to IPv6. In turn, if compliance mandates changes of the
security policy, e.g., due to risk management, the verification report shows whether
any updates to the network configuration are necessary to comply with the changed
requirements. The benefit of FPL’s approach is similar to the benefit of RBAC for
user access — moreover, FPL may be integrated into RBAC frameworks that follow
NIST standardization [123] as discussed in Appendix A.1.2.

Sample
Organizati Internet
rganization Office
includes €2

includes

pmz [ ssu
offers
includes |, }
r Web Server
Web HTTP J {

Server |offers

(a) Inventory (b) Network

Fig. 4.1.: An example of an organization’s inventory (left) and the organization’s network
topology (right).

In FPL, a policy consists of a set of policy rules that describe the allowed communica-
tion relations between organizational entities. E.g., departments, roles, or services.
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We model the organization in terms of a hierarchically organized inventory that maps
the entities’ names, e.g., a research department, to their technical implementation
in the network, e.g., the IPv4 address range 172.16.3.0/24.

For example, Figure 4.1a shows a simple inventory representing an organization
consisting of an office and a DMZ for external services. In addition, the Internet
as external entity is represented as well. The organization’s network is shown in
Figure 4.1b. It consists of a central firewall, two switches for the office network and
the DMZ, and two hosts — a web server in the DMZ and a workstation in the office
network. In our example, policy rules are prosaically expressed as follows:

(P1) “Public DMZ services may be accessed generally.”

(P2) “The administration of DMZ servers may be performed through SSH access
from office machines.”

(P3) “Office machines may access the Internet.”
(P4) “All other communication is forbidden.”

We will use this example in the following sections to illustrate the inventory and
policy specifications with FPL.

Inventory Description

As stated, the policy rules are defined over organizational entities while the ver-
ification by FaVe uses the network’s topology and the device’s configurations. To
close this gap, we need to specify an inventory that maps the organizational entities
to their technical implementation. Our approach is inspired by common network
administration tools like Ansible [8] and Puppet [117]. This design decision aims
at a high usability for administrators who are likely responsible for the inventories’
creation and maintenance. In Appendix A.4 we provide a formal grammar for FPL.

FPL offers two language features to express and order organizational entities: roles
and services. Services represent applications that are accessed by users in order to
fulfil the organization’s business processes. In the network, they map to transport
layer protocols and ports, e.g., HTTPS on TCP port 443 or DNS on UDP port 53.
Roles represent organizational units like departments, e.g., accounting or R&D, or
user roles, e.g., clerks or developers. In the network, they map to entities like single
machines, groups of hosts, or even complete subnets. Roles may offer services and
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can hold attributes like IP addresses, VLANSs, or domain names. Due to this design
decision FPL fulfils the requirement for abstraction (R1).

Roles can be aggregated by abstract roles called super roles. These, in turn, behave
like normal roles as they can hold technical attributes and offer services. When
defining policies, one may refer to roles, super roles, and, optionally, their offered
services. Due to this design decision FPL fulfils the requirement for hierarchical
policies (R4).

For instance, the following listing defines the our example organization’s inventory
which was depicted in Figure 4.1a:

describe service HTTP
protocol = ’tcp’
port = 80

end

describe service SSH
protocol = ’tcp’
port = 22

end

describe role Office
description = 'Hosts of the office network.’
ipv6 = ’2001:db8::200/120°

end

describe role WebServer
description = ’Public web servers.’

ipv6 = ’2001:db8::110/124"
offers HTTP
end
describe role DMZ
description = 'Hosts of the DMZ network.’
ipv6 = '2001:db8::100/120°
offers SSH

includes WebServer
end

describe role SampleOrganization
description = *All hosts of the organization.
includes DMZ
includes Office

’

end
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First, the inventory defines two TCP services - HTTP and SSH — which listen on their
respective default ports. Then, the different roles are described:

Office The Office role that represents all office hosts and comprises an IPv6 address
range.

WebServer The WebServer role represents all public web servers run by the organi-
zation. It comprises an IPv6 address range and offers the HTTP service.

DMZ The DMZ role groups all roles with services that are meant to be publicly
accessible. It includes the WebServer role and comprises an IPv6 address range
that also includes the web servers’ addresses. In addition, it offers the SSH
service for administration purposes.

SampleOrganization This super role groups all roles of the organization. IL.e., it
directly includes the DMZ and Office roles and, transitively, the WebServer role
via the DMZ.

Internet To represent networks outside of the organization’s administrative bound-
aries, FPL has a default Internet role with an unlimited address range for each
attribute, e.g., 0::0/0 for IPv6. FPL users may specify an own Internet role in
order to limit the attributes according to their needs. E.g., if their organization
uses IPv6 internally but the ISP does not provide public IPv6 connectivity.

For our example, the DMZ does not group multiple roles and, hence, could have
been omitted if the SSH service was directly attached to the WebServer. Though, we
introduced the DMZ to be flexible in case of future changes, e.g., the introduction of
mail servers. Moreover, the common term DMZ implies a better understanding of
the fact that included roles offer public services. Policies can be defined based on
this intent and may be more stable in the longer run.

As seen with the DMZ role, super roles offer the possibility to specify attributes and
services that are common for all sub roles. This concept allows the definition of
more concise sub roles as they do not need to list common attributes and services.
In order to determine a role’s factual attributes and offered services and, hence, to
have a clear formal semantics of the model, we define a downstream resolution
mechanism. The relation between super roles and sub roles is defined in terms of
an acyclic directed graph where a super role points to an arbitrary amount of sub
roles. Our implementation detects cycles in FPL inventories and refrains from further
processing. Due to the model’s loop-freeness, the downstream resolution mechanism
can be defined unambigiously. This design decision supports FPL’s goal to fulfil
the requirement of conflictlessness (R5). In the following, we will describe the
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resolution mechanism prosaically and illustrated with our example. See Section 5.3
for a formal definition of the mechanism’s semantics.

As a role may belong to multiple super roles there might be several root nodes, i.e.,
nodes without incoming edges. In turn, leaf nodes are characterized by their absence
of outgoing edges. The attribute and, similarly, service resolution is performed by
starting at the root nodes and by collecting all attributes and services along a path
until a leaf is reached. In order to formally specify this procedure and, hence, the
model’s semantics, we define attributes as discrete sets. E.g., VLANs hold values from
the range from 0 to 4,095 and IPv6 address ranges are subsets of 0::0/0. Thus, each
role is characterized by a portion of the Header Space through the attributes they
possess and inherit from super roles. If, throughout this propagation, an attribute
supersedes another of the same kind, the more specific is propagated. Later, when
verifying compliance (cf. Chapter 7), these leaf roles will serve as communication
endpoints and their collected attributes will characterize traffic they emit. The
services are propagated in a similar manner. IL.e., leaf roles offer all services gathered
over all incoming paths. Service traffic, then, is characterized by the role’s attributes
in combination with the service’s attributes, i.e., protocol and ports. If we propagate
a service that is accessed by a policy rule, said rule is replaced by rules accessing the
propagated services instead.

Figure 4.2a shows our example inventory before propagation while Figure 4.2b
depicts its result. First, we start at the graph’s roots which are the Internet and
the SampleOrganization roles. Since the Internet is already a leaf, we can stop
propagation here. The SampleOrganization neither comprises attributes nor offers
services. Hence, there is nothing to propagate to its successors, i.e., the Office and
DMZ roles. Again, the Office is a leaf and we can stop propagation here. The DMZ
comprises the IPv6 address range 2001:db8::100/120 and offers the SSH service.
Both are propagated to the role’s successor which is the WebServer role. Since this
role also comprises an IPv6 address range, we need to check which address range is
more specific. Since the WebServer’s own IPv6 address range is a subset of the DMZ’s,
it is kept. The propagated SSH service is simply added to the WebServer. As this
role is a leaf node, we can stop propagation and since there are no further nodes to
process, the propagation procedure ends as well.

Policy Specification

After modeling the organization through the inventory, we are now able to define
policies based on the organizational terms without further knowledge of the technical

Chapter 4 High-Level Policy Specification



SampleOrganization Internet

ipv6 = 0::0/0
includes includes
ipv6 = 2001:db8::100/120 protocol = *tcp’ ipv6 = 2001:db8::200,/120
offers port = 22
includes
WebServer HTTP
ipv6 = 2001:db8::110/124 protocol = "tcp’
offers port = 80
(a) Before propagation.
Internet
ipv6 = 0::0/0
Office
ipv6 = 2001:db8::200,/120
SSH
protocol = ’tcp’
offers t = 22
WebServer ot
ipv6 = 2001:db8::110/124
- HTTP
offers
protocol = ’tcp’
port = 80

(b) After propagation.

Fig. 4.2.: FPL’s attribute and service propagation.

implementation. In FPL, a policy is described as a set of reachability rules between
roles and services. Policies may either follow an allow listing or a deny listing
approach but cannot mix them. This avoids a major source of confusion and conflicts
when auditing or writing security policies in practice. Along with the unambigious
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resolution of attributes and services, this design decision leads to the fulfilment of
the requirement for conflictless policies (R5).

All policy rules are of the form:

Subject Operator Object[.Servicel .x]

where the subject and the object are roles and the operator may be one of the
following:

---> unidirectional reachability
<--> bidirectional reachability
<->> stateful reachability

Unidirectional reachability A ---> B means that traffic may flow from A to B but not
from B to A. As purely unidirectional policies are seen rather rarely in practice, e.g.,
when using data diodes, FPL offers the bidirectional operator A <--> B for comfort
purposes. The same semantics can be achieved by stating two rules A ---> B and
B --—> A.

Finally, the stateful operator <->> allows the specifications of policies where the
traffic flows are subject to stateful communication patterns. The initiator (left hand
of the operator, i.e., the subject) reaches the recipient (right hand, i.e., the object)
which in turn only sends packets reactively. The recipient is not allowed to initiate
communication on its own. This maps to protocols with stateful behaviour, e.g., TCP
based protocols, and may be seen in practice most frequently. FPL’s operators fulfil
the requirement for reachability policies (R2) and, in addition, the stateful operator
fulfils the requirement for state specifications (R3).

Reachability policies may be expressed more precisely by specifying a target service
offered by the destination role which is denoted by a dot, i.e., B.S where a role
B offers a service S. If multiple services should be reached, one needs to specify
a reachability rule for each target service. For comfort purposes FPL allows to
specify that all services offered by a role can be reached: B.*. During verification all
traffic flows must be covered by at least one explicit reachability rule. Otherwise,
compliance is not given and a violation will be reported. Also, unreached targets
that should be reached according to some rule are reported as this indicates possible
disruptions of business continuity.

For our example, an implementation of the policy rules (P1) to (P4) could look like
this:
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Fig. 4.3.: Graphical representation of the policy over the inventory in our example.

describe policies (default: deny)
Internet <—>> WebServer .HTTP
Office <—>> WebServer .HTTP
Office <—>> DMZ.SSH
Office <—>> Internet

end

The default policy realizes (P4) by denying all access except those allowed by other
rules. (P1) allows access to public services which is HTTP and this is permitted by
the second and third line. Rule (P2) allows SSH administration for office machines
which is implemented by the fourth line. Finally, the rule (P3) permits Internet
access for office machines. It is allowed by the fifth line.

This policy reflects the prosaic policy rules very well since each prosaic rule maps
directly to a set of FPL rules while these sets are distinct. A downside shows in the
need to split (P1) into two distinct FPL rules. While this seems to be acceptable
for this small example, auditing the mapping of large prosaic policies to larger FPL
policies becomes more challenging. Hence, we would, if possible, prefer a more
concise FPL policy and a more direct, i.e., ideally one-on-one, mapping of prosaic
rules to FPL rules.

In Figure 4.3, we show the permitted policy accesses concerning the inventory as
seen in Figure 4.1a. Since the propagation procedure pushes attributes and services
to the inventory graph’s leafs, we can omit the SampleOrganization and DMZ roles in
the representation as depicted in Figure 4.4a. An even more precise representation
is given by the reachability matrix in Table 4.4b. For each subject-object relation,
the matrix lists all access conditions, e.g., restrictions to certain services or stateful
return traffic only. Notably, the Office role may only be reached by response traffic
from the Internet or from the WebServer. Also, the Internet may only reach the web
server via HTTP while SSH access is not allowed. The cell of the builtin Internet role
is left blank as imposing policies on the whole Internet is infeasible.
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HTTP 4
Server
SSH
Legend:

—  offers > A<->>B

over the inventory after attribute and service
propagation. The SampleOrganization and
DMZ super roles are omitted in this represen-
tation since they are not refered to by policy
rule anymore.

| Source\ Dest. || Internet | Office | WebServer |

Internet - w)? Wt
Office v X )?
WebServer )3 V)3 X

(a) Graphical representation of the example policy (b) Reachability matrix of the policy with com-

munication sources as rows and targets as
columns. The symbols denote v uncondi-
tional, (v') restricted, and X forbidden traffic
flows. The types of restrictions marked by an
upper index are the following: 'HTTP traffic

only, 2HTTP or SSH traffic, 3stateful return
traffic only.

Fig. 4.4.: Graphical and tabular representations of the policy over the inventory after
propagation in our example.

Both representations have their strengths. For example, the graphical represen-
tation gives a good overview of the general access relations between roles and
services. The reachability matrix, on the other hand, explicitly lists inaccessabilities
and in-depth conditions for communication flows. Both help when administrators
debug mismatches between the policy specification and the results of compliance
verification.

Since the SSH service has been propagated to the WebServer, we have two access
rules to the WebServer’s services. Or, all services offered by the WebServer are
accessed by the Office. This allows an optimization of the policy by merging the
access rules to a wildcarded rule:
describe policies (default: deny)
Internet <—>> WebServer.HTTP
Office <—>> WebServer.”*

Office <—>> Internet
end

While being more concise than the original policy, merging the Office’s SSH and
HTTP accesses into a single rule does not improve the auditability and manageability
of the policy. First, the intent of (P2) is not directly reflected since SSH access to
the DMZ is not specified directly and only granted indirectly through the WebServer
role. This level of indirection restrains auditability. Second, if the inventory changes,
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this can have hidden impacts on the accesses permitted by the wildcard. E.g., if we
add some service to the DMZ or the SampleOrganization roles — i.e., upstream roles
— then the propagation in conjunction with the wildcard rule automatically grants
access to this new service. Hence, manageability is impacted since the administrator
needs to take possible propagations into account to prevent unwanted implied access

permissions.

Sample
Organization

AN
(o] o

HTTP

Legend:

— includes
—— offers

<«>> A<->> B

Clients

Fig. 4.5.: Graphical representation of the policy over the inventory extended by the All-
Clients role in our example.

Therefore, to improve auditability and policy maintanence, we propose another ap-
proach. If we introduce an artificial role that groups all clients, we could implement
public HTTP access as stated by rule (P1) more precisely. We define the new role
AllClients as follows:
describe role AllClients
description = "All internal and external clients.’
includes Internet

includes Office
end

This new role includes the Office machines as well as the Internet and, as can be
seen in Figure 4.5, it allows the specification of (P1) in a single rule:
describe policies (default: deny)
AllClients <—>> WebServer.HTTP
Office <—>> WebServer.SSH

Office <—>> Internet
end

AllClients directly reflects the intent of (P1) and helps to stabilize the policy regarding
future changes of the inventory. Stating the intent explicitly through the new role’s
name improves auditability as we now have a one-on-one mapping of prosaic policy
rules to FPL rules. In addition, manageability is improved. For example, if some
role that comprises client machines is introduced, it can be simply incorporated into
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the AllClients role. Hence, the policy does not require any further changes and an
auditor just needs to check if the roles included by AllClients are legit.

We have seen that the benefits of grouping roles in terms of auditability and man-
ageability already occur for this small example. The gain is even more evident for
larger examples like the policy for the UP benchmark given in Appendix A.11 with
only 33 FPL rules in comparison to 1,035 iptables rules. The policy rules are much
easier to understand and analyze. The UP benchmark will be used in the evaluation
in Section 7.2.1.

Default Self Reachability for Roles

A major challenge when securing networks is lateral movement within a network
segment which occurs if an attacker surpassed the network’s firewall, compromised a
host, and seeks for further targets. A possible strategy is to establish micro segments
which are not separated by a central firewall but a decentral architecture, e.g., by
instrumenting host firewalls. Concerning the definition of compliance rules the
question occurs whether hosts within a segment should be allowed to reach each
other or if a more fine grained policy should be enforced. For this purpose FPL
supports two modes of operation: loose or strict. With the loose mode for all roles
A the reachability A ---> A is allowed implicitly whereas the strict mode does
not allow communications within a role. This allows to carefully craft exceptions
if certain communications within a role should be allowed, e.g., for a web cache
communicating with a web server within a DMZ. In our example we chose the
strict mode as a more secure default which leads to X on the rechability matrix’
diagonale.

Related Work: Policy Specification Languages

The ability to express intent concerning the desired state of network security is
fundamental for the understanding, assessment, and configuration of networks.
High-level policy languages may fill the gap between prosaic, non-technical compli-
ance descriptions and low-level security configuration. In Table 4.1, we compare
different approaches and tools from literature with FPL based on the requirements
for high-level specification languages stated in this chapter’s introduction, their
ability to generate security configuration, and their public availability:
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Tab. 4.1.: Overview of different tools for security policy specifications.

Technical Abstraction (R1): Policies are formulated based on proper abstractions
instead of technical criteria like IP addresses or port numbers.

Reachability (R2): Policies are specified in terms of allowed or forbidden
communication patterns which are based on the reachability between entities

over networks.

State Specification (R3): The handling of stateful behaviour can be expressed
explicitly, i.e., communication patterns can be stated. For instance, services
may not respond without previous requests or communication must be strictly

unidirectional.
Hierarchical Policies (R4): Entities can be grouped and ordered hierarchically.
Conflictless Policies (R5): The inability to specify policies with conflicting

intents, e.g., different handling of a packet depending on the order of policy
rules.

Configuration Generation: Policies are used to generate security configuration.

Public Code: There is a publicly available implementation.
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Detailed Description and Discussion

In the following, we present the different approaches and tools in detail and, also,
we discuss their similarities and differences with FPL.

Ponder This approach [30] aims at the specification of security policies that map
onto different access control implementations — including firewalls. Nevertheless, its
focus lies on operating system level entities like users, processes, or files rather than
on networked entities like hosts or services.

Ponder offers an abstraction that groups entities in a hierarchical domain tree which
is analoguous to Microsoft’s Active Directory. These domains can be used in policy
rules as subjects and objects. In Ponder policies, it is uncommon to use technical
details in policy rules. Due to the language’s focus on operating system entities,
Ponder rules provide according actions, e.g., create, read, write, delete. This way,
network reachability is not specified explicitly but rather implicitly since access to a
remote object requires network connectivity in the first place.

Ponder’s rules may be specified as deny and allow rules which can be mixed arbitrar-
ily in a single rule set. Hence, conflicts between the rules are possible. Ponder has a
built-in conflict detection and offers conflict resolution using so-called meta policies.
Further, Ponder allows the specification of entity states in rules. For instance, the
object may only be accessed if the subject is in a certain state, e.g., if it is an au-
thenticated user. Concerning network security policies, the individual entities’ states
are of less importance since we are more interested in the state of their relation,
e.g., responses are only allowed as answers to previous requests. With Ponder, this
relation cannot be expressed in terms of the subject’s and object’s state attributes.

In contrast, FPL puts an emphasis on network security policies and networked
entities. In FPL, reachability is expressed explicitly, state specifications are tied to the
relation between entities and encoded in FPL’s operators, and conflicts are prevented
by design.

Cuppens et al. This approach follows the notion of Organization-based Access Con-
trol (OrBAC [75]) in order to specify security policies and generate firewall config-
urations, e.g., IPTables rule sets. In OrBAC, access permissions are expressed by
tuples of subjects, i.e., hosts, that perform actions on objects, i.e., services. They are
abstracted through roles that group subjects, activities that group actions, and views
that group objects. With OrBAC, roles can be assigned to organizational entities,
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e.g., departments, that can be structured in a tree-like hierarchy where a child node
inherits all permissions from its parent node. Furthermore, OrBAC allows to flexibly
specify additional prohibitions and obligations but these may introduce conflicts,
i.e., forbidden obligations. The authors state that these conflicts need to be detected
and resolved separately.

In contrast, FPL avoids conflicts by design, offers stateful security specification and
is publicly available.

Flow Management Language (FML) The Flow Management Language (FML) [59]
was designed for specifying security policies for reactive controllers in Software
Defined Networks (SDN). FML offers a Datalog-like flow-centric syntax and the order
of rules does not matter. Conflicts between rules of differing actions can be detected
and resolved automatically. The following example from the paper illustrates FML’s
syntax and semantics:

allow(Us, Hs, As, Uy, Hy, Ay, Prot, Req)

deny(Us, Hs, A, Uy, Hy, Ay, Prot, Req) < blacklist(Us)

blacklist(eve)
blacklist(mallory)

Rules are specified as predicates with a head which includes a list of variables that
can be used in the rule’s body. The example realizes a blacklisting of users, i.e., all
flows are allowed unless sent by a user (U — the U resp. s denote the user resp.
source) listed in a blacklist. In this case, the blacklist consists of eve and mallory
which are specified as facts. Other variables, for instance, include the source address
Ag, the destination host H;, the protocol Prot, or a flag Req that indicates if the flow
is an initializing request. Since the predicates allow and deny may conflict due to
their identical list of variables, FML’s conflict resolution applies a secure-by-default
precedence which values denying higher than allowing. Also, FML allows to specify
a cascade of policies, e.g., P, > P, > P3 > ..., that also introduce precedence.
Decisions upon flows in policies that occur early in the cascade have a higher priority
than those from later policies upon the same flows, e.g., P, over Ps. In fact, allow
listing can only be expressed using two policies: a higher prioritized one for allowing
flows and a lower prioritized one that denies everything. E.g., the following policies
P, and P, with P, > P, implement an allow listing:
# P, allows specific flows

allow(Us, Hs, A, Uy, Hy, A¢, Prot, Req) < Req = false
allow(Us, Hs, As, U, Hy, Ay, Prot, Req) < H; = 1.2.3.4 A Prot = http A Req = true

4.2 Related Work: Policy Specification Languages
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# P> denies all flows by default
deny(Us, Hs, As, Uz, Hy, A¢, Prot, Req)

In contrast, FPL offers abstractions to separate security policy from technical details
which improves readability as well as maintainability. Also, FPL is designed to
exclude the specification of conflicting policies. In consequence, the order of policy
rules is not important at all which helps to avoid subtle insecurities in practice. In
comparison to FML which relies on a conflict detection and resolving mechanism,
FPL avoids rule conflicts by design.

ForestFirewalls Another approach is given by ForestFirewalls [119] which is a
tool set to generate firewall rule sets for SCADA systems. They decouple policies
from technical details by offering a simplified zone-conduit model following the
IEC 62443 [67] standards to group assets (zones) and specify their allowed reacha-
bilities (conduits). Zones are required to be mutually exclusive, i.e., no asset may
be assigned to more than one zone. Also, policies always follow an allow-listing
approach, i.e., they have an implicit default deny rule and all other rules introduce
exceptions by allowing specific traffic. This leads to the fact that the order of rules
within a policy does not matter. The following example from the paper illustrates
two simple policies:
Policy Company_policy {

Z1 -> Z2 : https, dmns;
22 -> Z3 : http, ftp, dms;

The first policy allows HTTPS and DNS requests from the zone Z1 to Z2 while the
second policy allows HTTP, FTP, and DNS requests from Z2 to Z3. Based on the
assets that comprise the zones and the policies that specify service accesses, the
authors generate security configuration for enforcement. The tool aims to check
equivalence of high-level policies and conformity for industry best practices.

ForestFirewall comprises an operator similar to FPL’s stateful reachability operator,
but it does not cover explicit state specification, e.g., it is not possible to specify a
strictly unidirectional communication pattern. Hence, policies are limited to specify
service accesses instead of network coupling. In contrast, FPL’s ability to group
roles hierachially offers more flexibility and the formulation of more concise security
policies than the zone concept.
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Other Approaches Cisco’s TrustSec [21] offers a matrix to describe reachability
policies between fine grained segments for their Software Defined Access products.
Assets can be grouped freely and access between these labeled segments can be
used as sources or targets of traffic to be granted or denied. Based on the access
matrix and associated assets, security configuration is generated and enforced. While
helping administrators to keep an overview of their policies, access matrices grow
large quickly for large and complex networks with diverse assets. Hence, TrustSec
lacks the ability to consisely describe policies for groups of segments. FPL, on the
other hand, provides hierarchies to group roles which significantly reduces the
policies’ sizes. Further, since assets in TrustSec may be placed in multiple segments
and access may be granted for one segment but denied for another, conflicting rules
for individual assets may arise which needs to handled separately. Contrary, FPL
avoids such conflicts by design.

Another approach is offered by the open source tool FirewallBuilder [106]. Reachabil-
ity policies can be described based on a flexible description system featuring named
network objects which encapsule technical details. Yet, the tool is limited to generate
rule sets only for a single central firewall and does not support complex networks.
Further, all policies are stateful by design and this behaviour cannot be turned off.
Also, conflicts between rules are neither avoided nor detected comprehensively. FPL,
on the other hand, avoids such conflicts by design (cf. Section 8.1).

Further, Yin et altera [149] introduced an accessible policy language based on tables
that map technical attributes, e.g., IPv6 prefixes or protocol and port, to abstract
names, e.g., DMZ or HTTP. A Policy is a list of prioritized rules that, in turn, have a
fixed format, i.e.:

s; » if S; in R;; from R;o then A;

where

s; is the rule’s index in the rule set,

* S, is a service name, i.e., protocol and port,

* R;1, R; are region names, i.e., IPv6 prefixes, and
* A, is an action, i.e., permit or deny.

FPL, in contrast, offers more concise and conflictless policies through its role hierar-
chy and propagation mechanisms for attributes and services. Since Yin et altera’s
policy language does not require regions to be distinct and actions can bei mixed
freely, conflicts may occur — as opposed to FPL which has been designed to be
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conflictless. Furthermore, FPL allows explicit state specification and is used for
configuration generation.

The tool INTPOL [20] offers a policy language aimed at the specification of invari-
ants for intent-based networking with SDN - particularly, for intents of the ONOS
SDN controller. The language uses network quintuples and MAC addresses as pri-
mary specification blocks and rules may forward, drop, or modify packets. They
use these policies in order to check conformance of a formal model of the SDN
controller’s low-level SDN rules and network topology with the LTL model checker
NuSMV. They conduct pairwise rule comparisons and compare their performance
with FIREMAN [153] (see Section 8.2 for details) — though, it remains unclear if they
reimplemented the tool or extracted FIREMAN’s numbers from the original paper.
In contrast, FPL offers flexible role based abstractions from technical attributes,
hierarchical roles for concise rule sets, and propagation mechanisms for conflictless
policies.

Finally, an IETF draft for a Security Policy Specification Language (SPSL) [27] has not
been standardized.

Secondary Features Often, the related approaches offer features beyond the set
that we consider central for the specification of network security policies. In the
following, we give an overview of these secondary features and their support in the
other approaches:

* Waypoints: FML allows the specification of certain network nodes, e.g.,
IDS/IPS systems, that must be traversed during access. From a security policy
point of view, it is not important which nodes enforce the specification but
the fact that it is enforced somehow and at all times. Hence, modeling the
network node’s security functionality in a verifiable manner is sufficient which
degrades the specification of waypoints to a mere placeholder until a proper
modeling has been implemented. The specification of waypoints is more useful
in terms of network operations, e.g., by requiring certain traffic classes to pass
traffic optimization functionality.

* Avoidance: Opposing to waypoints, avoidance allows the specification of
network nodes that must not be traversed and is supported by FML. Like
waypoints, avoidance is more useful in network operations, e.g., by requiring
certain low-priority traffic classes to avoid known bottlenecks and take less
frequented but slower routes.
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* Rate Limiting: For instance, only a certain amount of requests, e.g., SSH
accesses, is allowed in order to save IT resources and potentially prevent
password-guessing or denial-of-service. Saving resources is not a primary
goal of security policy but rather a question of economic IT operations. Rate
limiting may be specified in FML and FirewallBuilder.

* QoS: Quality of Service, i.e., a service’s degree of availabity, is not a security
but rather a usability need. For security policy and operations, the general
availability, i.e., reachability, is central and temporary outages are a matter
of IT operations and business continuity. For instance, if a service must be
available, the security rules must not block access. An unreliable network or
a service outage, on the other hand, is not a question of security policy. QoS
specifications are offered by FML.

* NAT: As discussed in Section 1.8, we do not regard NAT as an important
security feature in modern networks. Though, FML and FirewallBuilder include
NAT in their policy specifications.

Conclusion As discussed, none of the previous approaches fulfils all requirements
for high-level policy specifications. FML does not offer proper abstractions, e.g.,
security groups or roles, from technical details like IP addresses or ports. Further,
TrustSec and ForestFirewalls lack hierarchical ordering of security groupings. In
addition, Ponder, FirewallBuilder, ForestFirewalls, and TrustSec are unable to specify
state handling explicitely and there are no public implementations available. Finally,
Ponder, FML, TrustSec, and FirewallBuilder are unable to avoid conflicting policies
by design.

Summary

The FaVe Policy Language (FPL) enables security officials and administrators to specify
security policies which answers our first research question stated in Section 1.5. The
main concept lies in the division of the specification of organizational entities in a
hierarchical inventory and the definition of access policy rules using these entities
instead of technical details like IP addresses. This separation of duties offers a
good auditability, stable security policies, and — as shown in Appendix A.1.2 — full
compatibility with NIST RBAC. The specification of security using FPL is essential in
all three phases of our compliance management process, i.e., it enables the initial
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verification in UNDERSTAND, the repeated reverification in ADJUST as well as
CONTROL, and the generation of security configuration in CONTROL.
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Domain-oriented Header
Space Analysis

In order to verify compliance of a network’s configuration with a security policy
specification, it is necessary to support network administrators with accessible and
flexible modeling. In Section 2.2 the concept of Header Spaces has been explained
as an approach to describe configurations and to enable formal verification with
efficient domain specific solvers, i.e., HSA and NetPlumber. As seen, previous
approaches like HSA [79] focused on a high performance of the analysis rather than
the usability of the modeling process and the understandability of the verification
results. In addition, modeling is limited to static sets of header fields which excludes

dynamic protocol elements like IPv6 extension header chains.

Dynamic Embedding

DHSA —— = HSA
(Injective Homomorphism)

implemented by implemented by
Y Y
uses R Extended
FaVe “| NetPlumber

Fig. 5.1.: Overview of the general concepts, their implementations, and inter-relations.

To overcome these shortcomings, in Section 5.1, we introduce a domain-oriented
notion of the Header Space called Domain-oriented Header Space Analysis (DHSA!).
DHSA offers concise, flexible, and human-readable representations of sets of packets
and common operations like intersections and unions. As depicted in Figure 5.1,
DHSA dynamically embeds in HSA via an injective homomorphism and is imple-

!Domain-oriented Header Space Analysis and Domain-oriented Header Space Algebra share the same
acronym. Since this has already been the case with HSA in the related work by Kazemian et altera,
we also follow this convention in this work. We mean Domain-oriented Header Space Analysis
when we elaborate on verification and we mean Domain-oriented Header Space Algebra when we
elaborate on the mathematical model.
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mented in our fast verification framework FaVe which uses an extended version of
NetPlumber and will be detailed in Chapter 6.

Particulary, we introduce DHSA as follows. First, in Section 5.2, we show how
to intuitively model network configurations using an IPTables rule set as example.
Then, in Section 5.3, we use the concept to formally represent organizational entities
as well as FPL inventories and, subsequentially, to formalize FPL’s attribute and
service propagation procedures. Afterwards, in Section 5.4, we prove that DHSA is a
distributive lattice and finally, in Section 5.5 we show that our embedding of DHSA
in HSA is an injective homomorphism.

Formalism

HP | Set of header field names.
h Header field from #P.
Vh Value domain for a header field h € HP.
v, Subset from V},.
Vyp | Value domain for all header fields h € HP.
t" | Header field tuple from HP” x V.
M Set of matches.
M Powerset over all matches.
R Rule set.
r; Rule at position 1.
m; Match for the rule at position i.
Tab. 5.1.: Symbols used in the formalization.

We formalize DHSA upon tuples of header fields and the respective value sets as basic
building blocks. Different header field tuples form matches which can be collected in
match sets. We define several set operations over header field tuples, matches, and
match sets as well as some subset relations. Combined, these sets and operations
form an algebra — the Domain-oriented Header Space Algebra. In Table 5.1, we give
an overview of all symbols used in the formalization of DHSA.

Header Field Tuples

In general, we define DHSA on top of header field tuples ¢ as basic units. This
representation has two benefits. First, it allows simple conversions between machine
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and human-understandable notations. Second, it offers a more flexible set notation
compared to ternary bit vectors utilized by HSA (cf. Section 2.2).

Definition 1 (Header Field Tuple). A header field tuple consists of a header field
h € HP from the set of header fields and a value set vy, C V), from its respective value
domain, i.e.:

th = (h,vp).

For instance, the header field tuple (dport, {80}) can be used to describe the subset
of the Header Space comprising all packets with destination port 80. Another exam-
ple would be the tuple (dip, {2001:db0::100/120}) which represents all packets
with IPv6 source addresses in the range from 2001:db0: : 100 to 2001:db0: : 1ff.

Using our tuple representation, we divide the Header Space into dimensions where
each dimension is covered by one distinct header, i.e., H” := {hy, ho, ..., h,,} with
Vi,j € {1.n},i # j : h; # h;. Corresponding, the Header Space’s value domain is
defined as V;;p := {V},, | h; € HP}.

In the following, we will use a Header Space consisting of the three headers destina-
tion IP (dip), protocol (proto, from the IP layer), and destination port (dport):

HP = {
h, = dip,
ho = proto,
h3 = dport
}

The corresponding value domains are
Vdip = {O O/O},
Vproto - {O- -255}, and
Vipors = {0..65535}.

And, thus, the Header Space’s value domain is

Vb = {Vaip, Veroto, Vapors} = {{0::0/0},{0..255},{0..65535}}.

Matches and Sets of Matches

In order to model network rules and characterize endpoints, e.g., firewall rules or
FPL roles, we define matches and sets of matches as regions in the Header Space.

5.1 Formalism
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Definition 2 (Match). A match m consists of a set of header field tuples
m = {(hi7vhi) | Vi = 1..’HD| th; € 'HDﬂ)hi - Vhi}

with unique header field identifiers.

For any match, we require that all header fields are initialized by default. This
conforms to real-world rule specifications as well as endpoint capabilities. Rules
express specific matching criteria for packets while leaving all header fields that
are not relevant for that particular rule unspecified. Endpoints, on the other hand,
are able to emit and accept any traffic. We adapt this semantics by initializing
unspecified fields with their respective value domain, i.e., v, = V.

For example, the match

m = {(dip, {0::0/0}), (proto, {6}), (dport, {22})}

describes all SSH packets.

Definition 3 (Empty Match). A match m is empty if at least one of its header field
tuples is empty, i.e., A(h,vy) € m : vy, = (). We denote empty matches as {.

Definition 4 (Match Set). We denote a set of matches as M := {my, ma, ...} where
each m; € M is a match with i = 1..|M|.

Semantically, a match set unions the packet sets represented by the contained
matches.

For instance, the match set

M=
{(dip,{2001:db8::1}), (proto, {6}), (dport, {80})},
{(dip,{2001:db8::4/126}), (proto, {17}), (dport, {563})}

}

comprises HTTP packets destined to the host at 2001:db8: :1 and DNS packets
destined to the IP address range 2001:db8: :4/126.

Further, we need set operations over matches, i.e., intersection and union. Also, a
subset relation is necessary. These are to be used when we propagate attributes in
FPL inventories, verify compliance, or find firewall anomalies.
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Definition 5 (Powerset over all Matches). Finally, we denote the powerset over all

matches as:
M = 2M,

Intersections

Definition 6 (Tuple Intersection). For tuples of the same header field h, the intersection
operation is defined as follows:

N (HP x VE) x (HP x VE) — (HP x VE)
t? N th = (ha Ul) N (ha UZ) = (hvvl N UZ)

For example intersecting the tuples
(dip,{2001:db8::100/120}) N (dip, {2001:db8::110/124})

results in
(dip,{2001:db8::110/124}),

whereas,
(dip, {2001:db8::100/120}) N (dip, {2001:db8: :200/120}) = (dip, )

which is an empty tuple.

Definition 7 (Match Intersection). The intersection of two matches my and my is
defined as

N:MxM-—>M
mi Nmy = {t?l ﬁtgi |Vl = 1..|fHD‘ th; € ,HD,t}fi € ml,tg” € mg}

This operation is complete since all headers in a match are initialized either explicitly
or implicitly by default.

For instance, intersecting two matches
mg = {(dip, {2001:db8::100/120}), (proto, {6}), (dport, {22})}
and

mp = {(dip, {2001:db8::110/124}), (proto, Vpreto), (dport, Vaport) }
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results in
mq Nmy, = {(dip, {2001:db8::110/124}), (proto, {6}), (dport, {22})}

since
dip, {2001:db8::100/120}) N

(
(dip,{2001:db8::110/124})
= (dip,{2001:db8::110/124}),
(proto, {6}) N (proto, Vproto) = (proto, {6}), and
(dport, {22}) N (dport, Vaport) = (dport, {22}).

Definition 8 (Match Set Intersection). For match sets, the intersection is defined as

N:MxM-=>M
M N My = {mlﬂm2]m1 EMl,mQGMQ}.

All matches my from M are intersected with all matches msy from M.

For instance, intersecting

M, ={
my = {(dip, {2001:db8::1}), (proto, {6}), (dport,{80})},
mg = {(dip, {2001:db8: :4/126}), (proto, {17}), (dport, {53})}
}
with
My ={
ms = {(dip, {2001:db8::1}), (proto,{6}), (dport, {80})},
my = {(dip, {2001:db8::2/127}), (proto, {17}), (dport, {63})}
h
results in

0 0 0
—_——~— T —
M, N"M, = {ml Nms,m1 N My, mo MMz, mo N ﬂ’L4}
= {{(dip,{2001:db8: :1}), (proto, {6}), (dport,{80})}}.
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Subset Relations

Definition 9 (Match Subset Relation). The subset relation of two matches my and ms

is defined as
C:Mx M

m1 € mo & mp Nimge = my.
For example,
mg = {(dip, {2001:db8::110/124}), (proto, {6}), (dport, {22})}
is a subset of
mp = {(dip, {2001:db8::100/120}), (proto, Vpreto), (dport, Vaport )}

since

mq Nmy = {(dip,{2001:db8::110/124}), (proto, {6}), (dport, {22})} N

{
{(dip, {2001:db8::100/120}), (proto, Vproto), (dport, Vaport) }
{(dip,{2001:db8::110/124}), (proto, {6}), (dport, {22})} = myg.

Definition 10 (Match Set Subset Relation). The subset relation of two match sets M,
and Mj is defined as

C:Mx M
My C My :&V¥mq € My : dmy € My : mqp C mes.

Given the match sets M, and M, from the previous intersection example, we see
that M, is not a subset of M, since:

(mp € mgVmy Cmy)A(mg CmgVmg Cmy)= My L M,.
—_— Y— —_— Y—

true false false false

true false

false

Unions

Definition 11 (Match Set Union). The union of arbitrary match sets M, and My uses
the regular set union, i.e.:

U MxM-—=>M
M, UMy = {ml,mg\ml EMl,mQGMQ}
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For example, given the following match sets:

M,= {
{(dip, {2001:db8::4/127}), (proto, {6}), (dport, {53})},
{(dip, {2001:db8::6/127}), (proto, {17}), (dport, {53})}

}

and

My = {
{(dip, {2001:db8::4/127}), (proto, {17}), (dport, {53})}

}.

Then, their union is:

M, U M, = {
{(dip, {2001:db8::4/127}), (proto, {6}), (dport, {53})},
{(dip, {2001:db8::6/127}), (proto, {17}), (dport, {53})},
{(dip, {2001:db8::4/127}), (proto, {17}), (dport, {53})}

.

Note that, while containing all packets that were also contained in the operands,
the resulting match set is not necessarily optimal. E.g., packets may be represented
through multiple matches and matches could be further merged for more concise
representations. For instance, in our example, the second and third match could be
merged into a single match. All tuples are equal except for the IP address ranges
which could be unioned and represented by the IP prefix 2001:db8: :4/126.

Algebra

Finally, we define DHSA:

Definition 12 (DHSA). The Domain-oriented Header Space Algebra (DHSA) is defined
as

DHSA := (M;N,U, Mg, ).

The domain M is defined over the powerset of all possible packet matches and the
intersection and union operate on sets of matches. In addition, the full set M and
the empty set () serve as neutral elements for the intersection resp. union. For details
about DHSA's algebraic properties, refer to Section 5.4.
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5.2

Discussion: Correctness, Completeness, and Complexity

The intersection as well as the union operations are correct and complete as dis-
cussed in the following. For more details of DHSA's algebraic properties refer to
Section 5.4.

Correctness Intersections of matches resp. match sets do not contain packets that
were not present in both operands. Meanwhile, the union of matches resp. match
sets does not contain packets that were not present in either operand. Hence, both
operations work correctly.

Completeness Intersections of matches resp. match sets consider all packets that
were present in both operands. Meanwhile, the union of matches resp. match sets
contains all packets that were present in either operand. Hence, both operations’
results are complete.

Complexity The match intersection m; N my runs linearly in O(|H”|). Since we
translate DHSA to HSA, we can use NetPlumber with its efficient data structures.
NetPlumber’s run time is constant for the intersection for fixed H” but this constant
factor depends on the amount of bits necessary to store the wildcard expressions. Due
to our enhancement of NetPlumber in Section 6.3 that enables dynamic expansion
of #P at runtime, we treat NetPlumber’s intersection as linear-time operation.

The match set intersection M; N Ms runs cubicly in O(maz (| M|, |Ma|)? - |HP|) since
the match intersection runs linearly in O(|H#?|) and the matches from M; and M,
are intersected pairwise, i.e., O(max(| M|, | Mz|)?).

The match set union M; U M, runs quadratically in O(maz(|Mi|,|Ms|)?) since
match sets use the regular set union. Lazy implementations, that may contain
duplicates, run in O(1) as these sets could be implemented as lists that are simply
concatenated.

Example 1: Modeling a Firewall Rule Set

As first example, we want to model an IPTables rule set as sketched in Algorithm 5.1.
The following rule set can be used to implement the FPL security specification which
was introduced in Section 4.1.2 for the network depicted in Figure 4.1b:

5.2 Example 1: Modeling a Firewall Rule Set
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Input: Firewall Rule Set (IPTables)
Output: A list of Headers H” and a list of rules with DHSA matches

Procedure:
1. Initialize an empty rule list R and an index i = 1.
2. Parse all rules, i.e., per rule:
* Go over all fields to create a list of header field tuples.

3. Go over all tuples to gather a set of header fields used in the rule set
(results in #P).

4. Move the default rule (the first rule in an IPTables rule set) to the end of
the rule list.

5. For each rule:

6. Return P and R

* First, create a match set m; that encodes the tuples from the rule’s
tuple list and sets all unstated headers to their respective default.

* Then, append r; : m; — a; to R (where q; is the rule’s action, e.g.,
ACCEPT or DROP).

* Finally, increment i.

Algorithm 5.1.: IPTables Rule Set Modeling

(0)

(1)
(2)
(3)
(4

(5)

ip6tables —P FORWARD DROP

# sanity check against spoofing

# (not derived from policy directly)

ip6tables —A FORWARD —in—interface ethO —s 2001:db8::0/32 —j DROP

ip6tables —A FORWARD —m conntrack —ctstate ESTABLISHED —j ACCEPT

ip6tables —A FORWARD ——out—interface eth0 —s 2001:db8::200/120 \
—j ACCEPT

ip6tables —A FORWARD —d 2001:db8::110/124 —p tcp —dport 80 \
—j ACCEPT

ip6tables —A FORWARD —s 2001:db8::200/120 —d 2001:db8::100/120 \
—p tcp —dport 22 —j ACCEPT

Note that rule (1) is a commonly used sanity check against IP spoofing and was

not derived from the security specification directly. Before modeling the rule set,

we need to determine the rule set’s Header Space. The header fields are the IPv6

source

and destination addresses, the protocol, the source and destination port, the
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virtual state field, and the virtual ingress and egress interface fields?. Therefore, the
corresponding Header Space is given by:

HP = {
hy = iif, he = 0if, hgy = sip, hy = dip,
hs = proto, hg = sport, hy = dport, hg = state
}
Viit = Voir = {eth0, ethi, eth2}
Vsip = Vaip = {0::0/0}
Vproto = {0,...,255}
Vsport = Vaport = 10, ..., 65535}
Vstate = {NEW, ESTABLISHED}
Vyp = {Viis, Vois, Vsip; Vaip, Vorotos Vsports Vaport Vstate }

First, we define that a rule r at index 7 in a rule set R is composed of a matching
part m and an action a:

Tim—a

For instance, the rule (4) from the example rule set is formalized as follows:

state, Vstate)7
iif, Viif), (Oif, Voif)a

sport, Vsport ), (dport, {80}))
} — accept

In order to model a complete firewall rule set R, we define it as an ordered set of
rules:
R:={
rL:myp — ap,

T2 1Mo — a2,

Ty @ My — Qp

2The state as well as the interface fields only exist in the packet filter and are not part of the packet’s
headers. Therefore, we refer to them as virtual header fields.

5.2 Example 1: Modeling a Firewall Rule Set
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Hence, the formalization of the example rule set is as follows (note, that the default
rule (0) becomes the last rule r4, and also, we omit the empty input and output
filtering tables R;,,u: resp. Routput):

Rforward = {

r1: |
(1if, {ethO}), (0if, Vois),
(sip, {2001:db8::0/32}), (dip, Vaip),
(proto, Voroto)s (sport, Vsport ), (dport, Vaport),
(state, Vstate)

} — drop,

ro: {
(1if,Viis), (0if, Vois),
(sip, Vsip), (dip, Vaip),
(proto, Voroto)s (sport, Vsport ), (Aport, Vaport),
(state, {ESTABLISHED})

} — accept,

rg : {
(iif,Viis), (0if, {eth0}),
(sip, {2001:db8: :200/120}), (dip, Vasp),
(proto, Voroto); (sport, Vsport ), (dport, Vaport),
(state, Vstate)

} — accept,

rq: f
(iif, Viig), (0if, Vois),
(sip, Vsip), (dip, {2001:db8: :110/124}),
(proto, {6}), (sport, Vsport ), (dport, {80}),
(state, Vstate)

} — accept,

rs |
(1if, Viie), (0if, Voie),
(sip, {2001:db8::200/120}), (dip, {2001:db8::100/120}),
(proto, {6}), (sport, Vsport ), (dport, {22}),
(state, Vstate)

} — accept,

re : {
(iif7 Viif), (Oif7 Voit),
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(Sipv Vsip)a (dipa Vdip)7
(PrOtoa Vproto)7 (Sport; Vsport)7 (dport, Vdport)a
(state, Vstate)

} — drop

}

5.3 Example 2: Formalizing FPLs Inventories and

Propagation

As a second example, we want to examine how to formally describe FPL inventories
and formalize the attribute as well as the service propagation. As discussed, we
model FPL inventories as directed acyclic graphs (DAGs). For our example from
Chapter 4 (depicted in Figure 4.2a), the vertices are

V = {SampleOrganization, DMZ, WebServer, Office, Internet }

and the edges are

E={
(SampleOrganization, DMZ),
(SampleOrganization, Office),
(DMZ, WebServer)
}.

In addition, we need to link the technical attributes as well as the offered services to
arole. In terms of the DAG model, we introduce the annotation relations AR : V x A
and SR : V x S where A and S are match sets that hold the roles’ attributes resp.
their offered services. If an attribute is specified explicitly in the inventory, the
match’s respective entry is set to that value. Otherwise, the entry defaults to the full

5.3 Example 2: Formalizing FPLs Inventories and Propagation
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domain V), of that header field ~» which is also required by our definition of matches.
For our example, AR is specified as

AR ={
(SampleOrganization, {(ipv6,{0::0/0})}),
(Office, { (ipv6, {2001 :db8: :200/120})}),
(DMZ, {(ipv6, {2001:db8::100/120})}),
(WebServer, {(ipv6, {2001:db8::110/124})}),
(Internet, {(ipv6,{0::0/0})})

}

whereas SR is the following:

SR={

(SampleOrganization, (),

(Office, (),
(DMZ, {(proto, {6}), (port, {22})}),
(WebServer, {(proto, {6}), (port, {80})}),
(Internet, 0)

Attribute Propagation

Intuitively, the algorithm for attribute propagation works in a two step manner. To
determine all attributes for some node v € V, first, we collect the attribute sets for
all incoming paths and, second, consolidate these with the node’s attributes. For
this purpose, we define two functions that recursively traverse the DAG backwards
until the root nodes are reached. The functions are ap : V. — M for the attribute
path propagation and ac : M x M — M for the attribute consolidation. The path
propagation is defined as:

(v) {a} with (v,a) € AR, if AuecV :(u,v)€E
ap(v) =
ac(a, Ug,pyep ap(u)) with (v,a) € AR, else

The first case simply returns the node’s attributes if it is a root node. Otherwise, the
node recursively calls ap for all nodes that originate from an incoming edge and,
then, consolidates the resulting set of attributes with the node’s own attributes. The
attribute consolidation is defined as:

ac{m}, M) ={m}U{n|Vne M :mZn}
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The consolidation of some attribute m is performed by, first, filtering out all attributes
that are supersets of m and, afterwards, adding m to this filtered set. This way, only
the most specific attributes are propagated which fulfils a central property of FPL’s
attribute propagation (cf. Section 4.1).

SampleOrganization Internet

Zl(;v{G, {0::0/0}) :5(;\/{6, {0::0/0})

4) call:
M" := ap(SampleOrganization) |

/
,/ 5) return:

DMZ -~ M"={{(ipv6,{0::0/0})}}
3) call: as ={
M’ = ac({az}, M") }(iva, {2001:db8::100/120}) |

Office

ag = {
) (ipv6, {2001:db8: :200/120})

A ,'6) return:
s “~--7 M’ = {{(ipv6, {2001:db8: :100/120})}}
2) call: \\. 7) return:
M’ := ap(DMZ) 1 M' = {{(ipv6, {2001:db8: :100/120})}}

4

WebServer .
1) call: as = { '\ 8) return:
M := ac({az}, M) }(ipve, {2001:db8: :110/124}) /M = {{(ipv6,{2001:db8: :110/124})}}

0) call: 3 9) return:
M := ap(WebServer) "M = {{(ipv6, {2001:db8: : 110/124})}}
\J

Fig. 5.2.: Example execution of the attribute resolution algorithm to derive the characteriz-
ing attributes of the WebServer role.

Figure 5.2 illustrates the algorithm’s execution for the node WebServer step by step:

0) The algorithm starts by calling ap on the WebServer node in order to determine
its set of characterizing attributes.

1) Since the node is not a root node, it is necessary to collect and consolidate
all attributes propagated along all incoming paths. The set of incoming paths’
attributes is denoted by M’ and consolidated with the node’s attributes through
ac, i.e., M = ac({as}, M").

2) There is just one incoming edge (DMZ, WebServer) € E and, hence, the path
union equals M’ = ap(DMZ).

3) Again, the node DMZ is not a root node which requires collecting attributes
from incoming paths in M” and consolidating these with the node’s attributes,
i.e., ac({az}, M").

4) There is just one incoming edge (SampleOrganization, DMZ) € E and, hence,
the path union equals M” = ap(SampleOrganization).

5.3 Example 2: Formalizing FPLs Inventories and Propagation
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5) This time the node SampleOrganization is a root node and, therefore, ap
returns the node’s attributes, i.e., M = {a; = {(ipv6,{0::0/0})}}.

6) Consolidating the DMZ’s attributes with M” results in the propagation of as =
{(ipv6, {2001:db8::100/120})} because {2001:db8: :100/120} is more spe-
cific than {0::0/0}.

Le., M" = ac({az}, M") = {a2} UD = {(ipv6, {2001:db8::100/120})} since
{n|VneM":as Zn}=0.

7) As stated in 2) M’ is also the result for the node DMZ, i.e., ap(DMZ) = M'.

8) The consolidation in the node WebServer works similar to 6):
M = ac({az}, M') = {az} UD = {(ipv6, {2001:db8::110/124})} because
{2001:db8::110/124} C {2001:db8: :100/120}.

9) M is also ap’s result for the node WebServer which terminates the attribute
propagation algorithm.

Input: The DAG model including the list of nodes V, the list of edges E, and
the list of node attributes AR.
Output: The DAG model with propagated attributes.

Procedure:
1. Recursively derive the attributes for each node using ac.

2. Store the results along with the node using an attribute relation AR’ :
V= M.

3. Return V, E, and AR’

Algorithm 5.2.: Attribute Propagation

In Algorithm 5.2, we sketch the attribute propagation for the complete DAG model.

Termination Properties and Complexity The algorithm always terminates since the
recursive backward traversion in DAGs eventually reaches some root node as there
are no cycles in DAGs by construction. In addition, since ap is a total function (i.e.,
it is defined for any DAG along any related attribute relation AR), it is possible to
cache and reuse the ap’s result for any node. This way, for each node, ap is only
calculated once and, hence, the complexity to the attribute propagation runs with
linear complexity for any DAG, i.e., O(|V]).
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Service Propagation

Input: The DAG model including the list of nodes V, the list of edges F, and
the list of offered services SR.
Output: The DAG model with propagated services.

Procedure:
1. Recursively derive the services for each node using ps.

2. Store the results along with the node using a service relation SR’ : V —
M.

3. Return V, E, and SR'.

Algorithm 5.3.: Service Propagation

Services are propagated in a similar way as attributes but, due to the fact that
services are globally unique, the algorithm is simpler. For this purpose, we define a
service propagation function ps : V' — M that calculates the set of services for some
node v € V:

( swith (v,s) € SR, if AueV :(u,v)€eFE
ps(v) =
$ UU(uw)cr ps(u)) with (v, s) € SR, else

If the node is a root node, its services are returned. Otherwise, all services from
all incoming paths are collected by recursively traversing the DAG backwards and
unioning each node’s set of services. In Algorithm 5.3, we sketch the service
propagation for the complete DAG model. The algorithm’s termination properties

and complexity are the same as for the attribute propagation for the same reasons.

For instance, calculating the set of services for the WebServer yields

ps(WebServer) = {

{(proto,{6}), (port, {22})},
{(proto, {6}), (port, {80})}
}

since it offers HTTP and inherits the SSH service from the DMZ.

5.3 Example 2: Formalizing FPLs Inventories and Propagation

95



5.4

96

Algebraic Properties of DHSA

In order to provide mathematical soundness to our embedding of DHSA into HSA
using a homomorpism in Section 5.5, we first show that DHSA offers the alge-
braic properties of a distributive lattice with neutral elements. For reference, in
Definition 12, we defined DHSA as follows:

DHSA := (M;N,U, Mg, D).

Specificantly, for distributive lattices the following algebraic laws apply [34]:

Ve, y e M : rNy = yNx (commutativity)
Ve, y e M : xUy = yUzx

Ve,y,ze M: zN(ynNz) = (zNy)Nz (associativity)
Ve,y,ze M: xzU(yUz) = (zUy)Uz

Ve,y,ze M: xzN(yUz) = (zNy)U(xNz) (distributivity)
Ve,yze M: zU(yNz) = (xUy)N(zUz)

Ve e M: xNr = x (idempotency)
Ve e M: rUx = x

Ve, y € M : zN(xzVUy) = = (absortion)
Ve,ye M:  zU(zNy) = z

In the following, we examplarily proof the commutativity of the intersection operator.
The proofs for union commutativity, associativity, distributivity, idempotency, and
absortion can be found in Appendix A.5.

Theorem 1. DHSA's intersection operation is commutative, i.e.:

Ve,ye M:zNy=yNxz.

We prove the commutativity of DHSA's intersection operation by proving that inter-
secting tuples, matches, and match sets is commutative.

Lemma 1. The tuple intersection is commutative, i.e.:

Vi th e HEP x Voo s thnth =t ndh.
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Proof.

75}11 a t% = (hv vtl) N (h, Utz)
= (h,’l)tl N Utz) | cf. Def. 6
= (h,v, Nvyy) | since the value sets are regular sets

| (Def. 1) and the regular set intersection
| is commutative (Def. 6)

(h7 Utz) N (h7 Utl)
=thnth

Lemma 2. The intersection of single matches is commutative, i.e.:

V{ml}, {mQ} eEM:miNmg=moNmy.

Proof.

miMNmg = {t}fl ﬂtgi Vi = 1..|HD| ch; € ,HD,t}lli S ml,tg” S mg} | cf. Def. 7

= {thi it | Vi =1./HP|: hy € HP, 10 € my,thi € my} | since the tuple
| intersection is
| commutative
| (Lemma 1)
= My N mq
[
Lemma 3. The intersection of match sets is commutative, i.e.:
VM, My € M : My N My = My N M.
Proof.
MiNMy, = {m1 N mao ‘ m1 € My, mo € MQ} ’ cf. Def. 8
={maNmy | mg € Ma,my € My} |since intersecting
| single matches is
| commutative
| (Lemma 2)
= My N M;
]
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Neutral Elements

In addition to its properties as distributive lattice, DHSA bears neutral elements for
its intersection and union operations. I.e., the full match set Mq := {mgq}, where
meo = {t?{ | Vi = 1.|HP| : h; € HP} is the match where all tuples’ values equal
their full value domain (i.e., tg" := (h4, V3,)), behaves neutrally when used in the
intersection operation. Respectively, the empty set () serves as neutral element for
the union operation. For proofs of the neutrality properties, refer to Appendix A.6.

Comparison with HSA

We have shown that DHSA is a distributive lattice which is true for HSA as well. In ad-
dition, HSA defines a complementation operation and suffices the complementation
laws. Hence, HSA is a boolean lattice (cf. Section 2.2.1.4 for details).

Since we did not define complementation for DHSA, the complementation laws do
not hold. Therefore, DHSA is a distributive lattice but not a boolean lattice. The
neutral elements for the intersection and union operations can be found in DHSA
and HSA alike. For HSA being a boolean lattice, this is mandatory whereas for DHSA,
it is an addition.

Concerning the embeddability, distributive lattices can be embedded into boolean
lattices using injective homomorphisms. IL.e., all elements as well as all operations of
the domain DHSA can be mapped onto respective elements and operations of the
codomain HSA. Therefore, DHSA can be embedded into HSA using this injective
homomorphism.

Homomorphism

In order to embed DHSA in HSA, we use an injective homomorphism. After giving a
short excursion into homomorphisms, we define the homomorphism function, proof
the homomorphism properties, and show injectivity.

Note: Since we use the N, U, and () symbols in DHSA and HSA alike, we improve
clarity by denoting the symbols with the superscripts © for DHSA resp.  for HSA,
e.g., NP, U or (P,
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Excursion: Homomorphisms

In universal algebra, a homomorphism is a structure-preserving mapping between
two algebraic structures of the same type [34]. An algebra’s type is determined
by the arity of the algebras’ operations. Let A = (A;(f;)icr) and B = (B; (gi)icr)
be algebras where (f;);c; and (g;);cr are functions f; resp. g; indiced over I. Each
operation has an arity n; and the algebra’s type 7 is defined over the sequence
of these arities, i.e., 7 = (n;);c;. For instance, DHSA is defined as DHSA =
(M;NP UP, Mg, )P) where both, the intersection and the union operations, have
an arity of 2 while the neutral elements are constants with arity 0. Hence, the type
is 7PHSA = (n) = 2,ny = 2,n3 = 0,n4 = 0). HSA, on the other hand, is defined as
HSA = (2";nH UH = Hq, 07) with 7754 = (2,2,1,0,0).

A mapping o : A — B is a homomorphism from A to B if they have the same
type, i.e., 7* = 75, and if for each i € I and the operation f; with its parameters
ai,...an, € A and the corresponding operation g; the following holds:

o(filar,...,an,;)) = gi(o(ar),...,o(an,)).

Therefore, using a homomorphism allows to either compute in .4 and then map the
result to 5 or to map the parameters to B first and then compute the result in 5.

In our case, we can see that the types mismatch since HSA comprises the complemen-
tation as an additional operation, i.e., 7074 = (2,2,0,0) # (2,2,1,0,0) = 7754
Therefore, we limit our reflections to a sub-algebra HS.A~ which is a distributive
lattice plus neutral elements for the intersection resp. union operations. Formally:

HSA™ = (270 U, Hg, 0H).
For HSA™ the type is 7754™ = (2,2,0,0) which equals 72%54,

Further, we need to show that the operations are closed under the homomorphism

o,l.e.:
a(0P) = oH,
o(Mgq) = Hg,
o(M; NP My) = o(My) " (Ms), and
o(M; UP M) = o(My) UH o (M>)

Injective Homomorphisms Like other relations, homomorphisms can be surjective,
injective, or bijective. A homomorphism is injective if for every two distinct preimages

5.5 Homomorphism
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from the domain the resulting images in the codomain are distinct, too. Though,
it is not necessary that every element from the codomain is mapped to, i.e., there
may exist elements in the codomain without a preimage under the homomorphism.
Injective homomorphisms are also called Monomorphisms or Embeddings.

Formally, a function f : A — B is injective if

Ve,y e A (f(x) = f(y) 2=y

A homomorphism o : A — B for some algebras A = (4; (f;)icr) and B = (B; (gi)ier)
is injective if all operations behave injective under the homomorphism, i.e., for an
operation f; with an arity n;:

Yay, by, ...,ani,bm eA: a(fi(al, ...,ani)) = O’(fi(bl, ,bnl)) — a1 = by, ey Ay = bni-

Particularly, to show the injectivity of DHSA's homomorphism o,
VM, My € M,Yh € 2" : (o(My) = h A o(Ms) = h) — My = M,

must hold.

Definitions

Our homomorphism consists of a top-level function that maps match sets onto
header space objects and helper functions that expand DHSA matches to sets of
wildcardable matches and transform such matches into wildcard expressions.

For example, given a Header Space consisting of the IPv4 destination address field,
the protocol field and the destination port, i.e., H” = {h; = dip, ho = proto, h3 =
dport}, a match set

M = {{(dip, {1.2.3.4}), (proto, {6,17}), (dport, Vaport)}}

would result in the header space object

H=/{
00000001,00000010,00000011,00000100,00000110, xXXXXXXX , XXXXXXXX;
00000001,00000010,00000011,00000100,00010001 , XXXXXXXX , XXXXXXXX
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consisting of two wildcard expressions since the value set {6, 17} cannot be repre-
sented using a single wildcard expression. Hence, the match in M needed to be
expanded into two matches

{(dip, {1.2.3.4}), (proto, {6}), (dport, Vaport) }

and
{(dip, {1.2.3.4}), (proto, {17}), (dport, Vaport) }

before M could have been translated to HSA.

In particular, we define a homomorphism o that transforms a DHSA match set into
a header space object by, first, enumerating all packets matched by the match set
and, then, transforming these packets into wildcard expressions. The resulting set of
wildcard expressions is a proper header space object. Formally:

Definition 13 (Homomorphism).

o M — 2%
o(M) :={WC(p) | p € packets(m),m € M}

where packets and WC' are helper functions with the following semantics.

The helper function packets : M — M enumerates all packets matched by a match.
A packet is a match where for each header field tuple, the value set contains only
a single element. E.g., the match {(dip,{1.2.3.4}), (proto,{6}), (dport, {80})}
is a packet while {(dip,{1.2.3.4}), (proto,{6,17}), (dport, {53})} is not. Conse-
quently, the matches that represent single packets result in wildcard expressions that
solely consist of 0 or 1 but not x. Formally, the packet enumeration is defined as:

Definition 14 (Packet Enumeration).

packets : M — M

packets(m) := {

{(hl,{v}) ‘ Vi = 1..‘IHD| th; € HD} ’ V € Vp,, (hi,’l)hi) em,Vi= 1..’7‘[23‘ 1 h; € HP
.

Further, the helper function WC : M — H transforms a wildcardable DHSA match

into a wildcard expression. A match is wildcardable if it can be represented with a
single wildcard expression. E.g., the match

{(dip,{1.2.3.4}), (proto, {6}), (dport, Vaport)}
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is wildcardable since the protocol’s value 6 is encoded as 00000110 while the desti-
nation address’s and port’s values are encoded as

00000001,00000010,00000011,00000100 resp. XxXXXXXXX , XXXXXXXX
resulting in the wildcard expression
00000001,00000010,00000011,00000100,00000110, XXXXXXXX , XXXXXXXX.

The match {(dip, {1.2.3.4}), (proto, {6,17}), (dport, Vaport) }, On the other hand,
is not wildcardable since there is no single wildcard expression that encodes both
protocol values. Note that packets are always wildcardable.

Homomorphic Properties of o

We show that ¢ is an injective homomorphism from DHSA to HS. A~ by proving
the homomorphism properties for the intersection and union operations as well as
for the neutral elements. Finally, we discuss ¢’s injectitivity.

Theorem 2. o is an injective homomorphism from DHSA to HSA™.

Lemma 4. o maps DHSA’s empty element to HSA’s empty element.

Proof.
a(0P) = {WC(p) | p € packets(m),m € BP} = {} = p¥

Lemma 5. o maps DHSA’s full set to HSA’s full set: o(Mq) = Hgq.
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Proof. (Where the helper function max : V3 — Vy returns a set containing only the

largest element of a value set.)

o(Mq) ={WC(p)|p € packets(m),m € {mq}}
={WC(p) | p € packets(mgq)}

WC({(h1,{0}), -, (hn, {0})}),
WC{(h1,{0}), -, (hn, {1})}),

WC({(h1,max(Vh,)), ..o, (hn,mazx(Vy,))})
}

— {000..000,000..001, ...,111..111}
= {xx..xx} = Hq

Lemma 6. o fulfils the homomorphism properties for the intersection operation.

Proof.
o(My NP My) = {WC(p)|p € packets(m),m € My NP My} | cf. Def. 13
={WC(p) | | cf. Def. 8
p € packets(my NP my),
my € My,
mo € Mo
¥
={WC(p1) | | since taking all
p1 = po, | packets from a
p1 € packets(my), my € My, | match intersection
pa € packets(msg), mo € My | is the same as
} | taking the same

| packets from the

| individual matches

={WC(p) |
P1 = P2,
p1 € packets(mq),my € My,
P2 € packets(ms), mo € My
} N A{WC(p2) |
pP1 = p2,
p1 € packets(my), my € My,
p2 € packets(ma), ma € My
}
=o(M;) NH o(Ms,)
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Lemma 7. o fulfils the homomorphism properties for the union operation.

Proof.

o(My UP My) = {WC(p1), WC(p2) |
p1 € packets(my), my € M,
p2 € packets(mz), ma € My

}

= {WC(p) | ;1 € packets(my),m; € My} U
{WC(p2) | p2 € packets(msa), ma € Ms}
= o(M) uH o(Ms)

Lemma 8. o0 : M — H is injective, i.e.:

VMl,MQEMZVhG/HI(O’(Ml):h/\O'(Mg):h)*)Mleg

Proof. Before proving injectivity, we define that two match sets are equal iff they
contain the same packets. Formally:

Definition 15 (Match Set Equality).

M, =My & U packets(my) = U packets(ms)
mi1€M; ma€Ma

We prove the lemma by contradiction. Assume that M; # Mo, then there exists a
packet p

e that is contained in M; but not in My (Case 1)
or
¢ that is not contained in M; but in My (Case 2).

Formally:

P € Uy e, packets(mi),p & Up,en, packets(ma) (1)
P & U, en, packets(ma), p € Up,en, packets(ma)  (2)
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To prove the first case, we apply the homomorphism to both match sets and compare
the results:

o(My) = {WC(p), WC(p1) |
p € packets(m'),m’ € My, p1 € packets(my),my € M
}=thy
o(Msz) = {WC(p2) | p2 € packets(ma), ma € Mo} =: hy

Since p is not in My, W C(p) cannot be in hs. Therefore, hy # ho and the premise is
false.

The second case can be proven analogously. Hence, if o(M;) = h = o(M3) should
hold, then M; must be equal to M, which is a contradiction to our assumption.
Thus, the lemma holds and ¢ is injective.

Summary

In this chapter, we presented the Domain-oriented Header Space Analysis (DHSA)
which enables an accessible modeling of network devices along with their configu-
ration. We demonstrate modeling with DHSA regarding IPTables rule sets and by
formalizing the attribute and service propagations sketched in Chapter 4.

Also, we have proven that DHSA is a distributive lattice and we have shown that
our embedding in HSA is an injective homomorphism. These formal assurances
imply high confidence in the functional correctness of the DHSA-based models
and algorithms in our verification framework FaVe concerning the solving in the
HSA-based NetPlumber

5.6 Summary
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The Fast Verification
Framework FaVe

In order to realize the management workflows stated in Section 1.2 — namely the
compliance verification workflow as well as the firewall anomaly detection workflow
— we implemented FaVe — a framework for fast formal network verification. As
shown in Figure 6.1, FaVe is based on DHSA which was introduced in Chapter 5
and offers accessible means and automation for administrators to model networks,
verify compliance with FPL security specifications, and detect firewall anomalies.
In addition, FaVe automates most tasks to minimize operational costs as well as
human error and, therefore, enables continuous repetitions as part of the security
management workflows.

Dynamic Embedding

DHSA — = HSA
(Injective Homomorphism)

implemented by implemented by
Y Y
uses R Extended
L NetPlumber

Fig. 6.1.: Overview of the general concepts, their implementations, and inter-relations.

This chapter is structured as follows. After detailing the main security workflows,
we provide details about FaVe’s architecture in Section 6.1 as well as for all major
components. Finally, in Section 6.3, we show how to model dynamic protocols like
IPv6 extension header chains and how we support these procedures in FaVe.

Compliance Verification Workflow The compliance verification workflow is realized
as shown in Figure 6.2. The workflow consists of three major parts — the specification
of the security policy, the network modeling, and the compliance verification. At
first, the security official needs to specify the security policy (1a) using abstract
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S
Report (3b) generates
S
I:b! (1a) specifies . | Policy
|
Security
Official 3
. S
.b! (1b) specifies . [Imventory| N Policy- = )
L ? ? eporting
J_. Translator
Network

Administrator

(1c) generates and
instruments

Security Invariants

(3a) Results

Network
Management —
\ Verification
Security (2a) Configurations? (2b) N Engine

Modeling

Model Compliance
Analysis

Management and Topology __$

Network Control

Fig. 6.2.: The management workflow to check network security compliance (yellow) and
its integration with existing management systems (blue).

terms of the network, e.g., the reachability of services or network segments. The
network administrator specifies an inventory (1b) which maps these abstract terms
to their technical implementation in the network. This security specification is used
to generate security invariants (1c) that are instrumented in a verification engine.

In the second part, the network topology and the configurations of network devices
like routers, firewalls, or switches need to be modeled using the originial device
configurations as inputs (2a), e.g., firewall rule sets or switch configurations. This
model covers the forwarding behaviour of the network and is instrumented in the
verification engine as well (2b).

Finally, after verifying the model against the security specification (3a) the results
are used to report the state of security compliance to the security official and
network administrator (3b). All steps except the security specification and inventory
definitions can be automated which allows a continuous reverification of network
security either periodically or after configuration changes.

Firewall Anomaly Detection Workflow As shown in Figure 6.3 the detection of
firewall anomalies is realized as a two step workflow. First, the firewall rule set is
modeled. Second, the model is checked for anomalies (2a) by the verification engine
and, then, the results are reported (2b) to the network administrator.
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I_b_ ¢ ¢ Reporting
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Management Anomaly
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Fig. 6.3.: The management workflow to detect firewall anomalies.
FPLPohcleSl ________________ I Report
E Fa Ve Policy Reporting E
' Translator !
Network Configurations || Modeling o E
Management ! Engine o Model U Verification U ;
) g Aggregator Engine i
Il’opology 2 (e.g., NetPlumber) E
: . = P '
Securlty Conﬁgur?tions Mode}mg g N Ve“f]‘g;;‘:lz Compliar'lce :
Management ' Engine 2 Adbricr 5 ‘DZ Analysis '
' — oe 2 = '
, o : £3 Anomaly i
: % %@ = Detection E
: 2z ZEEZ :
Network Events | Modeling S E
Control : Engine = :

Fig. 6.4.: Overview of FaVe’s incremental modeling and verification pipeline.

The workflows implemented with FaVe follow a pipeline pattern: Device config-
urations are modeled individually, aggregated to an overall network model, and
analyzed by a verification engine concerning some invariants. E.g., if some fire-
wall contains firewall anomalies or if the network model complies with some FPL
security specification. Figure 6.4 gives an overview of FaVe’s pipelined architec-
ture. FaVe consists of a set of components: the Modeling Engines and the Model
Aggregator implement the modeling of networks, the Policy Translator implements
FPL instrumentations, and the Verification Engine Adapter provides integration with
the verification engine. Finally, the Reporting engine generates reports. These
components and their interplay are described in the following.
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Modeling Engines

Modeling Engine Model

E Template

Configuration Configuration| AST Model Model

Parser Generator

Y ! DHSA

Fig. 6.5.: Internals of a modeling engine.

Modeling Engines transform a device configuration into a DHSA-based device model
for further processing by FaVe’s modeling pipeline. Figure 6.5 shows the internals of
a Modeling Engine. First, the configuration is parsed into an Abstract Syntax Tree
(AST) which is, then, used to instantiate a Model Template for that particular device
type, e.g., a packet filter.

Generic Device Model

0
g Table 1 actl Table 2 Table 4 qtalj
£ >| T3
- o5}
|3} n
= —
= 2
z Table 3 3
éo act2 3
= 197}
(a) Generic device model
PacketFilterModel
" PreRouting Forward | Routing PostRouting
g _»| Table forward|  Table accept Table Table |5 0?
& 3
- o2}
o 7]
= —
= 2
0 @
z Input Output =
&b Table Table 2
S input accept 2
accept

(b) Packet filter model

Fig. 6.6.: The generic device model (top) and an example of a packet filter model (bottom).

Model templates consist of an inner and an outer part. Figure 6.6a shows the generic
device model while Figure 6.6b depicts a packet filter model template. The outer
part offers ports to interconnect device models with respect to the network topology
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6.1.2

whereas the inner model consists of a branchable pipeline of consecutive tables.
Each table holds a list of prioritized rules that operate on a match-action-semantics.
During the verification process the incoming packet flows are distributed over the set
of rules based on the dependencies between the rules’ match parts. Then, these sub
flows are processed based on the respective set of actions, e.g., forwarded, rewritten,
or dropped. Branching is modeled through the application of forwarding actions,
i.e., depending on the action, different tables can be processed next.

For instance, in the case of the packet filter’s PreRouting table, packets are distin-
guished based on their target, i.e., if they are destined for the packet filter itself (the
Input table) or to be further forwarded in the network (the Forward table). All in all,
the internal pipeline of the packet filter model comprises six tables. Details on the
packet filter model as well as for other device models will be given in Chapter 7.

Model Aggregator

The Model Aggregator combines the device models according to the network topology.
Le., it connects the devices’ egress ports with the respective ingress ports. In addition,
the model aggregator stores the network model and is able to calculate increments
between subsequent models. If the verification engine supports incremental solving,
these increments can speed up reverification.

PacketFilterModel (PGF)

Sw1tchModel Hostl\[odel
PreRouting Forward | Routing PostRouting Ofﬁ( eSwitcl h OH‘I( p
s Table |forward]  myple aceept Table Table |5
HostModel
0 0
(Internet) [0}
Input Output,
. Table Table
nput accept ok SwitehModel L [ HostModel
DMZSwltch W ebServer)

Fig. 6.7.: Example network model.

Figure 6.7 shows how our example network from Section 4.1 is modeled in FaVe.
Each endpoint is represented by a host, i.e., the Internet, the Office, and the Web-
Server. The DMZ and Office networks each consist of a switch and the firewall is
realized as a packet filter model as seen before. Intuitively, the topology is modeled
by the following table which connects the devices’s egress ports with the respective
ingress ports (PGF denotes the packet filter):
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6.1.4
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Egress Port

Ingress Port

Internet.egress.0

PGF.ingress.0

PGF.egress.0

Internet.ingress.0

PGF.egress.1

OfficeSwitch.ingress.0

OfficeSwitch.egress.0

PGF.ingress.1

PGF.egress.2

DMZSwitch.ingress.0

DMZSwitch.egress.0

PGF.ingress.2

OfficeSwitch.egress.1

Office.ingress.0

Office.egress.0

OfficeSwitch.ingress.1

DMZSwitch.egress.1

WebServer.ingress.0

WebServer.egress.0

DMZSwitch.ingress.1

Verification Engine Adapter

Verification Engines need to offer capabilities to verify compliance of network models
with FPL security specifications as well as the detection of firewall anomalies. Since
existing verification engines cannot process DHSA models directly, we specify Verifi-
cation Engine Adapters that perform the necessary steps in order to use a verification
engine. Particularly, FaVe reuses and extends the well-known NetPlumber [79]
engine which models networks with HSA (see Section 2.2.2 for details).

Being a part of the Model Aggregator, our NetPlumber adapter efficiently implements
the embedding of DHSA models in HSA models. A detailed introduction into the
embedding’s implementation will be given in Section 6.2. Further, details of the
compliance verification and the firewall anomaly detection are given in Chapter 7
resp. Chapter 8.

FaVe supports an incremental mode where subsequent reverifications can be per-
formed on model increments instead of the full model. This feature requires in-
cremental solving by the verification engine, which, for instance, is offered by
NetPlumber.

Policy Translator

The Policy Translator transforms FPL security specifications into traffic generators
and security invariants to be instrumented and executed in the verification engine.
These endpoints need to be attached to the network model based on the topology
and need to take the inventory into consideration. There are two attachment modes
that are based on the endpoint’s model complexity. I.e., complex endpoints are
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modeled by a packet filter model, e.g., in order to enable configuring host firewall
rules, whereas simple endpoints are not modeled explicitly by some device model.
FaVe offers pairs of traffic emitters and traffic consumers that comprise a port that
can be directly connected to the network or to internal pipelines of complex models.
This way, simple endpoints can be represented directly. With complex endpoints,
they are attached to the internal pipeline. E.g., an emitter could be attached to the
packet filter’s output pipeline whereas a consumer could be attached to the input
pipeline. The emitted traffic aligns with the modeled FPL role, i.e., the destination
fields are set according to the role, e.g., the destination IP range or VLAN tag.

{., (hs1p, {2001 :db8: :200/120}), ...}

Traffic
Emission
Office

SwitchModel
(OfficeSwitch)

{osy (Bsipy Veip), -}

Traffic
Emission
Internet

Traffic
Consumption

Office

{..., (hsip, {2001:db8: :110/124}), ...}

Traffic
Consumption
Internet

Traffic
Emission
‘WebServer

SwitchModel
(DMZSwitch)

Traffic
Consumption
WebServer

Fig. 6.8.: Example with simple host models directly represented by pairs of emitters and
consumers.

Figure 6.8 shows the attachments for traffic emission and consumption in our
example network. In this example, we model each endpoint with simple host models,
i.e., by a pair of traffic emitters and consumers directly attached to the network.
The emitters generate traffic with the source IP set to the respective endpoint’s
address range, e.g., 2001:db8::110/124 for the web server. Each attachment’s

port is unidirectionally connected to the port originally connecting the host model.

E.g., the Internet’s emitter’s port is connected to the firewall’s ingress port facing
the Internet while the latter’s respective egress port is connected to the Internet
consumer’s port.

Reporting

FaVe offers a reporting engine that generates a report helping the security officials
and administrators to understand the verification results. The report consists of two
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sections where the first one details compliance violations and the second one lists
firewall anomalies. For more details on compliance and firewall anomaly checking

refer to Chapter 7 resp. Chapter 8.

Report

Compliance Check

No compliance violations have been found.

Anomaly Check

No anomalies have been found.

(a) Report for a firewall rule set without any compliance violations or firewall anomalies.

Report

Compliance Check

The following compliance violations have been found:
* source.office does not reach probe.internet

* source.internet does not reach probe.office with

— related=1

Anomaly Check

The following anomalies have been found:

* shadowed rule at line 7:
ip6tables -A FORWARD -s 2001:db8::200/120 -d
2001:db8::100/120 -p tcp -dport 22 -j ACCEPT

(b) Report for a firewall rule set that violates compliance and includes a firewall anomaly.

Fig. 6.9.: Example reports as provided by FaVe.

For instance, the report depicted in Figure 6.9a shows the results when checking our
example network with the firewall rule set from Section 5.2 against the compliance
specification from Section 4.1.2. Since everything is compliant and there are no
anomalies in the firewall rule set, the report is blank.

Assume we change the firewall rule set by removing rule (3) and duplicate rule (5).
Removing rule (3) results in a compliance violation of the rule 0ffice <->> Internet
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and the duplication of rule (5) introduces a shadowing anomaly. The resulting rule

set looks as follows:

(1) ip6tables —P FORWARD DROP
(2) ip6tables —A FORWARD —in—interface ethO \
—s 2001:db8::0/32 —j DROP
(3) ip6tables —A FORWARD —m conntrack ——ctstate \
ESTABLISHED —j ACCEPT
(4) #ip6tables —A FORWARD —out—interface ethO \
—s 2001:db8::200/120 —j ACCEPT
(5) ip6tables —A FORWARD —d 2001:db8::110/124 —p tcp \
——dport 80 —j ACCEPT
(6) ip6tables —A FORWARD —s 2001:db8::200/120 \
—d 2001:db8::100/120 —p tcp —dport 22 —j ACCEPT
(7) ip6tables —A FORWARD —s 2001:db8::200/120 \
—d 2001:db8::100/120 —p tcp ——dport 22 —j ACCEPT

When checking for compliance and anomalies, FaVe yields a report as depicted in
Figure 6.9b. The compliance section shows that the Office role cannot reach the
Internet and return traffic is not permitted either. This violates the compliance rule
Office <->> Internet. The anomaly section reveals that the duplicated firewall
rule (7) is shadowed by previous rules.

6.1.6 Extensibility

GeneratorModel AbstractDeviceModel ProbeModel

+ node: str
+ type: str
+ tables: map
+ ports: map
+ wiring: list

SwitchModel AbstractFirewallModel RouterModel
PacketFilterModel SnapshotPacketFilterModel ApplicationLayerGatewayModel

ComplexHostModel

Fig. 6.10.: Overview of FaVe’s device model template classes.
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The FaVe framework can be extended in two aspects. First, new device models can
be added and, second, alternative verification engines may be introduced.

New device models The addition of a new device model can be achieved by im-
plementing a new modeling engine. As depicted in Figure 6.5, there are three
components: a configuration parser, a model template, and a model generator. Model
templates are realized through polymorphism. Figure 6.10 gives an overview of the
device model template classes currently shipped with FaVe. New device models can
inherit from the abstract device model or any of the specific models. In addition, one
needs to implement the parser and the model generator. First, the parser reads the
configuration and yields an Abstract Syntax Tree (AST). Then, the model generator
instantiates the model template with the configuration data from the AST. Finally,
the new device model needs to be registered with the model aggregator by their
name and class.

For instance, as depicted in Figure 6.10, we used this mechanism to realize device
models for routers that extend the abstract device model and snapshot-based packet
filters that extend the abstract firewall model. For details on these device models,
refer to the Sections 7.1.2 resp. 7.1.5.

Abstract VerificationEngine

+ add_generator()
+ add_link()

+ add_probe() <
+ add_rules()

+ add_tables()

+ add_wiring()

+ check_anomalies()

NetPlumberAdapter

Fig. 6.11.: Overview of FaVe’s verification engine classes.

Alternative verification engines To replace the verification engine, one needs to
implement an adapter class that transforms a DHSA model into the model that is
specific to the new engine. In particular, the modeling building blocks, i.e., tables,
links, ports, and rules, need to be represented as well as a mapping from DHSA onto
the engine’s formalism. As depicted in Figure 6.11 the adapter class can be derived
from FaVe’s AbstractVerificationEngine class. Finally, FaVe’s model aggregator
needs to be configured to use the alternative verification engine.
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6.1.7 Implementation of the Prototype

FaVe’s prototype is implemented in Python and reuses the publicly available Net-
Plumber verification backend [76] which is implemented in C/C++.! The modeling
engines are realized as small standalone tools which communicate over UNIX domain
sockets with the Model Aggregator component and include models for routers with
Cisco ACLs, switches, and stateful ip6tables packet filters. The Model Aggregator
is implemented as a two-threaded daemon with a frontend thread that accepts
device models from the modeling engines and a backend thread that aggregates the
network model, calculates increments, and instruments NetPlumber.

We implemented some extensions for NetPlumber which add necessary features or
improve performance:

Header Space Enlargement We enable the enlargement of the Header Space at
runtime, i.e., the amount of bits that encode header fields in NetPlumber. We
need this feature to model dynamic protocol elements like IPv6 extension
header chains (cf. Section 6.3). Our implementation accesses every wildcard
expression and header space object and enlarges memory to fit the new amount
of header bits. By using realloc? on Linux, often memory reallocation can be
performed in-place which helps to prevent expensive copying operations.

Header Space Object Compression We implemented a simple compression for
header space objects that reduces memory consumption and that needs to
be performed explicitly. The compression performs a pairwise comparison of
the objects’ wildcard expressions and removes duplicates and expressions that
encode subsets.

Propagation Tree Analysis NetPlumber permanently tracks the propagation of
network traffic and analyzes the state of invariant satisfaction while the invari-
ants are attached to probe nodes, i.e., the leaves of the propagation trees. This
approach has two drawbacks: First, regarding larger configuration changes,
NetPlumber performs a lot of analysis efforts and might yield several analysis
notifications about transient states while only the final result is of interest.
And, second, reconstructing the final result from these transient notifications
puts additional effort on NetPlumber’s user, i.e., FaVe.

Therefore, we added a new operational mode to NetPlumber to perform
analysis on demand. In order to check reachabilities, we analyze the whole

'We added several bug fixes and code enhancements to NetPlumber which we open-sourced along
with FaVe: https://github.com/cllorenz/fave-project.
https://linux.die.net/man/3/realloc
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propagation tree in one run. Beginning at some source node, the analysis
traverses the flow tree, collects all leaves, and checks if the packet sets that
stem from the source may reach some destination, i.e., the host, network, or
service. We rely on this feature when we verify network security compliance
in Chapter 7.

To suppress NetPlumber’s permanent analysis, we simply instrument all probe
nodes with a FlowExp expression that always returns true while not requiring
NetPlumber to perform further analysis of incoming flows.

Firewall Anomaly Detection We implemented an analysis that searches individual
NetPlumber tables for firewall anomalies like shadowing or generalization.
For instance, shadowing anomalies are detected by traversing the table from
the highest to the lowest priority, collect the set of packets that were handled
already, and compare that set with the next rule in order to determine if there
are packets left for that rule. We rely on this feature when we search for
firewall anomalies in Chapter 8 where we provide details on the supported
anomalies and the respective detection algorithms. Throughout this analysis,
we also utilize the compression of header space objects.

Embedding of DHSA in HSA

The embedding of DHSA in HSA, which is implemented in FaVe’s Verification En-
gine Adapter for NetPlumber, is based on a header mapping Mapy and performed
through a rule embedding function embed_r. The header mapping ensures that
values from DHSA's header field tuples are always stored in the same areas of the
HSA wildcard expressions that form the rules in NetPlumber. The rule embedding
function concisely encodes DHSA rules as sets of NetPlumber rules® while conserving
the homomorphic properties of o (cf. Section 5.5). The homomorphim is defined
over the enumeration of single packets and a naive implementation would not only
be inefficient but run for an infeasibly long time. For instance, enumerating all 2256
IPv6 packets would take longer than the universe exists until this point in time*. In

3We use the terms HSA rule and NetPlumber rule interchangeably. We speak of HSA rules whenever we
want to highlight the more conceptual character while we refer to implementation characteristics
when we speak of NetPlumber rules.

“Assuming a single step took one picosecond, enumerating the IPv6 address space would require
2256 ~ 1.16 x 10"" ps. Since the universe is about 13.7 billion years old (cf. \cite{https:
//esahubble.org/science/age_size/}), there have been 13.7bn years ~ 4.32 x 10'7 s ~ 4.32 x
10%° ps since the big bang which is much shorter.
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the following, we will describe an efficient solution for this matter and discuss the
formal implications in greater detail in Section 6.2.3.

6.2.1 Header Mapping

The header mapping Mappy stores a header field’s position on the HSA wildcard
expressions which comprise the internal data structures of NetPlumber. Formally,
the header mapping is defined as Mapy € HP x N x N. An entry (h,l,u) € Mapy
for a header field h € HP” consists of the embedding boundaries [, € N on the
HSA wildcard expression where | < w < >,y bits(h). The helper function
bits : HP — N returns the bitwidth of some header field, e.g., 128 bits for the IPv6
destination address. Given our example rule set, the header mapping is the following
(the headers were added in the order of their appearance in the firewall rule set):

Mapg = {

(iif,0,31),

(sip, 32,159),
(state, 160, 167),
(0if, 168,199),
(dip, 200, 327),
(proto, 328, 335),
(dport, 336, 351)
}

For instance, the IPv6 source address starts at bit 32 and ends at bit 159 since it is
128 bits wide and 32 + 128 — 1 = 159.

6.2.2 Embedding Rules and Rule Sets

As sketched in Algorithm 6.1, we embed a set of DHSA rules in a NetPlumber table
by expanding the individual DHSA rules into sets of DHSA rules that, in turn, can
be directly translated to distinct NetPlumber rules. Meanwhile, we preserve the
matching semantics of the original DHSA rule set.
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Input:
e DHSA rule set R
* Header Mapping Mapy
* NetPlumber table

Output: A set of NetPlumber rules that can be placed in the NetPlumber table.

Procedure:

1. Partition the NetPlumber table in order to fit the NetPlumber rules con-
structed from R.

2. For each DHSA rule r from R, create a set of distinct NetPlumber rules in
the following manner:

(1) Map the rule’s action to the according NetPlumber forwarding ports.

(2) Expand the rule’s DHSA match to a set of wildcardable DHSA matches
that, together, match the same packets.

(3) Translate the wildcardable DHSA matches into HSA wildcard expres-
sions according to the header mapping Mapy.

(4) Create a distinct index for each wildcard expression that points into
the table space of the NetPlumber table which has been reserved for
this DHSA rule.

(5) Construct NetPlumber rules using these indices, wildcard expressions,
and forwarding ports.

3. Return all NetPlumber rules that were created in this way.

Algorithm 6.1.: Top level algorithm that transforms a DHSA rule set into a set of NetPlumber
rules that can be installed in a NetPlumber table.

In the following, we illustrate the algorithm’s application for the fifth DHSA rule r;
from our example rule set (cf. Figure 6.13), i.e.:

rs
(iif, Viig), (0if, Vois),
(sip, {2001:db8: :200/120}), (dip, {2001 :db8: : 110/124}),
(proto, {6}), (sport, Vsport), (dport, {22}),
(state, Vstate)
} — accept
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‘ hy = iif ‘ hy = sip ‘ he = proto | hy = dport
S
0 31,32 159 328 335 | 336 351
0x500005000 ‘ D XXX. . XXX 001...xxx 0000,0110 | 000...110 | — ‘ [0x50001] ‘
N — - N —
embed_r T T T T T T
‘ 75 ‘ : ‘ Viif ‘ {2001 :db8: :200/120} ‘ ‘ {tcp} ‘ {22} ‘ — ‘ accept ‘

Fig. 6.12.: Mapy mapping and embed_r embedding from DHSA in HSA for the rule 5
from the example rule set.

The mapping Mapy and embedding through embed_r is depicted in Figure 6.12.
First, the accept action is mapped to port 0x50001. Then, it is checked whether
the DHSA match is wildcardable. Since this is the case, the wildcard expression is
constructed by translating all header field values to wildcard expression snippets
and positioning these in the resulting wildcard expression according to Mapy. E.g.,
the protocol field’s value {tcp} as 0000,0110 from bit 328 to bit 335. Afterwards,
the rule index is calculated as 0x500005000 and, finally, the NetPlumber rule is
compiled.

Rule Embedding

Formally, the rule embedding function is defined as follows:

embed_r: N x RP — oRM
embed_r(t,r; : m; — a;) = {
index(t,i,j — 1) : we_m(my, sorty(Mapm)) — action(t, a;) |
M’ := expand_m(m;),
j € 1..|M|,
m; € M’

where:

RP := Nx M x A denotes DHSA rules where M is the set of DHSA matches and
A := {accept, drop} are actions (DHSA rules have been described previously
in Section 5.5).

R =N x N x 2N x H x H x H x 2V denotes NetPlumber rules (NetPlumber

rules have been described previously in Section 2.2.2.1).

6.2 Embedding of DHSA in HSA

121



122

t € N is the NetPlumber table’s identifier.

r; € N is the DHSA rule’s index.

m; € M is the DHSA rule’s match.

a; € A is the DHSA rule’s action.

index() calculates the index for the resulting NetPlumber rule.

we_m() encodes a wildcardable DHSA match as a HSA wildcard expression.
action() calculates NetPlumber forwarding ports for DHSA actions.

sort;() sorts a header mapping ascending by the lower bound.

expand_m() expands a DHSA match to a set of wildcardable matches.

In the following, we describe these functionalities in greater detail.

Action Resolution In particular, the action resolution is defined as:

action : N x A — 2N

. {t- 216 + 1}, if a = accept
action(t,a) :=
0, else

We model the acceptance of packets by forwarding through a NetPlumber port
which is calculable using the table’s index. Dropping packets, on the other hand, is
performed by forwarding through no port at all which causes NetPlumber to stop
propagating these packets. Concerning our example, resolving the action results in
the port set {0x50001} since the target table has the index 0x5 and the rule’s action
is accept.

Match Translation Before constructing wildcard expressions for the NetPlumber
rules, the DHSA rule’s match is expanded using the function ezpand_m that takes a
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DHSA match and creates a DHSA match set which matches the same packets but
where each match is wildcardable. In particular, expand_m is defined as

expand_m : M — M
expand_m(m) := {
{(hi,vp) | Vi = 1.[HP| hy € HPY |
(hi,vp,;) € m,
(hiyl,u) € Mapp,
vy, € split_v(vp,,u+1-1),
Vi=1.|HP|, h; € HP}

where the helper function split v : Vi x N — 2V# splits an arbitrary value set
into a set of wildcardable value sets. Matches from expand_m are required to be
embeddable using a single HSA wildcard expression. Due to split_v, this is the case
since the value set of each header field can be represented using a single wildcard
expression. E.g., the destination IP address range 2001:db8::100/120 from our
example rule r5 is wildcardable since it can be represented by

00100000,00000001,00001101,10111000,000...000,00000001 , XXXXXXXX.

and, hence, split_v(vaip) = {vaip}- Also, all other header fields of 75 are wildcard-
able and expand_m yields the match set {ms}

Now, each match from the match set produced by expand m is converted to a
wildcard expression using the function wc_m which is formally defined as follows (o
denotes the concatenation of two wildcard expressions):

we_m : M x gHPXNxN _, 94
we_v(v,u+1—1),if Mapy =0

(where (h,v) € m)

we_m(m, {(h,l,u)} U Mapg) :=

)

)
we_v(v,u+1—1)owec_m(m, Mapg), else

)

(where (h,v) € m)

The function traverses the header field mapping M apy;, creates a wildcard expression
for the respective header field tuple’s value set, and concatenates these snippets
to a wildcard expression that encodes the whole match. For this purpose, we_ v :
Vyp x N — H translates a wildcardable value set to a wildcard expression with a
certain width.

NetPlumber assumes that a bit at a certain position has the same meaning over all
wildcard expressions but externalizes the specification of this meaning to the tool’s

6.2 Embedding of DHSA in HSA
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user. Hence, in order to use NetPlumber as a verfication engine, we need to make
sure that the DHSA header fields always map onto the same bits in NetPlumber.
For this purpose, we need to provide a stabily sorted version of Mapy that can be
traversed from the most to the least significant bits. Therefore, we use the helper
. gHP NN _y gHP xNxN

function sort; which sorts Mapy in ascending order based

on the entries’ lower bounds.

Concerning our example, sort;(Mapy) yields Mapg since the header mapping is
already sorted by the lower bounds. Then, wec_m(ms, Mapy) traverses Mapy from
iif to dport and transforms each header field tuple (k,v) from mj to a wildcard
expression. E.g., for the ingress interface iif the expression is xxx..xxx with a
length of u+1—1 = 31+1—0 = 32 bits. These snippets are concatenated throughout
the traversal of the header mapping. The whole wildcard expression for mj5 is shown
in Figure 6.12.

Rule Placement Finally, the NetPlumber rules need to be constructed and placed
in the NetPlumber table. For this purpose, embed_r calculates a globally unique
index which places the rules within discrete intervals of the NetPlumber table while
preserving the relative order, and hence matching semantics, of the original rule
set. Based on the target table’s index ¢, the DHSA rule’s index 7, and an offset n, the
indices are calculated by the helper function

ndex :NXxNxN-—=N
index(t,i,n) := (t-2%2) + (i-2'%) + n.

Concerning our example, index(0x5,5,0) yields 0x500005000 which is in the in-
terval [0x500005000,0x500005fff] that has been reserved for the NetPlumber
rules stemming from this DHSA rule. Tables in NetPlumber have a capacity of
232 = 4,294, 967,296 entries and we reserve 2! = 4096 entries per DHSA rule.
Hence, FaVe can support rule sets of up to 232712 = 16,777,216 DHSA rules per
NetPlumber table which is far more than we encountered in any of our studied
real-world network configurations.
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6.2.3

Rule Set Embedding

Whole DHSA rule sets are embedded by, first, embedding each rule individually and,
then, unioning the resulting sets of NetPlumber rules. Formally:

embed _t : N x oRP _, oRY

embed_t(t, R) := U,,.m, a,er embed_r(t,ri : m; — a;).

Since the indices in the DHSA rule set are unique, also the indices for the NetPlumber
rules are distinct by construction. Further, the relative order between DHSA rules
and the resulting NetPlumber rules is preserved by the embedding algorithm. Hence,
also the matching semantics is abided throughout the transformation.

Given the example IPTables rule set from Section 5.2, the transformation from
the configuration via DHSA to HSA is depicted in Figure 6.13. First, the IPTables
modeling engine parses the rule set and creates a packet filter model with the
forward filtering table holding the DHSA rules. After aggregating the packet filter
model into the network model, the Model Aggregator, then, efficiently embeds the
DHSA model in a HSA model to be placed in NetPlumber.

For this step, each rule is processed by embed r where, first, the rule’s action is
mapped to a set of ports, i.e., () for drop (denoted as [] for NetPlumber ports) and
{0x50001} for accept (denoted as [0x50001]). Then, second, the rule’s match is
expanded to a set of wildcardable matches. Since all matches from our example are
already wildcardable, for each match m;, M’ := expand_m(m;) = {m;}. Third, each
wildcardable match is converted to a wildcard expression by traversing the header
field mapping Mapy from the lowest to the highest entry, translating the respective
header field tuple’s value set to a wildcard expression, and concatenating these
snippets to a wildcard expression for the whole match. These wildcard expressions
are shown at the bottom in Figure 6.13. Fourth and finally, each rule m; € M’ gets
a globally unique, semantics preserving index and a NetPlumber rule is constructed
using this index, the wildcard expression, and the action’s port set.

Discussion: Preservation of the homomorphic Properties of o

We implemented the embedding of DHSA in HSA using wildcardable DHSA matches
while we defined our homomorphism o using packet enumeration. Despite the fact,
that literal enumeration is practically infeasible due to the Header Space’s size which
comprises 2! packets where [ is the amount of bits that encodes all header fields.

6.2 Embedding of DHSA in HSA
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Rule Set

(0) ip6tables —P FORWARD DROP
# sanity check against spoofing
# (not derived from policy directly)

(1) ip6tables —A FORWARD —in—interface eth0 —s 2001:db8::0/32 —j DROP
(2) ip6tables A FORWARD m conntrack ctstate ESTABLISHED j ACCEPT
(3) ip6tables A FORWARD out interface eth0 s 2001:db8::200/120 \

j ACCEPT
(4) ip6tables —A FORWARD —d 2001:db8::110/124 —p tcp —dport 80 \

—j ACCEPT

(5) ip6tables —A FORWARD —s 2001:db8::200/120 —d 2001:db8::100/120 \
—p tcp —dport 22 —j ACCEPT

' modeling

DHSA Model (forward filtering table)
Ryorwara = {
ry:{
(iif, {eth0}), (0if, Voss),
(sip, {2001:db8::0/32}), (dip, Vaip),
(proto, Vproto), (sPort, Veport ), (dport, Vport ),
(state, Vstate)
} = d7 op,
ro:
(11f Viig), (0if, Vois),
(sip, Vaip), (dip, Vaip)
(proto, Vproto), (Sport, Veport ), (dport, Vaport ),
(state, {ESTABLISHED})
} — accept,
3
(iif, Viis), (oif, {ethO}),
(sip, {2001:db8::200/120}), (dip, Vaip),
(proto, Vproto), (SPort, Veport ), (dport, Vaport),
(state, Vstate)
} — accept,
ra o
(11f, Vise), (0if, Vois),
(sip, Veip), (dip, {2001:db8: :110/124}),
(proto, {6}), (sport, Veport ), (dport, {80}),
(state, Vstate)
} — accept,
rs:{
(1if, Vi), (0if, Voir),
(sip, {2001:db8: :200/120}), (dip, {2001 :db8: : 100/120}),
(proto, {6}), (sport, Vspert ), (dport, {22}),
(state, Vstate)
} = accept.
TG :
(11f Viis), (0if, Vois),
(sip, Vaip), (dip, Vaip)
(proto, Vproto), (Sport, Veport ), (dport, Vaport ),
(state, Vstate)
} — drop
} T
H embedding
v
HSA /NetPlumber Model (forward filtering table with the global ID 0x5)
iif sip state oif dip proto dport
—_——
‘ 0x500001000 ‘ ‘ 000...000 | 001...xxx | XXXX, XXXX | XXX...XXX | XXX...XXX | XXXX, XXXX | XXX...XXX ‘ — ‘ 0 ‘
‘ 0x500002000 ‘ ‘ XXX...XXX | XXX...XXX | 0000,0001 | XXX...XXX | XXX...XXX | XXXX, XXXX | XXX...XXX ‘ — ‘ [0x50001] ‘
‘ 0x500003000 ‘ : ‘ XXX...XXX | 001...xxx | XXXX, XXXX | 000...000 | XXX...XXX | XXXX, XXXX | XXX...XXX ‘ — ‘ [0x50001] ‘
‘ 0x500004000 ‘ ‘ XXX. .XXX | XXX..XXX | XXXX,XXXX XXX. .XXX | 001...xxx | 0000,0110 | 000...000 ‘ — ‘ [0x50001] ‘
‘ 0x500005000 ‘ ‘ XXX, XXX | 001. . .xxx | XXX, XXX | XXX, . XXX | 001. . .xxx | 0000,0110 | 000...110 ‘ - ‘ [0x50001] ‘
‘ 0x500006000 ‘ ‘ XXX. .XXX | XXX. .XXX | XXXX,XXXX XXX. .XXX | XXX. | XXXX , XXXX | XXX ‘ — ‘ 0 ‘

Fig. 6.13.: Example modeling of a packet filter rule set in terms of DHSA and its subsequent
embedding in HSA.
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6.3

This leaves the question whether the embedding’s implementation in FaVe actually
yields equivalent results?

We argue that splitting DHSA matches into sets of wildcardable matches is an
efficient and effective technique to handle large amounts of packets simultaneously
without

(a) losing any packet nor
(b) handling too many packets.

The match expansion ezpand_m builds upon the split into wildcardable value sets
by split_v and the enumeration of all combinations of wildcardable value sets.

split_v splits a value set into a set of wildcardable value sets, i.e., V' := split_v(v) =
{v1,v9,...,v,} where w := we_v(v") with o' € V yields a proper wildcard expression
that precisely encodes v’. By construction, we know that | J,/cy v' = v and, there-
fore, we know that all values are encoded in some w and that also the encodings
{we_v(v') | v/ € V} contain all values from v. This satisfies the requirement (a) that
no value is lost.

Further, there exists no value p in the set of wildcardable value sets that was not
present in the original value set, i.e., ip € V), : p € v/, v’ € split_v(v). This is implied
by the fact that by construction U, ¢ it »(v) v" = v which leaves no room for any p
as additional value. This satisfies the requirement (b) that no value is added.

Since split_v abides (a) and (b), the combinatorial enumeration over all header fields
while creating the matches neither removes nor adds any packets, either. Hence,
expand_m also abides (a) and (b) while preserving the semantics of enumerating
single packets.

Note that there is no guarantee that the value sets created by split_v are mutually
distinct, i.e., a value may be present in multiple value sets. Hence, also the matches
resulting from the combinations of header fields may contain shared packets but
there exists no packet that was not present in the original match. Therefore, this issue
is a matter of a possibly inefficient implementation rather than formal assurance.

Handling of Dynamic Protocols

Dynamic protocol elements like the IPv6 extension header chains pose a challenge
(cf. Section 2.3) for many network verification frameworks as discussed in the related

6.3 Handling of Dynamic Protocols
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work in Chapter 3. We tackle this problem by allowing an expansion of the DHSA
Header Space at runtime, i.e., users may introduce new header fields on the fly.
Whenever a configuration is to be changed, we analyze its usage of header fields and,
if necessary, expand the Header Space. Then, the field can be used when modeling
the new configuration. This way, we are able to dynamically extends our model if
needed by dynamic protocol elements like IPv6 extension header chains. On the
other hand, if some dynamic element is never used by any device configuration,
then it is not relevant for the network at all and does not need to be modeled. This
fact also keeps our models concise in practice.

Runtime Expansion

‘ hy = iif | hy = sip ‘ ‘ hg = proto | hy = dport | hg = rt-type I hg = rt-segsleft
Mapy l l l
PR S S PR S S
0 31,32 159 1328 335 | 336 351§ 352 359 y 360 367
‘ 0x500005000 ‘ : ‘ XXX . . XXX 001...xxx ‘ ‘ 0000,0110 | 000...110 | XXXX, XXXX I XXXX, XXXX | - ‘ [0x50001] ‘
= . —— P ——
embed_r T T T T
‘ s ‘ : ‘ Viif | {2001:db8: :200/120} ‘ ‘ {tcp} | {22} | Vrt I Vrt*segsleft | — ‘ accept ‘

(a) Expansion of an existing rule at runtime (expansion in red).

‘ hy = iif | hy = sip ‘ ‘ hg = proto | hy = dport | hg = rt-type | hg = rt-segsleft ‘
S R N

fo—m m 351 | 352 359 | 360 367
‘ 0x500006000 ‘ : ‘ XXX. .XXX | XXX...XXX ‘ XXXX, XXXX | XXX. ..XXX | 0000,0000 | 1XXX , XXXX ‘ — ‘ 0 ‘
‘ 0x500006001 ‘ : ‘ XXX. . XXX | XXX...XXX ‘ ‘ XXXX , XXXX | XXX. ..XXX | 0000,0000 | X1XX,XXXX ‘ — ‘ ] ‘
‘ 0x500006002 ‘ : ‘ XXX. .XXX | XXX. ..XXX ‘ ‘ XXXX , XXXX | XXX...XXX | 0000,0000 | xx1x,XXXX ‘ — ‘ 0] ‘
‘ 0x500006003 ‘ : ‘ XXX. .XXX | XXX. ..XXX ‘ XXXX, XXXX | XXX...XXX | 0000,0000 | xxx1,XXXX ‘ — ‘ 0 ‘
‘ 0x500006004 ‘ : ‘ XXX. . XXX | XXX...XXX ‘ ‘ XXXX, XXXX | XXX. ..XXX | 0000,0000 | XXXX, 1XXX ‘ - ‘ [1 ‘
‘ 0x500006005 ‘ : ‘ XXX. . XXX | XXX...XXX ‘ ‘ XXXX, XXXX | XXX...XXX | 0000,0000 | XXXX,X1xx ‘ — ‘ 0] ‘
‘ 0x500006006 ‘ : ‘ XXX . .XXX | XXX. . .XXX ‘ ‘ XXXX, XXXX | XXX...XXX | 0000,0000 | XXXX,XX1X ‘ — ‘ 0 ‘
‘ 0x500006007 ‘ : ‘ XXX. .XXX | XXX. ..XXX ‘ ‘ XXXX, XXXX | XXX. ..XXX | 0000,0000 | XXXX,xXxx1 ‘ - ‘ ] ‘
_— —

embed_r T T T T T T T!oooo,oooo T

‘ T6 B ‘ Viif | Vsip ‘ ‘ Vproto | Vdport | {U} Vrt—segsleft *{0}‘ - ‘ drop ‘
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(b) Introduction of the new rule at runtime.

Fig. 6.14.: Expansion of the DHSA and HSA models at runtime for an example configuration
after adding a new rule with additional header fields.
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Given, that some change of a network device’s configuration introduces the need
to process some new header field h. Then, two steps need to be performed before
the configuration can be modeled and instrumented by FaVe. First, the header
mapping Mappy needs to be extended with the new header field. I.e., in the case
of NetPlumber as verification backend, the new entry maps to the interval on the
wildcard expression which is located just right of the rightmost entry (h,, [, u,) €
Mapp . Formally, some new entry (h, I, uy) is introduced to Mapy where [}, := u,+1
and uy, := Iy + bits(h). Hence, (h, 1}, uy) is the new rightmost entry in Mapy, i.e.,
A(W',1,7) € Mapy : | > uy,. Second, for all DHSA rules that already reside in FaVe
and all HSA rules in NetPlumber that were created to encode the DHSA rules, the
matches resp. wildcard expressions need to be expanded with the header field’s
default value set V}, resp. xx. .xx.

For example, the firewall rule set from Section 6.2 (resp. Section 5.2) should be
extended by a rule that filters IPv6 routing headers of type 0 with active segments®.
The resulting rule set is the following:

(0) ip6tables —P FORWARD DROP

(6) ip6tables —A FORWARD —m rt —rt—type 0 \
! —rt—segsleft 0 —j DROP

(1) ip6tables —A FORWARD —in—interface ethO \
—s 2001:db8::0/32 —j DROP

(2) ip6tables —A FORWARD —m conntrack ——ctstate \
ESTABLISHED —j ACCEPT

(3) ip6tables —A FORWARD —out—interface ethO \
—s 2001:db8::200/120 —j ACCEPT

(4) ip6tables —A FORWARD —d 2001:db8::110/124 —p tcp \
—dport 80 —j ACCEPT

(5) ip6tables —A FORWARD —s 2001:db8::200/120 \
—d 2001:db8::100/120 —p tcp —dport 22 —j ACCEPT

SFiltering such packets is recommended after the deprecation of these headers in REC 5095 [3].

6.3 Handling of Dynamic Protocols

129



Before modeling the new rule (6), first, the header mapping Mapy needs to be
expanded with the header fields rt-type and rt-segsleft which have a width of
eight bits each. The new mapping is as follows (new entries highlighted in red):

Mapg : {
(1iif,0,31),
(sip, 32, 159),
(state, 160, 167),
(0if, 168, 199),
(dip, 200, 327),
(proto, 328, 335),
(dport, 336, 351),
(rt-type, 352, 359),
(rt-segsleft, 360, 367)
}

Second, the existing rules in the DHSA model and the corresponding HSA rules in
NetPlumber need to be expanded with the default value sets. Figure 6.14a shows
this expansion for the existing rule (5). The DHSA rule (bottom) is expanded by
adding the header field tuples (rt-type, Vrt-type) resp. (rt-segsleft, Vrt-segsiest)
and the corresponding HSA wildcard expression residing in NetPlumber is expanded
by 8 + 8 = 16 bits that are all set as don’t cares, i.e., all . This expansion at runtime
can be a costly operation as we will see later. Finally, we can model the new rule as
depicted Figure 6.14b and add it to the model. Since the rule comprises the negation
of the 8-bit rt-segsleft field, the DHSA rule expands to eight individual HSA rules.
Particularly,

Vrt—segslef - {0} — {1.-ma$(Vrt—segslef)} — {1..255}

and
split_v({1..255}) = {

(128..255}),
{64..127,192..255},
(32..63,96..127, ..., 255},
{16..31,48..63, ..., 255},
(8..15,24..31, ..., 255},
{4..7,12..15, ..., 255},
(2,3,6,7, ..., 255},
{1,3,5,...,255)
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since
we_v({128..255}

)

we_v({64..127,192..255})
we_v({32..63,96..127, ...,255}) = xx1XXXXX,
we_v({16..31,48..63, ...,255}) = xxx1xxxX,

)

)

)

= 1XXXXXXX,

= x1XXXXXX,

we_v({8..15,24..31, .., 255}
we_v({4..7,12..15, ..., 255}
we v({2,3,6,7,...,255}) = xxxxxx1x, and

we v({1,3,5,...,255}) = xxxxxxxl

= xxxx1xxX,

= xxxxx1xX,

(We apply the complementation algorithm for wildcard expressions from Sec-
tion 2.2.1.2 to 00000000).

Evaluation: Microbenchmark

Microbenchmark for the Header Space Expansion
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Fig. 6.15.: Measurement results of the runtime expansion in FaVe (logarithmic scale).

To quantify the impact of Header Space expansions at runtime, we microbench-
marked this issue®. For this purpose, we used the measurement environment as
detailed in Section 1.4 and conducted a series of measurements. Each experiment
was repeated ten times and consisted of the following series of steps:

®We published these experiments in [92] but, in order to improve comparability, we reran the
measurements using the same implementation and environment as for all other measurements in
this work.
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1. FaVe is initialized with a model comprising a single table that holds n — 10
random rules with

n € {10;100; 1,000; 10, 000; 20, 000; 30, 000; 40, 000; 50, 000; 60, 000}.

The initial Header Space comprises the IPv6 destination address, the protocol
number, and the destination port.

2. Then, additional 10 random rules are added to the table and their insertion

time is measured and averaged.

3. Now, the Header Space is extended with the IPv6 source address and the source
port header fields in one expansion operation whose runtime is measured, too.

4. Finally, another random rule — now with the new Header Space’s size — is
added and its insertion time is measured.

Figure 6.15 shows the measurement results of these experiments. The final single
rule insertion’s runtime lies slightly above the previous ten rule insertions before the
expansion for most measurements. E.g., ~12 ms versus ~11 ms for n = 60, 000. The
Header Space expansion’s runtime lies between 2 and 3 orders of magnitudes above
the insertion of the final single rule, e.g., with a factor of about 295 for n = 50, 000
(9.86ms vs. 2,906.37 ms on average).

The measurements show that the Header Space’s expansion at runtime is a costly
operation and, if possible, it should only be used with care. Instead of running the
operation multiple times, it might be better to aggregate configuration updates in
order to introduce multiple additional header fields at once. We apply this strategy
throughout the initialization phase where we can analyze several configurations
beforehand and “preheat” FaVe’s Header Space before adding the actual models.
This way, the most relevant header fields are already present when configurations
change and introduce new header fields over time.

Discussion: Header Space Convergence

In fact, we observed a convergence of the used header fields and, hence, the com-
parably high costs for expanding the Header Space is bearable since it enables
modeling dynamic protocol elements with FaVe. This observation is not too surpris-
ing since FaVe only enables a monotone modeling of the Header Space at runtime,
i.e., its expansion. This way;, it gets less likely that further header fields are required
over time, even though, configuration changes frequently. In essence, the Header
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Space’s complexity converges which is an important aspect when we evaluate FaVe’s
scalability.

Summary

In this chapter, we presented our fast verification framework FaVe which implements
the modeling, solving, and reporting needed to realize the security management
workflows as introduced in Chapter 1.

For this purpose, we detail FaVe’s architecture, its modeling capabilities, and its
extensibility. FaVe implements DHSA (cf. Chapter 5) for user-friendly modeling,
the derivation of packet flow specifications from FPL roles to simulate traffic, and
encodings of checks representing FPL rules. The homomorphism that embeds
DHSA in HSA is realized efficiently by FaVe, too. Also, we extended NetPlumber
with capabilities to compress header space objects, to expand the Header Space at
runtime, to analyze propagation trees on demand, and to find firewall anomalies in
NetPlumber tables (cf. Chapter 8 for details).

Finally, we explain how FaVe supports the handling of dynamic protocol elements
through its ability to expand the Header Space at runtime and we give insights into
the performance of this costly operation.

6.4 Summary
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Use Case: Network Security
Compliance

In this chapter, we enable security officials and network administrators to continu-
ously verify the compliance of security policies specified with FPL in FaVe. We finalize
network modeling, show feasibility as well as performance, and provide means to
generate security configuration from FPL policies. For these purposes, we use DHSA
(cf. Chapter 5) and the modeling primitives offered by FaVe (cf. Chapter 6) to model
a broad variety of common network devices — especially stateful firewalls. Our
evaluation shows that FaVe is able to verify common and complex scenarios, scales
to large networks, and outperforms the state-of-the-art. These findings support the
initial verification in the UNDERSTAND phase as well as the rapid reverifications
necessary for the ADJUST phase. Further, we support the continuous uphold of
compliance throughout the CONTROL phase by generating security configuration
from FPL policies.

The remainder of this chapter is structured as follows: First, in Section 7.1 we
introduce several models for network devices and firewalls — particularly switches
in Section 7.1.1, routers in Section 7.1.2, stateless packet filters in Section 7.1.4,
stateful packet filters with state snapshots in Section 7.1.5, and stateful packet filters
with state deduction in Section 7.1.7 as an alternative and more scalable approach.
For models based on state snapshots, state information, e.g., connections, is gathered
at runtime which requires reverification whenever a state snapshot is updated.
We perform an evaluation to quantify the rate of changes reverifiable by FaVe in
Section 7.1.6 and reveal clear scalability limitations of this naive approach. Hence,
in Section 7.1.7, we offer an alternative approach that deducts stateful behavior by
analyzing firewall rule sets statically using a technique called state shell interweaving.
Further, in Section 7.1.3, for the first time in this work, we show that our approach
towards continuous compliance is feasible for a real-world example. In Section 7.2
we then conduct thorough evaluations that show FaVe’s ability to verify compliance,
its scalability, and its competitiveness. Finally, in Section 7.3, we introduce means to
generate firewall configurations from FPL policies.

135



7.1 Modeling Device Configurations

We ship FaVe with a series of predefined device models which will be introduced
in the following. All device models use the modeling primitives as offered by our
verification framework FaVe (cf. Section 6.1.6).

7.1.1 Switches

SwitchModel

Switching
Table

Ingress Interfaces
S00RJIONU] SSOISH]

Fig. 7.1.: Model of a simple network switch.

As depicted in Figure 7.1, we model simple switches using a single table and an
arbitrary amount of network interfaces. The model supports L2 as well as L3
switching using VLANs or MAC addresses resp. IP addresses. We implemented a
parser for static Cisco-like configurations and snapshots of switching tables.

# Interfaces to VLANs

interface gel/0/0
description Upstream
switchport trunk encapsulation dotlq
switchport trunk allowed vlan 2
switchport trunk allowed vlan 4095
switchport mode trunk

interface ge/1/0/1
description DMZ
switchport access vlan 1
switchport mode access

# static routes
vlan route 1 2

vlan route 2 1
vlian route 4095 1

Listing 7.1.: Example switch configuration with a Cisco-like syntax.

For instance, we model the DMZ switch from our example network (cf. Figure 4.1b)
with two network interfaces ge1/0/0 and ge1/0/1. Its static configuration is shown
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in Listing 7.1 and modeling results in the following DHSA rule set for the switching
table:

Rwitehing = {
r1: {(iif, {ge1/0/1}), (vlan, {1})} — ge1/0/0,
ro: {(iif, {ge1/0/0}), (vlan,{2})} — gel/0/1,
rs: {(iif,{ge1/0/0}), (vlan, )} — gel/0/1

}.

Note that we encode the forwarding ports as actions of the DHSA rules as explained
in Section 6.2.2. l.e., throughout analysis, packets that match such a rule are
propagated through the denoted interface.

Routers
RouterModel
4 N
PreRouting PostRouting
5 —»| Table Table |5 =
Q o3
3 =
(3] D
— n
fé A z
— accept =4
) @
n =
Qo : =
5 ACLIn Routing ACLOut 2
g Table | 2°%PL}  Table 5| Table g
L /

Fig. 7.2.: Model of a network router. The green tables contain rules derived from ACL
configurations whereas the yellow tables originate from static device configuration
and routing information.

We model routers using an arbitrary amount of network interfaces and five tables
as shown in Figure 7.2. In the following, we illustrate these tables’ purposes using
the example configurations for a Cisco router from Listing 7.2. The example mimics
the example network from Section 4.1 but uses a router instead of a stateful packet
filter. Note that our router model is stateless and, hence, its ACLs cannot realize the
stateful filtering used in the original [PTables rule set.

PreRouting This table tags packets with their ingress interface and assures that
only packets with suitable VLAN tags associated with that interface are processed

7.1 Modeling Device Configurations
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# Interfaces to VLANs # VLANs to IPv6—Ranges and ACLs

interface gel/0/0 interface vlan 4095
description Internet IF description Internet VLAN
switchport access vlan 4095 ipv6é address 0::0/0
switchport mode access ipv6 access—group 100 in

ipv6 access—group 101 out

interface gel/0/1 interface vlan 1
description DMZ IF description DMZ VLAN
switchport trunk encapsulation dotlq ipveé address 2001:db8::100/120
switchport trunk allowed vlan 1 ipv6 access—group 102 in
switchport mode trunk ipv6é access—group 103 out

interface gel/0/2 interface vlan 2
description Office IF description Office VLAN
switchport trunk encapsulation dotlq ipv6 address 2001:db8::200/120
switchport trunk allowed vlan 2 ipv6é access—group 104 in
switchport mode trunk ipv6 access—group 105 out

(a) Interfaces. (b) VLANSs.

# Internet ingress
access—list 100 deny ipv6 2001:db8::0/32 any
access—list 100 permit ipv6 any any

# Internet egress

access—list 101 permit 2001:db8::100/120 any
access—list 101 permit 2001:db8::200/120 any
access—list 101 deny ipv6 any any

# DMZ ingress
access—list 102 permit ipv6 2001:db8::100/120 any
access—list 102 deny ipv6 any any

# DMZ egress

access—list 103 permit ipv6 any 2001:db8::110/124

access—list 103 permit ipv6 2001:db8::200/120 2001:db8::100/120
access—list 103 deny ipv6 any any

# Office ingress
access—list 104 permit ipv6 2001:db8::200/120 any
access—list 104 deny ipv6 any any

# Office egress

access—list 105 permit ipv6 any 2001:db8::200/120
access—list 105 deny ipv6 any any

(c) Access control lists.

# static routing

ipv6 route 2001:db8::100/120 vlan 1
ipv6 route 2001:db8::200/120 vlan 2
ipv6 route any vlan 4095

(d) Static routing.

Listing 7.2.: Example router configurations.

by the router. I.e., the tables drops packets with mismatching VLAN tags for trunk
interfaces or sets VLAN tags for access interfaces.
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Concerning the example, the PreRouting table is populated based on the configura-
tions for interfaces and VLANS, i.e., Listing 7.2a resp. Listing 7.2b, resulting in the
following DHSA rule set:

Rpre = {
r1 : {(iif, {ge1/0/0}), (vlan, {4095}), (sip, Vsip), (dip, Vaip)} — accept,
ro : {(iif, {ge1/0/1}), (vlan, {1}), (sip, Vsip), (dip, Vaip)} — accept,
(iif, {ge1/0/2}), (vlan, {2}), (sip, Vsip), (dip, Vaip)} — accept,
(iif, Viig), (vlan, Viian), (sip, Vsip), (dip, Vaip) } — drop

7’32{
2

T4

1.

ACLIn Incoming packets are filtered in this table according to some filtering rules
specified by the administrator. In addition, in the case of IPv4, the ACL filters
packets that come from the Internet and have source addresses from IP ranges
that are reserved for internal networks, i.e., 10.0.0.0/8, 172.16.0.0/12, and
192.168.0.0/16 [122].

The ACLIn table is derived from our example’s VLAN and ACL configurations, i.e.,
Listing 7.2b resp. Listing 7.2c. For each VLAN, we copy the configured access list,
e.g., access list 100 for VLAN 4095, and set the VLAN’s tag in these rules. The
resulting DHSA rule set is the following:

Ract in = {

r o
(iif,Viie), (vlan, {4095}), (dip, Vaip),
(sip,{

64:££9b::10.0.0.0/104,
64:££9b::172.16.0.0/108,
64:£f9b::192.168.0.0/112

)
} — drop,
ro : {(iif, Vii¢), (vlan, {4095}), (sip, {2001:db8::0/32}), (dip, Vaip) } — drop,
r3 : {(11if, Viis), (vlan, {4095}), (sip, Vsip), (dip, Vaip) } — accept
r4 - {(iif, Vii¢), (vlan, {1}), (sip, {2001:db8::100/120}), (dip, Vaip) } — accept,
rs5 0 {(iif, Vii¢), (vlan, {1}), (sip, {Vsip}), (dip, Vaip)} — drop,
re : {(iif, Vii¢), (vlan, {2}), (sip, {2001:db8: :200/120}), (dip, Vaip) } — accept,
r7 : {(11if, Viis), (vlan, {2}), (sip, {Vsip}), (dip, Vaip)} — drop

Routing In this table, packets are routed according to their destination IP addresses.

Particularly, they are retagged with a VLAN that routes out of an interface facing the
next hop. We support static configurations and snapshots of routing tables.

7.1 Modeling Device Configurations
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Modeling our example’s static configuration, i.e., from Listing 7.2d, results in:

Rrouting = {
r1: {(11f, Viig), (vlian, Veian), (sip, Vaip), (dip, {2001:db8::100/120})} — vlan_1,
ro : {(iif, Viis), (vlian, Vyian), (sip, Vaip), (dip, {2001:db8::200/120})} — vlan_2,
r3: {(iifa Viif)7 (Vlana Vvlan)y (SiP, Vdip)7 (dip, Vdip)} — vlan_4095

}

Note that the rules’ actions encode the rewriting of the VLAN field of matched
packets as explained in Section 6.2.2. E.g., according to the first rule, packets
towards 2001:db8: : 100/120 are tagged with VLAN 1.

ACLOut Outgoing packets can be filtered as well using filtering rules provided by
the administrator.

Analogously to the ACLIn table, modeling our example’s ACLOut table uses the
VLAN and ACL configurations, i.e., Listing 7.2b resp. Listing 7.2c, resulting in the
following DHSA rule set:

Ract_out = {
r1 : {(iif, Viie), (vlan, {4095}), (sip, {2001:db8: :100/120}), (dip, Vaip)} — accept,
ro : {(iif, Vii¢), (vlan, {4095}), (sip, {2001:db8: :200/120}), (dip, Vaip)} — accept,
rg : {(1if, Vii¢), (vlan, {4095}), (sip, Vsip), (dip, Vaip)} — drop,
rq: {(iif, Viis), (vlan, {1}), (sip, Vsip), (dip, {2001:db8: :110/124})} — accept,
rs i q

(iif, Viig), (vlan, {1}),
(sip, {2001:db8: :200/120}), (dip, {2001 :db8: : 100/120})
} — accept,
re : {(1if, Vii¢), (vlian, {1}), (sip, Vsip), (dip, Vaip)} — drop,
r7 o {(iif, Vii¢), (vlan, {2}), (sip, Vsip), (dip, {2001:db8: :200/120})} — accept,
rg : {(iif, Vii¢), (vlan, {2}), (sip, Vsip), (dip, Vaip)} — drop

PostRouting This last table prevents simple routing loops and forwards packets
through the egress interfaces. For these purposes it, first, statically filters packets
eligable for routing through their respective ingress interfaces. Then, it clears the
ingress port field and optionally strips VLAN tags from packets to be send out of
ports which are in access mode.
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Concerning our example, the PostRouting table is modeled using the interface and
VLAN configurations, i.e., Listing 7.2a resp. Listing 7.2b, and the resulting DHSA
rule set is the following:

Rpost = {

r : {(iif, {ge1/0/0}), (vlan, {4095}), (sip, Vsip), (dip, Vaip)} — drop,
{(iif, Vii¢), (vlan, {4095}), (sip, Vsip), (dip, Vaip)} — ge1/0/0,
{(iif,{ge1/0/1}), (vlan, {1}), (sip, Vsip), (dip, Vaip)} — drop,

ry : {(11if, Vii¢), (vlan, {1}), (sip, Vsip), (dip, Vaip)} — ge1/0/1,
{(
{(

T :

r3

iif’ {ge1/0/2}), (Vlanv {2})7 (Sip7 VSip)a (dip> Vdip)} — drop,
iif, Viif), (vlan, {2}), (Sip, Vsip), (dip, Vdip)} — ge1/0/2

Ts :

Te -

7.1.3 Microbenchmark: The IFlI Network

At this point, we are able to demonstrate FaVe’s ability to verify the compliance of a
real-world network. We use FaVe to model a real-world network of our computer
science institute consisting of a router and multiple switches. We verify compliance
against a FPL policy which was formulated by the security official who has been
responsible for our institute. The IFI benchmark uses the real router ACL configura-
tion and the topology of our institute’s network. The FPL inventory and policy (cf.
Appendix A.8) were created by our security official. The network, inventory, and
policy are of reasonable size to be classified as a non-trivial example but they can
still be inspected manually by a human being. Therefore, we gain high confidence
in the correctness of our prototype’s implementation. The ACL configuration can be
found in Appendix A.9.

Devices 1 router, 16 switches, 1 dummy
Subnets 16

ACL Rules 75

Routing IPv4

Header Bits 144
Policy Checks || 288
Stateful Rules || no (resp. treated as bidirectional stateless)
Header Fields || iif, oif, vlan, sip, dip
Tab. 7.1.: Overview of the IFI benchmark.

As shown in Table 7.1 the network of the IFI benchmark consists of a central
router, 16 switched subnets, and a dummy representing the Internet. The router
is configured with 75 Cisco ACL rules and routing uses IPv4. The total amount of
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header bits included in this benchmark is 144, e.g., for IPv4 addresses or VLAN
tags. The FPL policy comprises of four stateful rules but since router ACLs offer only
stateless rules, we treat these policy rules as if they used the bidirectional stateless
operator instead. The individual policy checks for pairwise reachability sum up to
2881.

{os (haip, {141.89.48.0/24}), ...}

External
(Traffic Emission)

SwitchModel
External Network

External
(Traffic Consumption)

vy (hssp, {10.3.12.0/23}), ...}

Internal

{ees (hsip, Vaip), -} (Traffic Emission)

Internet
(Traffic Emission)
RouterModel
0] (Router)
Internet
(Traffic Consumption)

Internal
(Traffic Consumption)

{ovns (heip, {10.3.40.0/23}), ...}

Cam
(Traffic Emission)

SwitchModel
(Cam Network)

Cam
(Traffic Consumption)

Fig. 7.3.: Model of the IFI network.

As shown in Figure 7.3, we modeled the network using the previously introduced
router and switch models. The Internet is represented by a traffic emitter as well
as a traffic consumer. The emitter generates traffic from any IPv4 address, i.e., the
source IP range is 0.0.0.0/0. Each network segment is modeled as a switch and
an emitter-consumer-pair where the emitter generates packets from the network’s
IPv4 address range as stated in the FPL inventory, e.g., 10.3.40.0/23 for the Cam
network.

In particular, we measure the runtime of three phases:

1. The initialization phase comprises all tasks needed for setting up the network,
e.g., including the instrumentation of tables, their connection with links,

'The amount of checks is quadratic since each leaf role (resp. non-super role) plus the built-in
Internet role is checked against any other leaf role and the Internet. The only exception is given by
the Internet role which is not checked against itself since the Internet cannot be governed by the
organization that specifies the policy. Hence, the exact formula is

(#leaf roles+1)* —1:= (16 +1)> =1 =17> —1 = 289 — 1 = 288.
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and their population with rules. FaVe logs the runtime for each task while
NetPlumber logs the total runtime for this phase.

2. During the reachability phase, the propagation of packets through the model is
measured. For this purpose, FaVe and NetPlumber perform the tasks of setting
up traffic emitters and connecting these with the network model. FaVe logs the
runtime for each task while NetPlumber logs the total duration of this phase.

3. The compliance phase checks if the reachability trees conform with the policy
which is a single task in FaVe as well as NetPlumber. Hence, both provide this
phase’s runtime with a single log message.

120
Initialization
Reachability .

100 = Compliance m—

80
60 -

40

Average runtime (in ms)

Fig. 7.4.: Average runtimes after ten repetitions of the IFI benchmark (in ms). For each
experiment, the coefficient of variation of the total runtime is about 6 % for FaVe
and 3 % for NetPlumber.

Figure 7.4 shows the average runtime after ten repetitions of the benchmark. With
about 105 ms the overall runtime of this functionally oriented benchmark is negliga-
ble. In comparison with NetPlumber, FaVe shows a significant overhead as its total
runtime is about 26 times longer (105.41 ms vs. 4.06 ms). The major part is due
to the initialization which is roughly 41 times slower (94.37 ms vs. 2.29 ms). The
reachability analysis has a more limited impact as it takes about 4.5 times longer
(8.03ms vs. 1.77 ms) but with a much shorter phase runtime.

Nevertheless, the real-world IFI benchmark shows that FaVe’s compliance verification
workflow works in an end-to-end and a functionally correct manner. We have shown
that the network’s configuration — including access control — conforms with the
security requirements stated as FPL policies. The total runtime of well under one
second is negligable but since the workload’s size is also limited, further investiga-
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tions regarding FaVe’s performance are necessary. We provide such evaluation in
Section 7.2.

Stateless Packet Filters

PacketFilterModel

/ N
" PreRouting Forward ¢ Routing PostRouting
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Fig. 7.5.: Model of a stateless packet filter. The green tables are instrumented using the
security configuration while the yellow tables are either static, i.e., PreRouting
and PostRouting, or derived from device configuration or snapshots, i.e., Routing.

Stateless packet filters represent the most basic variant of a firewall. They filter
packets based on lists of static header fields and typically operate on the OSI layers
3 and 4, e.g., based on IP address ranges, the protocol field, and service ports. FaVe’s
model is shown in Figure 7.5 and consists of six tables.

PreRouting Incoming packets arrive at the PreRouting table and can be forwarded
in two ways. First, if they are addressed at the packet filter’s IP address, they are
forwarded to the Input table. Otherwise, they are passed to the Forward table. For
this purpose, the PreRouting table comprises two ports that encode the input and
forward actions. Further, the table contains two static rules (assume the packet
filter’s IP address, for instance, is 1.2.3.4):

Rypre = {
r1:{...,(dip,{1.2.34}),...} — input
ro : {...,(dip, Vaip), ...} — forward

}
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Input Packets destined at the packet filter are further inspected in the Input table.
After being accepted, the packets are processed by the firewall’s internals, e.g.,
passed to application sockets. We do not model these internals but in FaVe we can
attach a consumer that represents the firewall in FPL policies. In the case of IPTables,
the rules from the INPUT chain are installed in this table.

Forward If a packet should be forwarded by the firewall, it is inspected in the
Forward table and, if accepted, passed on for routing. For instance, for IPTables, this
table is instrumented with the rules from the FORWARD chain.

Routing In this table, packets are prepared for emission towards the network.
Based on destination criteria like IP addresses, the packet is tagged with an egress
interface, i.e., it sets the oif fields accordingly, and passed to post routing. In FaVe,
this table can be configured using static configuration or snapshots of a packet filter’s
routing table.

PostRouting Based on the routing decision, this table forwards packets through
the respective egress interface. But, before that, it clears the packet’s oif field. Also,
the PostRouting table prevents simple routing loops by dropping packets where the
ingress and egress interfaces, i.e., iif and oif, are the same.

Output Further, packets that originate from the packet filter are filtered by the
Output table in a similar way as in the Input and Forward tables. For instance, for
IPTables, rules from the OUTPUT chain are installed in this table. Accepted packets
are, then, routed and emitted through the respective egress interfaces.

Today, pure stateless packet filters are seen rather rarely in practice. On the one
hand, modern routers support stateless filtering of the most common header fields
from the OSI layers 3 and 4, i.e., IP addresses, the protocol field, and service ports.
On the other hand, state tracking in software packet filters, e.g., Linux’ iptables or
OpenBSD’s pf, is computationally inexpensive and, therefore, typically enabled by
default. This is driven by the fact that the most simple and generic implementation
of a packet filter’s decision process on a packet is to linearly traverse a rule set
until a matching entry is found and the respective action can be applied. The
diversity of header fields and arbritrary combinability in rules often prevent to use
classification algorithms that are more efficient than a linear search [56]. In contrast,
state tracking is based on a well known set of header fields, typically the quintuple
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comprising of the source and destination address, the protocol field, and the source
and destination ports. This allows to use hash maps with constant access complexity
as seen in iptables or binary search trees with logarithmic complexity as used in

pt.

Stateful Packet Filters with State Snapshots

Our model for stateful packet filters extends the stateless packet filter model (cf. Sec-
tion 7.1.4) by introducing state tables that are instrumented at runtime — a technique
we refer to as state snapshotting. The idea is that we enable the gathering of state
information from the firewalls’ state tables and instrumenting the corresponding
firewall models with this information.

But why is it necessary to cover stateful behaviour at all? The main reason lies in
the fact that, in order to verify compliance of FPL rules using the stateful operator, it
is necessary to verify packet flows in both directions between two roles. Especially,
the packets in backwards direction need to be strictly stateful in the sense that they
must not pass if no previous packet in forth direction initiated a connection.

Therefore, in [92], we introduced a stateful packet filter model which is depicted in
Figure 7.6. While the PreRouting, Routing, and PostRouting tables remain the same,
the Input, Output, and Forward tables are now denotes with Filter, e.g., Input Filter,
and accompanied by a State table, e.g., Input State. In the model’s pipeline, the state
tables are processed before their respective filtering tables. If a state table contains a
matching state entry, a packet is accepted right away and processed accordingly, e.g.,
if it is accepted by the Forward State Table, it is routed without further inspection by
the Forward Filter Table. If a state table does not contain a matching state entry, the
table misses and the packet is passed to the respective filtering table.

Entries in the state tables have a restricted form, i.e., they necessarily have the source
resp. destination address fields, the protocol field, and the source resp. destination
port fields set to single values whereas all other fields have the full value domain
specified. Also, per connection, there are two entries — one in forth and one in
backwards direction. IL.e., the backwards entry has the source and destination fields
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Fig. 7.6.: Model of a stateful packet filter with state snapshots. The green tables are

instrumented using the security configuration while the yellow tables are either
static, i.e., PreRouting and PostRouting, or derived from device configuration or
snapshots, i.e., Routing. The blue state tables are determined at runtime based
on snapshots of the observed firewall’s corresponding state tables.

swapped. For instance, a state table with one entry, i.e., represented by two rules rq,

r9, and the default miss-rule may look like this:

r1:{

(sip,{1.2.3.4}), (dip, {4.3.2.1}),

(proto, {tcp}), (sport, {13579}), (dport, {80})
} — accept,
ro : {

(sip,{4.3.2.1}), (dip, {1.2.3.4}),

(proto, {tcp}), (sport, {80}), (dport, {13579})
} — accept,

Toxffffffff : {
(Sip7 Vsip)a (dip> Vdip)7
(pI‘OtO, Vproto)a (SpOI‘t, Vsport)a (dport, Vdport)

} — miss

7.1 Modeling Device Configurations

147



7.1.6

148

Our model uses a simplified state machine that comprises of only two states: es-
tablished and closed. Only established connections have entries in the state tables
while all other states, e.g., from the TCP state machine, are implicitly handled as
closed. From a security point of view this is not a problem, since the real state
table is maintained by a real firewall that guarantees the correct initialization of
the connection. If the connection setup does not succeed, then there would have
been no information flow that was not covered by the stateless rules in the rule table
before. Thus, it is safe to have an abstract view on the state table in the model.

Microbenchmark: Request Throughput Limitations

{ ( sip» Slp) (}LSIP,{QOO:L db8: 2})/
(haip, {2001:db8: : 2}), (haip, Vsip),
(hproto, {tCp}), (hprotos {tep}),
(hsporta sport) ( sport7{8o})
(hdport {80} (hdport7 sport)

}

}
Internet Web Server
(Traffic Emission) PacketFilterModel (Traffic Emission)

(with State Snapshots) Wb Sarvar

Internet
(Traffic Consumption) (Traffic Consumption)

Fig. 7.7.: Network model of the benchmark.

Since state snapshots are dependent on runtime data, we conducted measurements
in order to determine possible scalability limitations. We approach this question by
modeling a minimal network, which includes some state snapshotting, and check
for limitations. If the latter occur in this small example, state snapshotting as a
modeling technique will, most likely, also fall short for larger networks.

As depicted in Figure 7.7, our example network consists of the Internet, a stateful
packet filter based on state snapshots, and a single web server. The firewall is
instrumented using the following rule set:

(0) ip6tables -P FORWARD DROP

(1) ip6tables -A FORWARD -m conntrack --ctstate ESTABLISHED \

-j ACCEPT
(2) ip6tables -A FORWARD -d 2001:db8::2 -p tcp --dport 80 -j ACCEPT

The second rule (2) allows packets destined to the web server and the first rule (1)

accepts packets belonging to the connections that were initially permitted by the
second rule. The rule set’s default (0) is to drop packets. The network’s setup and

Chapter 7 Use Case: Network Security Compliance



configuration force entries of the forwarding state table to have a certain form,
i.e., incoming packets have 2001:db8: :2 as destination IP, TCP as protocol, and
80 as destination port whereas outgoing packets have the reverse form. We can
simulate requests to the web server by introducing connection entries to the state
tables where the destination resp. source addresses and ports are chosen randomly.
Therefore, we use the request rate (in Hertz) as scalability metrics.

In our benchmark, an experiment runs for 10 seconds and is repeated ten times. We
conduct two kinds of experiments: one with active traffic emitters and one without.
The latter allow to further determine scalability limitations since only the very basic
insertion of rules into tables is measured without further traffic propagation in
NetPlumber. Per experiment, we discretely adapt the request rate:

. Regq.
Z .

S

where i is the number of requests and
i € {1, 10,50, 100, 200, 300, 400, 500, 600, 700, 800, 900, 1000}.

Also, we let the requests arrive with an equal distribution. In particular, we pregen-
erate all requests and, then, send them periodically in a request-by-request manner
until the experiment’s runtime is over. E.g., for a request rate of 10 Hertz, we
generate 10 - 10 = 100 requests and send 10 requests per second, i.e., we wait for
100 milliseconds before sending the next request.

FaVe decouples API requests, e.g., the instrumentation of state table entries, from
the actual instrumentation and analysis in NetPlumber, we measure the overtime
of the whole experiment. Particularly, after sending all requests, we initiate FaVe’s
shutdown and measure the time between the last request and the actual shutdown.
Since the shutdown takes constant time for a given network, i.e., it is independent
from the amount of rules in the model’s tables, we can determine if the request rate
exceeds FaVe’s processing rate when the shutdown time increases.

Figure 7.8 shows the results of our experiments. In the case of inactive traffic
emitters, the request rate exceeds FaVe’s processing rate between 400 and 500 Req/s
whereas for active traffic emitters this already occurs between 10 and 50 Req/s. The
results clearly show the limitations of state snapshots as a modeling technique for
stateful firewalls. Modern web servers can serve tens of thousands of concurrent
connection setups, e.g., cf. to [120], per second and, often, several parallel server
instances can be found in real-world installations. Therefore, we need to address
state handling with a more scalable modeling approach.
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Microbenchmark with State Snapshots
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Fig. 7.8.: Measurement results to determine acceptable request rates for state snapshots.

Stateful Packet Filters with State Deduction

As seen in the previous Section 7.1.6, our naive approach to model stateful behaviour
with state snapshots does not scale well enough in order to support meaningful
networks. Also, as described in Chapter 3, the most verification tools from literature
are limited to the modeling of stateless behaviour. Particularly, the fast data plane
approaches like NetPlumber or AP-Verifier cannot verify stateful policies due to their
limited expressiveness.

Nevertheless, it is prevalent that modeling stateful firewalls in a scalable manner is
crucial in order to support real-world setups. In FaVe, we overcome these shortcom-
ings by performing a static analysis of a given firewall rule set, deduce all possible
states, and concisely encode these in our model. Our basic idea to model stateful
behaviour is the derivation of a virtual rule set — called the state shell — which only
comprises stateless rules. These rules are constructed according to a state behaviour
function and woven into the packet filter’s tables with respect to the conservation
of the overall filter semantics. By using only stateless rules, this approach allows
FaVe to re-use fast data plane engines for verification while also covering stateful
behaviour as well. We call this technique State Shell Interweaving.
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Before we provide details on the formalization of stateful packet filter behaviour,
we start with a description of the internals of Linux iptables/netfilter [107]2.
Providing our formalization and prototype implementation for iptables bears two
benefits. First, it is one of the most common packet filter implementations found
in practice. Second, transcompilation to other firewall configurations, e.g., for
OpenBSD’s pf or FreeBSD’s ipfw, to an iptables configuration is possible as shown
by Bodei et altera in [15]. Hence, our formalization for iptables provides a generic
packet filter model suitable for a large variety of real-world scenarios.

7.1.7.1. Excursion: Stateful Semantics of Linux iptables

Any packet, which enters the netfilter framework within Linux’ network stack,
traverses the conntrack table first. Here, it is checked whether the packet is related
to a known connection. If so, the connection’s state is checked, updated, and
the packet is marked with the current state, e.g., NEW, ESTABLISHED, in its meta
data. Later, when traversing filtering chains, e.g., FORWARD or INPUT, rules may
match the state data to make filtering decisions. If the packet does not belong to a
known connection, a shadow entry in conntrack is created which is activated once
the packet leaves the netfilter framework, i.e., being accepted in the INPUT or
POSTROUTING chain.

The following example demonstrates that iptables offers a great degree of freedom
to administrators to implement their policies.

(0) ip6tables —P FORWARD DROP

(1) ip6tables —A FORWARD —p tcp —dport 22 —j ACCEPT

(2) ip6tables —A FORWARD —s 2001:db8::2 —j DROP

(3) ip6tables —A FORWARD -m conntrack ——cstate ESTABLISHED —j ACCEPT
(4) ip6tables —A FORWARD —d 2001:db8::1 —p tcp —dport 80 —j ACCEPT

Initial SSH packets are handled by rule (1), and initial HTTP packets by rule (4).

Rule (3) guarantees that the backward traffic of SSH and HTTP connections is
accepted. While subsequent HTTP packets belonging to this connection will be
handled by rule (3), the forward SSH traffic will still be handled by rule (1) and the
backward traffic by rule (3).

’In the following, we refer to iptables/netfilter’s frontend as iptables and to its in-kernel
framework as netfilter.

7.1 Modeling Device Configurations

151



Discussion: Statelessness in iptables Turning off state tracking for individual
services is possible by introducing a -j CT --notrack rule in netfilter’s raw table.
For example, the rule set:

(0) ip6tables —t raw —p tcp ——dport 22 —A FORWARD —j CT ——notrack

(1) ip6tables —t filter —P FORWARD DROP

(2) ip6tables —t filter —A FORWARD -m conntrack ——cstate ESTABLISHED —j ACCEPT
(3) ip6tables —t filter —A FORWARD —p tcp —dport 22 —j ACCEPT

does not track state for SSH packets. An incoming SSH packet is marked for stateless
operations by rule (0) and, hence, not marked with any state by the conntrack table.
The packet is then accepted by rule (3). SSH packets in the opposite direction,
i.e., where the source port is 22, are not marked by rule (0) but since there is no
established connection in the conntrack table, these packets are not matched by
rule (2) and, hence, dropped by the default rule (1).

Though, stateless packet filtering with iptables is not very common. For instance,
we found only 1 rule set out of 39 in the real-world collection from [36] where this
rule applied statelessness to traffic on the completely internal 1o interface.?

Modeling State with Virtual Rules netfilter’s concept to tag packets with their
connection’s state and check it like a normal header field results in an arbitrary
amount of possible state checking rules in conntrack. In a sense, a new virtual rule
is introduced to the rule set for each established connection. These virtual rules may
appear at several points in the rule set depending on the given state checking rules
and the inter-rule dependencies within the rule set.

A straightforward but naive approach to model this behaviour would introduce a copy
with reversed directions right in front of any state producing rule and mark it with
a backward flag. This approach falls short as it does not consider all dependencies
between state producing and state checking rules. For instance, rule (2) from our
example drops packets from host 2001:db8: :2. If we add a virtual rule (a) with
reversed direction for rule (1) in front, i.e.:

(0) ip6tables —P FORWARD DROP

(a) ip6tables —A FORWARD —p tcp ——sport 22 —j ACCEPT

(1) ip6tables —A FORWARD —p tcp —dport 22 —j ACCEPT

(2) ip6tables —A FORWARD —s 2001:db8::2 —j DROP

(3) ip6tables —A FORWARD —m conntrack —cstate ESTABLISHED —j ACCEPT

(b) ip6tables —A FORWARD —s 2001:db8::1 —p tcp —sport 80 —j ACCEPT
(4) ip6tables —A FORWARD —d 2001:db8::1 —p tcp —dport 80 —j ACCEPT

30n the other hand, state tracking is implemented very efficiently and disabling stateful packet
filtering most likely does not improve performance in practice.
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this virtual rule would accept SSH packets originating from 2001:db8: : 2 whereas in
reality these packets would have been dropped by rule (2) before reaching the state
checking rule (3). Hence, a more sophisticated method to model stateful behaviour
of iptables is needed and it must take all inter-rule dependencies into account.

7.1.7.2. Modeling State using State Shell Interweaving

| ‘} mterweaving 3 i
R . : B, :
3 B, |I | |
| Sy 3 St :
1 | | |
| N | By |
| By Iy, l :
; /| : R :
| ; | s |
: Sn—1 3 3 3
| A 1 Sps |
! B, I, ! 3
A — - 3 B, }

Fig. 7.9.: Principle of interweaving the state shell with the original rule set.

As seen in Section 7.1.7.1, iptables permits rule set configurations with complex
state introduction and checking dependencies. The original rule set R, as depicted
in Figure 7.9, may have an arbitrary mix of state checking rules s; and blocks of
state introducing rules B;. This complex pattern poses a central challenge for formal
verification and can be found in practice as seen in 5 out of 39 real-world rule sets
from [36].

Our central idea to cope with this challenge is the following:

1. First, we derive a virtual rule set which covers all states that could have been
introduced by the original rule set. We call this derivate the general reverse
state shell ST,

2. Then, for any state checking rule in the original rule set, we calculate a
conditional reverse state shell ST that incorporates only states relevant for that
rule.
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3. Finally, we interweave the conditional reverse state shells into the rule set while
preserving any dependencies between state introducing and state checking
rules. The resulting rule set Rg consists only of stateless rules, but models the
same portion of the Header Space as before.

In the following, we apply this procedure to our example iptables rule set from
Section 4.1.2 (for all details refer to Appendix A.10), i.e.:

(0) ip6tables —P FORWARD DROP
# sanity check against spoofing
# (not derived from policy directly)
(1) ip6tables —A FORWARD ——in—interface ethO0 —s 2001:db8::0/32 —j DROP
(2) ip6tables —A FORWARD —m conntrack ——ctstate ESTABLISHED —j ACCEPT
(3) ip6tables —A FORWARD —out—interface eth0 —s 2001:db8::200/120 \
—j ACCEPT
(4) ip6tables —A FORWARD —d 2001:db8::110/124 —p tcp —dport 80 \
—j ACCEPT
(5) ip6tables —A FORWARD —s 2001:db8::200/120 —d 2001:db8::100/120 \
—p tcp —dport 22 —j ACCEPT

Particularly, we need to model this rule set in DHSA terms using the Algorithm 5.1
from Section 5.2:

Rforward = {

r1:{
(iif, {eth0}), (oif, Voit),
(sip,{2001:db8::0/32}), (dip, Vaip),
(proto, Vproto), (sport, Vsport ), (dport, Vaport ),
(state, Vstate)

} — drop,

ro : {
(iif, Viif), (0if, Vois),
(sip, Vsip), (dip, Vaip),
(proto, Vproto), (sport, Vsport ), (dport, Vaport ),
(state, {ESTABLISHED})

} — accept,

rs:{

(1if, Vii¢), (oif, {eth0}),
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(sip,{2001:db8::200/120}), (dip, Vaip),
(proto, Voroto), (sport, Vsport ), (dport, Vaport),
(state, Vstate)

} — accept,

ry: {
(iif, Viig), (0if, Vois),
(sip, Vsip), (dip, {2001:db8::110/124}),
(proto, {6}), (sport, Vsport), (dport, {80}),
(state, Vstate)

} — accept,

rs
(iif, Viig), (0if, Vois),
(sip,{2001:db8::200/120}), (dip, {2001:db8::100/120}),
(proto, {6}), (sport, Vsport ), (dport, {22}),
(state, Vstate)

} — accept,

re : {
(iif, Viig), (0if, Vois),
(sip, Vsip), (dip, Vaip),
(proto, Voroto), (sport, Vsport ), (dport, Vaport ),
(state, Vstate)

} — drop

}

where the Header Space is:
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HP = {
hy = iif, hg = 0if, hy = sip, hy = dip,
hs = proto, hg = sport, hy = dport, hg = state
¥
Viit = Vois = {eth0, ethl, eth2}
Vsip = Vaip = {0::0/0}
Vproto = {0, ey 255}
Veport = Vaport = {0, ..., 65535}
Vstate = {NEW, ESTABLISHED}
VHD = {Viify Voifa Vsipa Vdipa Vprot07 Vsport, Vdport: Vstate}

Then, we introduce a virtual header field to the Header Space that indicates if packets
flow in backward direction: hg := back with Vpacx := {0, 1} where 0 encodes the
forth and 1 represents the backward direction.

Afterwards but before deriving the general reverse state shell, we collect the set of
state checking rules S C R which will also be used later for the conditional reverse
state shells:

S :={r;:m; — a; | (state, {ESTABLISHED}) € m;, r; : m; — a; € R}

Concerning our example, rule (2) is the only state checking rule and, hence:

S=A
ro : {
(1if,Viig), (0if, Vois),
(sip, Vsip), (dip, Vaip),
(proto, Veroto), (sport, Vsport ), (dport, Vaport),
(state, {ESTABLISHED})
} — accept
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1. General Reverse State Shell Derivation We define the tuple reverse function p as a
helper function that swaps fields which determine a packet’s source resp. destination

information:
p:HP x Vy — HP x Vy

(sip,vaip), if h = dip
dip, vsip), if h = sip
SPOrt, Vaport ), if h = dport

(
(
p(th) := { (dport, vsport ), if h = sport
(iif, vois), if h = oif
(

Oif,?}iif), if h =iif

th, else

For instance, p((dport, {22})) yields (sport, {22}) whereas p((proto, {6})) results
in (proto, {6}).

Now, we can derive the general reverse state shell S* by reversing the matches of
all non-state-checking rules in R and by marking them with the virtual back flag to
point in backward direction. Therefore, we introduce

Mpack = {--., (state, Vstate), (back, {1})}

which has only the backwards flag set to 1. Therefore, S* is defined as:

SR .= {
T {p(th) ’ th e mz} N Mpgck — Q; | T3 - My — a; € R\S

The general reverse state shell keeps the relative order of the rules that produce
state as well as non-state-producing rules, i.e., those with all directional fields set to
their respective value domain. Therefore, the dependencies of the original rule set
remain intact.
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For instance, concerning our example, rule (4) results in the following r, in the
general reverse state shell:

ry: {
(iif, Viig), (0if, Vois)
(sip,{2001:db8::110/124}), (dip, Vaip)
(proto, {6}), (sport, {80}), (dport, Vaport ),
(state, Vstate ), (back, {1})
} — accept

2. Conditional Reverse State Shell Calculations iptables allows multiple distinct
state checking rules in a rule set that match different sets of packets. We model
this behaviour by filtering the general reverse state shell to contain only those rules
matching packets that are relevant for a particular state checking rule. Later, these
conditional reverse state shells replace the state checking rules in the original rule
set.

For this purpose, we calculate a set of numbered intervals I that mark the boundaries
of the rule blocks B; as a helper by saving the index before and after each block (as
indicated by the arrows in Figure 7.9). An interval (i, k, [) represents the i-th block
which includes the rules from index k£ — 1 to index [ + 1. In our example, the rule set
is split into two blocks by the state checking rule (2). Thus I = {(1,0,2),(2,2,7)}.
These boundaries are needed to determine the relative positions of rules in the new
rule set for both — the conditional reverse state shells and the rule blocks.

The following function creates one conditional reverse state shell for every state
checking rule s; : m; — a; in S. The general reverse state shell is specialized to fit
the particular subset of packets handled by this state checking rule, i.e., m; Nmy
for every r; : m; — a; from SE. Only rules with non-empty matches form the
conditional reverse state shells S* shown as green boxes in Figure 7.9. Formally:

R _

Sh—

T(2i+1)|Rl+j : My N my — stricter(ay, aj) |
?"jinLj-)CLjGSR,

V(h,vp) € mj Nmy vy # 0

Each state shell entry is specialized concerning the state checking rules’ matches by
intersection. If any header field is empty, there cannot exist any matching packet
and the entry can be omitted. E.g., if the state checking rule only applies to TCP
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then UDP or ICMP states are not relevant for this rule. In addition, it needs to be
considered that state checking rules may drop packets which applies to all packets
in reverse direction as well. So, rule actions may be in conflict and we need to
chose the stricter one. For this purpose, we define a total order for rule actions, i.e.,
accept < drop, and a strictness helper function to determine the right action for
each rule in the conditional reverse state shell, i.e.:

stricter : Ax A — A

, accept, if a1 = as = accept
stricter(ay, ag) =

drop, else.

Finally, the new rule’s index is set to a value that simplifies interweaving later while
preserving the relative order within the conditional reverse state shell.

Since there is only one state checking rule in our example rule set, we obtain only
one conditional reverse state shell*:

R _
St =A{

. SE

T(2141)-64+1=19 : M7 MMz — drop,
. SE

T(2:141)-6+3=21 : M3 Mg — accept,
. SE

T(2:141)-6+4=22 1 Mg Mg — accept,
., SE

T(2.141)-6+5=23 : M5 M2 — accept,

-
T(2141)-64+6=24 : Mg (1 m2 — drop

3. State Shell Interweaving Before we may weave the conditional reverse state
shells into the original rule set, we need to re-index the rules within the blocks
B; to make space for the new reverse rules. In addition to re-indexing, the rules
that apply explicitly to unknown connections are set to act in forth direction only.
This is done by setting the backwards flag to O explicitly. For this purpose, we
introduce m o, (analogously to myqcx) which has only the backwards flag set to 0,
i.e, mporen := {..., (state, Vstate), (back, {0})}.

“For the sake of brevity m; " denotes the match of the rule with the index i from the general reverse
state shell S*. For details, refer to Appendix A.10.
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Formally, we re-index the blocks B; for each (i, k,1) € I as follows:

Bi 2:{
T9i|Rl+j - ™M — aj | Tjimj —aj €R,
k<j<l,
m; N M foreh, if (state, {NEW}) € m;

m =
mj, else

The rule blocks for our example rule set are the following:

B; ={
T2.1.641=13 : M1 — drop

}

By = {
r2.2.64+3=27 : M3 — accept,
72.2.64+4=28 : M4 — accept,
7'9.9.645=29 : M5 — accept,
72.2.6+6=30 : Me — drop
}

Finally, we can interweave the conditional reverse state shells with the rule blocks:

Rg := U B, U U SiR

(i,k )T 1<i<|s|

As we already adapted all rules’ indices, we simply need to collect all rules by
unioning all blocks and conditional reverse state shells. During these steps we also
remove the virtual state header field as state handling is projected onto the state
shells and the backwards flag.
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For our example the interwoven state shell looks like this®:

Rs=BiUSRUB, ={
r13 : m1\{(state, Vstate) } — drop,
719 mfR Nmo)\{(state, Vstate)} — drop,
ng Nms)\{(state, Vstate)} — accept,

(
( )
T99 (mfR Nmy4)\{(state, Vstate)} — accept,
( )
(

To1
ng Nms)\{(state, Vstate)} — accept,
T4 : ng Nme)\{(state, Vstate)} — drop,

a7 - m3\{
rog 1 ma\{
rog9 : ms5\{
r30 : me\{

T93 :

state, Vstate) } — accept,
state, Vstate) } — accept,

~ Y~~~

)
state, Vstate) } — accept,
state, Vstate) } — drop

The new rule set covers the stateful behaviour of iptables and only consists of
header fields that can be analyzed by a fast verification engine like NetPlumber.

Limitations

Our approach to handle state has some limititations concerning the complexity of
the initial rule set. Currently, there is no direct support for custom chains which
are part of iptables and frequently used by administrators. In [37], a semantics
preserving algorithm is presented that transforms a rule set with custom chains into
a simple enough rule set. Therefore, rule sets would need to be preprocessed before
being analyzed by FaVe.

Further, our approach does not support connections that are handled as RELATED
by conntrack, e.g., FTP or RTP data streams. Therefore, only their management or
control channels can be analyzed, e.g., SIP for RTP. In general, complex extension
modules as offered by iptables [108] are not within the scope of this work, e.g.,
arbitrary pattern matches, rate limiting, or eBPF programs.

Also, we assume that stateful traffic traverses the same interfaces of the firewall in
both directions. While this assumption should hold for many use cases it leaves out
load balancing scenarios that include firewall interfaces.

SFor more details on the particular header fields refer to Appendix A.10.
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| Benchmark | up | Stanford | Internet2 | TUM/TUMv6 |
Network 1 firewall, 16 routers 9 routers 1 firewall
23 switches,
130 hosts,
1 dummy
Rules 3,396 8,792 77,841 3,795
(of which 1,035
are in the main
firewall)
IP Version IPv6 IPv4 IPv4 IPv4/IPv6
Roles 71 16 9 -
Policy Checks 11,902 256 81 -
(of which
4,953 are state
checks)
Stateful Rules yes no no yes
Header Fields iif, oif, proto, vlan, sip, dip, vlan, dip iif, oif, vlan,
sip6, dip6, sport, | proto, dport, tcp sip, dip, proto,
dport, limit, flags sport, dport,
nxt_hdr, rtsegs, back
rttype, icmp6type,
back

Tab. 7.2.: Overview of the benchmarks.

For the evaluation, we ran five benchmarks that show the approach’s real-world
usefulness and scalability, especially in comparison with state-of-the-art tools, and
its IPv6 performance.® Table 7.2 provides an overview of the benchmarks’ char-
acteristics. We ran all experiments on the machine specified in Table 1.1 from
Section 1.4.

First, the UP benchmark tests the applicability in IPv6 networks with stateful fire-
walls. It models a medium sized yet complex campus network which can be hardly
inspected manually. It was first presented and used in the evaluation of ad6 [94]
and further extended in [96] to its current size. Second, we show the scalability
concerning large networks by running the well known Internet2 and Stanford work-
loads [76]7. Third, we compare FaVe against the available open source firewall

®The benchmarks including policies and configurations have been published along with our prototype
here: https://github.com/cllorenz/fave-project.

7For the Stanford and 12 workloads, the original paper speaks of more than 757,000 forwarding and
1,500 ACL rules [79] resp. 126,000 forwarding rules. We reproduced their resuls which included a
preprocessing step that compressed these rules down to 8,792 resp. 77,841 rules. For the Stanford
workload, compressing the rules needed about 35 seconds while the benchmark ran in ca. 1 second.
Without compression the Stanford benchmark ran in 28,280 seconds. The scripted reproduction
can be found here: https://github.com/cllorenz/hassel-reproduction
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verification tools fffuu [37] and SymNet [39]. For this comparison, we use the TUM
workload from [36] which was already used by Diekmann et al. for the evaluation of
fffuu. The TUM benchmark is a real-world stateful packet filter rule set consisting
of 3,795 IPv4 rules and is the largest out of a collection of 41 real-world rule sets
[36]. Fourth, we compare FaVe’s IPv6 performance against its [Pv4 performance. For
this purpose, we use the TUMv6 workload — an IPv6 version of the TUM workload.
The TUMv6 is derived from the TUM workload by embedding the IPv4 prefixes into
the IPv6 address space that has been reserved for the IPv4 Internet [10]. Particu-
larly, we prefixed each IPv4 prefix with 64:£f9b::/96, e.g., 1.2.3.4/31 becomes
64:ff9b::102:0304/127.

Benchmark Methodology The methodology of all benchmarks follow the same
principles. For the experiments, there are three measurement phases: Initialization,
Reachability, and Compliance:

Initialization We measure the time necessary to initially instrument the tool under

evaluation with the model, i.e., from modeling the first element until the tool
signals completion of all modeling tasks.
For instance, FaVe’s initialization phase covers all steps conducted to build
the model. During this phase, FaVe aggregates and transforms models, which
includes the interweaving of the state shells, increment calculation, and the
instrumentation of NetPlumber as its verification engine.

Reachability We measure the time necessary to calculate reachabilities in the tool
under evaluation, i.e., from linking the first traffic emitter to the model until
the tool signals completion of the last traffic propagation.

For instance, FaVe performs all steps to calculate reachabilities, i.e., for each
role a source node is connected to the network model which causes FaVe’s
verification engine NetPlumber to calculate the propagation of packet flows.

Compliance We measure the time necessary to calculate conformance of the reach-
abilities with the specified compliance rules, i.e., from starting the first compli-
ance analysis until the tool signals the completion of the last one.

For instance, FaVe reads the FPL rules and instruments NetPlumber as its
verification engine to check the reachabilities for compliance with these rules.

Note that not all benchmarks use all phases. For instance, since there are no agreed
compliance rules for the Internet2 and Stanford workloads, the compliance phase
is not performed for these benchmarks. We indicate such circumstances when they

occur.
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We repeat each experiment 10 times.

Transforming FPL rules to Stateful Compliance Checks in FaVe In the Compliance
phase, compliance analysis is performed by checking each role’s reachibility tree for
conformance with the FPL policies. For this purpose, we translate all FPL rules plus
all pairs of roles lacking an explicit rule as follows: A rule A op B translates to a set

of reachability constraints that need to hold for all paths between A and B:

<=-=>

default

If a service is consumed, i.e., B.S, or the operands hold attributes, additional packet

At least one path from A to B must exist but no path from
B to A, e.g., the FPL rule WebServer ---> LogStash results
in two checks: one checking reachability from WebServer to
LogStash and one checking non-reachability from LogStash to
WebServer.

At least one path from A to B must exist and also at least one
path from B to A must exist.

At least one path from A to B must exist. In addition, paths
from B to A for backward traffic must exist which is indicated
by the backwards flag set to 1. Also, no path with initialization
traffic in backwards direction is allowed. This traffic is marked
by the backwards flag set to 0. For instance, the rule Internet
<->>WebServer results in three checks: one for the unrestricted
access of the WebServer from the Internet, one for answers
from the WebServer to the Internet marked with back = 1,
and one for forbidden initializations from the WebServer to the
Internet marked with back = 0.

There must not exist any path from A to B due to FPL’s default
which is to deny any other packet flows.

constraints are applied for a more precise analysis.

Complex Policies: The UP Campus Network

The UP benchmark is a synthetic representation of an university campus network
with a large perimeter firewall and several network segments containing different

hosts and services.® The firewall rule sets follow best practices (cf. [66]) and the

8The policy specification of the UP benchmark is given in Appendix A.11.
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network topology resembles real-world setups. This benchmark shows FaVe’s ability
to verify compliance for complex networks.

As shown in Table 7.2, the UP benchmark consists of a central perimeter firewall
and 23 switched network segments. These include a DMZ with 8 hosts, a WIFI
domain, and 21 generic network segments with 6 hosts each. Each host comprises
a small host firewall for incoming and outgoing traffic. Together with the main
firewall’s ruleset of 1,035 rules, all firewall rules sum up to 3,396. These rule sets do
not include the state shells yet as these are calculated within FaVe at runtime and,
therefore, they are not part of the configuration provided by the administrator. The
firewall rule sets consist of a large variety of header fields as they include several
rules that realize IPv6 specific requirements, e.g., filtering ICMPv6 traffic [31]. The
policy checks sum up to 11,902 including 4,953 state checks.

In the experiments, we measure the Initialization as well as the Reachability phases
of the verification process with FaVe and NetPlumber respectively. Also, we measure
the Compliance phase with FaVe but not with NetPlumber®.

To determine the runtime overhead of FaVe compared to NetPlumber we imple-
mented a dumping function. Since NetPlumber is not capable to directly deal with
complex network devices like firewalls, we use FaVe for the preprocessing step
which results in an aggregated model and we dump the network in a format which is
suitable to be processed by NetPlumber. For the measurements with NetPlumber,
we load the aggregated model directly into NetPlumber without involving FaVe!©.
Note that the actions done by NetPlumber are also performed in conjunction with
FaVe and, therefore, they are implicitly included in the runtime result of FaVe’s
measurements.

As shown in Figure 7.10, the overall runtime (FaVel) is less than a minute (36.15
seconds) and stable with a low standard deviation of 1.18 seconds. For the medium
sized UP network, FaVe’s overhead including compliance checks is about 23%
which is suitable for a periodic reverification. The number of roles is important
for the runtime behavior of the compliance checks since this results in a quadratic
amount of conformity checks to be verified. Figure 7.10 shows that the runtime for

°The measurement results in this chapter have been conducted with a previous version of NetPlumber
which did not offer built-in compliance checks. Particularly, the used version is the same as the
one used for [96] and, hence, the results stated here are the same as published. Our subsequent
improvements to NetPlumber include said built-in compliance checks which run much faster than
the external analysis that we conducted in the paper. Hence, the stated numbers are worse than
the expected numbers with the current NetPlumber version.
19Since the used version of NetPlumber did not support built-in compliance checks, we omit this phase
for the comparison experiments.
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Fig. 7.10.: Average runtimes after ten repetitions of the UP benchmark (in ms). The indices
for FaVe indicate the number of backend instances as well as the number of
threads used to check for compliance. For each experiment the coefficient of
variation of the total runtime is below 3 %.

11,902 conformity checks (see the green part in the FaVel measurement) is about
four seconds. Hence, FaVe performs well even for a large amount of roles.

In addition, we demonstrate performance gains that can be achieved by paralleliza-
tion. For this purpose, we introduce multiple NetPlumber backend instances that are
initialized identically but calculate reachability trees for the different source nodes.
The workload is distributed in a round-robin manner with precalculated buckets.
Also, we show that checking for compliance benefits from parallelization as each
reachability tree can be checked independently. Our measurements with multiple
backend instances reveal that FaVe benefits from parallelization. Improvements
for the reachability calculations range from 18 % to 66 % for each doubling of the
number of instances. The overall gains sum up to a factor of 3.7 for FaVe and further
support periodic reverifications.

The last measurement with 24 instances shows a performance degregation with
9.87s versus 7.89s for 16 instances. Additional measurements with 23 and 25
instances (7.76 s resp. 8.09s) revealed that this specific configuration triggered a
collision where one instance was assigned a large amount of long running tasks. This
behaviour can be avoided by changing the current distribution via round-robin with
fixed buckets to a dynamic approach. This is beyond this work’s scope. Performance
improvements are further limited by the growing initialization time which nearly
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doubles throughout the measurements. Nevertheless, all in all, parallelization
allows large performance gains compared to NetPlumber alone and further supports
periodic reverification.

Scaling to large Networks

Next, we show FaVe’s scalability for large networks by measuring the well known
real-world Stanford and Internet2 workloads [76]. As listed in Table 7.2, these IPv4
routed networks each consist of a set of routers with 8,792 resp. 77,841 rules.
The original paper speaks of more than 757,000 forwarding and 1,500 ACL rules
[79] for the Stanford workload. We reproduced their results which included a
preprocessing step that compressed these rules down to 8,792 in about 35 seconds.
Without compression the benchmark took 28,280 seconds. Analogously, the original
Internet2 rule sets of more than 126,000 rules are compressed down to 77,8411,
We augmented the benchmarks by specifying a synthetic FPL policy for the compli-
ance verification. The policy checks pairwise reachability, i.e., A <--> B for all roles
A and B. Therefore, we added an FPL role for each router to represent external
adjacent networks, e.g., ASes, connected to that router.

| Tool | Init | Reach | Compl. | Total |
Stanford
FaVe 2.08 0.11 0.08 2.28
NetPlumber 0.50 0.11 - 0.61
Vanilla-NetPlumber 0.90 0.12 - 1.01
Internet2
FaVe 47.85 | 65.00 0.55 | 113.39
NetPlumber 31.86 | 56.44 - | 88,30
Vanilla-NetPlumber || 77.95 | 71.92 -1 147.87

Tab. 7.3.: Mean runtimes after ten repetitions for the Stanford and Internet2 Benchmarks
(in seconds). The coeffients of variation are below 3.3 % resp. 1 %.

Table 7.3 shows that for the Stanford benchmark, FaVe’s overall runtime is below
2.3 seconds which is still very fast. The low number of roles results in a low amount
of reachabilities to be calculated and only few compliance rules to be checked.
Therefore, the reachability phase is short for FaVe and NetPlumber alike. FaVe’s
overhead comes from the initialization which includes modeling and instrumentation
of NetPlumber. A similar behaviour has been seen for the UP benchmark before.

"The scripted reproductions can be found here: https://github.com/cllorenz/hassel-
reproduction.
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For the even larger Internet2 benchmark, FaVe’s runtime is less than 2 minutes. Since
there are only few policy checks necessary, the compliance phase only takes about
half a second. Again, a major part of FaVe’s overhead happens during initialization.
The reason for the runtime difference for the reachability phase is less obvious.
Profiling revealed a better caching behaviour for NetPlumber when loading an
already aggregated and dumped model instead of an instrumentation through FaVe.
Since, the runtimes of FaVe and NetPlumber range in the same order of magnitude,
we opted to keep FaVe’s more natural way of modeling. E.g., FaVe mandates to define
device models before connecting their ports while NetPlumber does not impose such
restrictions.

Further, we included measurements using the original NetPlumber, i.e., without
our improvements to NetPlumber (cf. Section 6.1.7), for comparison. It shows
that, in the case of the Internet2 workload, FaVe runs about 23 % faster than the
Vanilla-NetPlumber (113.39 s versus 147.87 s). In direct comparison, our improved
NetPlumber is about 40 % faster for the Stanford workload (0.61 s versus 1.01s). We
investigated on this issue and profiling revealed that a change in the book-keeping of
rules in NetPlumber’s rule tables had a major impact on the runtime of rule insertions
in tables with many rules — a very common theme in both workloads. Particularly,
we replaced a linear list with a hash map that performed better regarding the large
amounts of rules.

We conclude that FaVe scales well to large networks in accordance to NetPlumber as
its underlying fast verification engine while the overhead for compliance checking is
insignificant.

Comparison with State-of-the-Art

Now, we compare FaVe against the public available tools £fffuu [37] and SymNet [39],
since both tools are able to verify stateful packet filters (cf. Chapter 3). For the
evaluation of fffuu, Diekmann et al. used the so-called TUM benchmark. This is
a real-world firewall rule set from [36] with 3,795 IPv4 rules. Since fffuu only
supports reachability analysis for pairs of fixed source and destination ports, we
limit the generated traffic in FaVe and SymNet to the same pairs as well.

Following the methodology of Diekmann et al., first, we instrumented fffuu to
analyze the rule set concerning the reachability from TCP port 10000 to port 80.

The measurement includes fffuu’s rule set transformations and a single calculation
of a service reachability matrix which serves a similar purpose as FaVe’s reachability
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Tool Mean | Median | StdDewv.
FaVe 2.42 2.42 0.05
NetPlumber 1.35 1.35 0.01
fffuu 100.48 | 100.49 0.08
SymNet oom oom oom

Tab. 7.4.: TUM Benchmark results after ten repetitions (in seconds).

trees. FaVe is instrumented with a packet filter model and the same rule set. To
establish a comparable measurement, a traffic generator is attached directly to the
forward filter table and a probe as target directly behind. This way we measure the
filtering behaviour of the forward filtering table in isolation. The measurements for
FaVe include the initialization phase and the calculation of a reachability tree. As
shown in Table 7.4, FaVe outperforms fffuu by a factor of more than 41 (2.42s
versus 100.48s).

Second, we compare FaVe against SymNet. Since its public implementation could not
load the workload directly due to missing features like VLAN handling, multiport
parsing, and some header fields, we enhanced the code by implementing these
features'2. SymNet ran out of 64 GB of memory after about 15 minutes. Additionally,
we conducted measurements with the original code and a stripped down version
of the TUM rule set where we removed match fields that made our modifications
necessary in the first place. Again, SymNet ran out of memory.

Third, analogously to the benchmarks in Section 7.2.2, we conduct a measurement
with NetPlumber by directly loading a dump provided by FaVe. With 9.73s, the
direct usage of NetPlumber is faster but lacks the comfortable modeling offered
by FaVe and its ability to check compliance with high-level policies specified with
FPL.

IPv6 Performance

Finally, we measure FaVe’s performance when verifying IPv6 compared to IPv4.
Figure 7.11 shows the runtimes of the IPv4 and IPv6 versions of the TUM workload
for FaVe and NetPlumber. We can see that FaVe’s total runtime for IPv6 lies in the
same order of magnitude as for IPv4. Particularly, verifying IPv6 is 3.3 times slower
than IPv4 (8.15s vs. 2.42s) The same observation holds for NetPlumber which is
5.3 times slower (7.21s vs. 1.355s). While the initialization phase has very similar
runtimes per tool, the reachability phase differs more significantly. Here, FaVe’s

20ur modifications can be found here: https://github.com/cllorenz/iptables-sefl
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runtime for IPv4 is ca. 68.5 times faster than for IPv6 (0.09s vs. 5.88s). This is
similar for NetPlumber with a factor of ca. 66.6 (0.09s vs. 5.87s).
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Fig. 7.11.: Average runtimes after ten repetitions of the TUM and TUMv6 benchmarks (in
ms). For each experiment the coefficient of variation of the total runtime is
below 2.2 %.

We can conclude that all in all FaVe performs well for IPv6. The overhead of a factor
of 3.3 over IPv4 is meaningful but still in the same order of magnitude. Also, the
total runtime of about 8 seconds is well acceptable. Further, the overhead stems
from the underlying NetPlumber engine and, hence, it is not introduced by FaVe’s
more high-level modeling.

Firewall Configuration Generation

After initially determining the state of network security compliance in the UNDER-
STAND phase and subsequent iterative transformation in the ADJUST phase, once
the desired state of network security compliance has been reached, it needs to be
maintained in the CONTROL phase. For this purpose, we enable administrators to
generate security configuration — particularly firewall rule sets — from the compliance
specification, i.e., from FPL policies. These rule sets are compliant by design and can
be deployed automatically. The following work has been explored in the Master’s
thesis of Benjamin Plewka under my supervision [115].
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For the rule set generation, we follow some design principles and good practices,
e.g., [66] for IPv6 handling. Particularly, we apply the following design decisions:

General Structure Rule sets can be organized as flat lists of rules or as DAGs with
conditional jumps between lists of rules. For instance, the latter semantics
is supported by hierarchical matchers like Linux’ IPTables, FreeBSD’s ipfw,
or, to some degree, OpenBSD’s pf. The former semantics, in turn, can be
handled by simple matchers, e.g., OpenFlow switches. Despite the fact, that
FPL is organized hierarchically and our primary packet filter IPTables offers
hierarchical matching, we opted to implement a nearly flat list of rules. Only
some IPv6 specific rules are organized in custom chains and, optionally, these
can be flattened as well.

Anti Spoofing Known internal address ranges can be blocked on external interfaces.
We generate appropriate rules for this purpose.

IPv6 Readyness IPv6 requires certain ICMPv6 messages for core functionality like
neighbor discovery or router solicitation to work properly. We add a set of
rules required for proper IPv6 operations.

IPv6 Hardening Security best practices for IPv6 [66] and the most recent standard
[33] require to block resp. allow only certain headers and fields in IPv6 packets.
We add a set of sanity rules that enforce these rules.

Early State Checking Matching packets in linear lists is comparably expensive and,
therefore, an early check if a packet belongs to a known connection helps
to improve overall performance. In the case of IPTables, conntrack marks a
packet’s state before the packet enters the rule tables and we place the state
checking rule as early as possible but without security compromises.

Hence, the resulting rule set abides good practices for rule set designs and has the
following structure:

1. Rules that mark packets for stateless processing.

2. Default rules, i.e, DROP.

3. Rules that prevent spoofing of internal address ranges.

4. Rules that enable proper IPv6 operations, i.e., ICMPv6.

5. Rules that harden IPv6 operations, e.g., dropping of forbidden headers.

6. Rules for state checking.
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7. Rules for access grants.

Input:
* Propagated FPL Inventory
* FPL Policy

Output: An IPTables rule set for a logically centralized firewall.

Procedure:

1. Initialize empty lists:
* Suppress < []
* Main <+ []

2. Add default rule to Main:
Main < Main + [DEFAULT_RULE]

3. Add anti spoofing rules:
For each Role in Inventory do:
1) Fetch Source role from Role.
2) Fetch address range Range from Source (ipv4 resp. ipv6).
3) Apply template for anti spoofing rules and append to Main:
Main < Main + [template_anti_spoofing(Range)]

4. Add static rules for proper IPv6 operations:
Main <~ Main + STATIC_ICMPV6_RULES

5. Add custom chain and static jump rule for the IPv6 hardening:
Main <— Main + IPV6_HARDENING_CHAIN
Main < Main + [STATIC_HARDENING_JUMP_RULE]

6. Add state checking rule:
Main < Main + [STATE_CHECKING_RULE]

7. Add access rules:
For each Rule in Policy do:
1) Fetch Source role, Destination role, and Conditions from the Rule.
2) If the Conditions indicate a stateless rule, then:

1) Apply rule template to suppress packets for stateless processing:
Suppress < Suppress + [template_suppress(Source,Dest)]

2) Apply rule template to statelessly handle packets:
Main < Main + [template_stateless(Source,Dest)]

3) Otherwise, add a regular state creating access rule:
Main < Main + [template_state ful(Source,Dest)]

8. Concatenate and return rule lists: Suppress + Main

Algorithm 7.1.: Generation algorithm of IPTables rule sets from FPL security specifications.

Algorithm 7.1 shows our procedure that generates an IPTables rule set from a
FPL security specification. In the following, we detail the IPTables rules and rule
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templates used. Further, Appendix A.13 shows the resulting IPTables rule set for our
example FPL inventory and policy.

Static Default Rule The default rule is:

ip6tables -P FORWARD DROP

Rule Template for Anti-Spoofing The template_anti_spoofing() is applied to some
Role and has the following form:

ip6tables -A FORWARD \
-i <external-interface> \
-s <source-ips> \
-j DROP

The <source-ips> are IP address ranges fetched from the Role whereas inter-
faces of the firewall that face external networks like the Internet are refered to
by <external-interface>. Since the latter is specific to the firewall where the
rule set should be deployed to, it is passed as a global parameter to the generation

algorithm.

For instance, the DMZ role from our example yields the following anti-spoofing
rule:

ip6tables -A FORWARD -i ethl -s 2001:db8::100/120 -j DROP

Static Rules for IPv6 Readyness The STATIC_ICMPV6_RULES are the following:

ip6tables -A FORWARD \
-p icmpv6 --icmpv6-type destination-unreachable \
-j ACCEPT
ip6tables -A FORWARD \
-p icmpv6é --icmpv6-type packet-too-big \
-j ACCEPT
ip6tables -A FORWARD \
-p icmpv6 --icmpv6-type echo-request \
-m limit --limit 900/min \
-j ACCEPT
ip6tables -A FORWARD \
-p icmpv6 --icmpv6-type echo-reply \
-m limit --1limit 900/min \
-j ACCEPT
ip6tables -A FORWARD \

-p icmpv6 --icmpv6-type ttl-zero-during-transit \
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-j ACCEPT

ip6tables -A FORWARD \
-p icmpv6 --icmpv6-type unknown-header-type \
-j ACCEPT
ip6tables -A FORWARD \
-p icmpv6 --icmpv6-type unknown-option \
-j ACCEPT

They pass ICMPv6 packets that enable proper operations of IPv6 protocols like
neighbor discovery or router solicitation as specified in the IPv6 standard [33].
Further, a reasonable rate limit for pings is introduced.

Custom Chain and Static Rule for IPv6 Hardening These rules are introduced as a
custom chain IPV6_HARDENING_CHAIN which contains the following rules:

ip6tables -N routinghdr

ip6tables -A routinghdr -m rt --rt-type 0 ! --rt-segsleft O -j DROP
ip6tables -A routinghdr -m rt --rt-type 2 ! --rt-segsleft 1 -j DROP
ip6tables -A routinghdr -m rt --rt-type 0 --rt-segsleft 0O -j RETURN
ip6tables -A routinghdr -m rt --rt-type 2 --rt-segsleft 1 -j RETURN
ip6tables -A routinghdr -m rt ! --rt-segsleft O --j DROP

First, the custom chain routinghdr is established. Then, rules are added that block
packets with a routing header of type 0 with further segments as well as packets
with a routing header of type 2 and not exactly one segment. Further, packets with a
routing header of type 0 and without further segments resp. packets with a routing
header of type 2 and with one segment are considered for subsequent processing by
the packet filter. Any other packet with a routing header and more segments is de-
nied. Finally, the custom chain is accessed via the STATIC_HARDENING_JUMP_RULE:

ip6tables -A FORWARD -m ipv6header --header ipv6-route -j routinghdr

Alternatively, to avoid using a custom chain, the following set of rules works equiva-

lently:

(1) ip6tables -A FORWARD \
-m ipv6header --header ipv6-route \
-m rt --rt-type O ! --rt-segsleft 0 \
-j DROP

(2) ip6tables -A FORWARD \
-m ipv6header --header ipv6-route
-m rt --rt-type 2 ! --rt-segsleft 1 \
-j DROP

(3) ip6tables -A FORWARD \

-m ipv6header --header ipv6-route \
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-m rt --rt-type 0 --rt-segsleft 0 \
-j MARK --xmark O0x1/0x1

(4) ip6tables -A FORWARD \
-m ipv6header --header ipv6-route \
-m rt --rt-type 2 --rt-segsleft 1 \
-j MARK --xmark 0x1/0x1

(5) ip6tables -A FORWARD \

-m ipv6header --header ipv6-route \
-m rt ! --rt-segsleft 0 \

-m mark ! --xmark O0x1/0x1 \

--j DROP

The action -j MARK -xmark 0x1/0x1 sets a bit in a matching packet’s meta data
which can be matched in subsequent rules. In our case, packets that are marked this
way, i.e., by the rules (3) and (4), are spared from being dropped by rule (5). We
opted to use a custom chain by default since custom chains are a common practice
and they are more convenient than marking and matching packets in IPTables.

Static Rule for State Checking The following static rule provides regular state
checking:

ip6tables -A FORWARD -m conntrack --ctstate ESTABLISHED -j ACCEPT

Templates for Stateless Rules By default, IPTables does not provide stateless han-
dling since all packets are handled by conntrack first and marked with a state
which can be matched. In order to enforce truly stateless filtering, packets must be
prepocessed and marked for stateless handling. The template_suppress() can be
applied to pairs of Source and Destination roles and has the following form:
ip6tables -t raw -A PREROUTING \

<in-interface/vlan-matching> <source-matching> \

<out-interface/vlan-matching> <dest-matching> \

<proto-match> \

<comment > \
-j NOTRACK

The <in-interface/vlan-matching> and <source-matching> placeholders con-
tain source matching fields, e.g., -i, -s or --sport, and are taken from the Source
role. On the other hand, the placeholders <out-interface/vlan-matching> and
<dest-matching> are translated to destination matching fields, e.g., -o, -d, or
--dport. They are taken from the Dest role. If necessary, the <proto-match> place-
holder, i.e., if the FPL rule specifies some service access, the protocol field -p is set
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as well. Finally, the <comment> placeholder provides a short comment that states the
access between the involved roles. The action NOTRACK marks the ctstate field in
the packet’s metadata as UNTRACKED which causes conntrack to pass on the packet
without state inspection.

For instance, assume our example policy would contain a rule Office ---> DMZ.
Applying the template would result in the following state suppression rule:
ip6tables -t raw -A PREROUTING \
-s 2001:db8::200/120 \
-d 2001:db8::100/120 \

-m comment --comment "Office to DMZ" \
-j NOTRACK

Packets that have been marked for stateless filtering are, then, matched in the main
rule set by rules created by applying the template_stateless() to the same Source
resp. Destination roles:
ip6tables -A FORWARD \
<in-interface/vlan-matching> <source-matching> \
<out-interface/vlan-matching> <dest-matching> \
<proto-match> \
-m conntrack --ctstate UNTRACKED \

<comment > \
-j ACCEPT

The conntrack state UNTRACKED which needs to be set by our preprocessing rule is
used as match criterion in order to distinguish stateless from regular filtering. The
other matching fields are the same as for the respective preprocessing rule.

Consequently, our example rule 0ffice ---> DMZ would result in the following rule
which is added to the main rule set:
ip6tables -A FORWARD \
-s 2001:db8::200/120 \
-d 2001:db8::100/120 \
-m conntrack --ctstate UNTRACKED \

-m comment --comment "Office to DMZ" \
-j ACCEPT

Template for Regular Stateful Rules Finally, regular stateful rules are created by
applying the template_state ful() to the Source and Destination roles in the same
manner as stateless rules:
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ip6tables -A FORWARD \
<in-interface/vlan—matching> <source-matching> \
<out—interface/vlan—matching> <dest -matching> \
<proto-match> \
-m conntrack --ctstate NEW \
<comment > \
-j ACCEPT

Matching the conntrack state NEW limits this rule to match only packets that belong
to new connections. If a packet is accepted by these rules, conntrack updates
these new connections as ESTABLISHED and subsequent packets that belong to
these connections are accepted by the state checking rule which was introduced
before. Also, matching NEW clearly distinguishes stateful from stateless rules which
specificantly match UNTRACKED packets.

For instance, the rule 0Office <->> WebServer.SSH from our example results in the

following stateful rule:

ip6tables -A FORWARD --protocol tcp --dport 22 \
-s 2001:db8::200/120 -d 2001:db8::110/124 \

-m conntrack --ctstate NEW \
-m comment --comment "Office to WebServer" -j ACCEPT

In this chapter, we have shown that FaVe’s automatic verification process of security
policies stated in a high-level and semi-natural language is feasible and scalable.

Particularly, several device models have been introduced in order to allow administra-
tors to accessibly model common and advanced network scenarios using real-world
device configurations. FaVe ships with device models for switches, routers, and
stateless as well as stateful packet filter firewalls. We have shown, that network
models consisting of these devices can be verified automatically for conformance
with policies specified in FPL.

For the fast verfication of common stateful packet filters like iptables, we intro-
duced the state shell interweaving — a deductive modeling technique that transforms
the stateful behaviour into stateless rules which enables the re-use of fast data plane
approaches. Therefore, the prototype implementation of FaVe leverages the HSA

based NetPlumber engine as verification backend.
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Our extensive evaluation results confirm that network security verification benefits
from data plane analysis — even in the presence of state, IPv6, and several header
fields. For the UP benchmark which represents a university campus with 3,396 fire-
wall rules, FaVe’s runtime is 36.15 seconds, including 11,902 policy conformity
checks. Further, we augmented the well known Internet2 and Stanford benchmarks
with an FPL policy for compliance checking. Also for these large networks, FaVe
scales well in accordance to NetPlumber as its underlying fast verification engine
while the overhead for compliance checking is insignificant. In comparison to ap-
proaches from literature, FaVe achieves a 41-fold speedup when verifying a large
stateful packet filter rule set.

FaVe shows convincing performance to serve as compliance verification tool through-
out all three phases of the proposed security management process from Section 1.2 —
namely UNDERSTAND, ADJUST, and CONTROL. Particularly, initial verification in
UNDERSTAND and continuous verfication in ADJUST and CONTROL are enabled
through FaVe’s low runtimes. This, answers our third research question positively.

In addition, we have shown that compliant security configuration — IPTables rule
sets in our case — can be synthesized directly from FPL policies. In the CONTROL
phase, this feature relieves administrators from manual adjustments which further
increases the economic scalability of security management.

In conclusion, FPL and FaVe offer a direct benefit for security officials and adminis-
trators to continuously verify the status of the security compliance - also for complex
networks.
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Use Case: Firewall Anomaly
Detection

In this chapter, we support network administrators with automatic tooling which fos-
ters the reduction of complexity of firewall configurations. Often, these complexities
occur due to the configurations’ growth over time and the administrator’s struggle to
inspect and maintain large rule sets manually [132, 144]. In the context of firewalls,
anomalies are misconfigurations which affect the system’s performance and usability.
In the case of networks with multiple firewalls, anomalies like cross-paths or cycles
are possible which even pose security threats [94]. In this work, we focus on single
firewall anomalies.

For instance, the most important firewall anomaly is shadowing. A shadowed rule
does not contribute to the filtering behaviour of a rule set as all packets that match
the rule have already been handled by rules with higher priorities. Nethertheless, all
packets which reach the rule will be checked against it but can never be matched.
Therefore, removing shadowed rules would not change the filtering semantics but
it would improve the filtering performance and, hence, this would increase packet
throughput and would reduce overall energy consumption.

Besides performance, the detection of anomalies gains importance as a core metric
in the systematic assessment of firewall user experience [144], since a simplified rule
set increases the firewall’s maintainability. Further, the ongoing transition towards
the state-of-the-art networking with IPv6 introduces an additional challenge for
anomaly detection. Control protocols like neighbor discovery or router advertisement
and dynamic extension header chains lead to an increased complexity of firewall
rule sets and the state space.

It is evident that automatic support for firewall management is necessary. Therefore,
detecting anomalies in such rule sets is a long lasting research topic [132, 153, 48,
73, 62, 80, 11, 126, 94, 127, 148]. Nevertheless, none of these approaches has yet
gained broader adoption. A major obstacle is the runtime of the validation tools. For
instance, Cisco’s Security Manager offers the rule-wise detection of shadowing and
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redundancy anomalies [22]. However, best practices! recommend the analysis of
only small rule sets.

Therefore, fast and scalable approaches are desirable in this context. As introduced
in Section 1.3, our Automatic Anomaly Detection (AAD) workflow consists of three
steps:

1. Modeling: First, the administrator provides the rule set, e.g., an IPTables
configuration, which is modeled formally using FaVe.

2. Analysis: Then, the model is analyzed automatically for anomalies, e.g., shad-
owed or generalized rules.

3. Reporting: Finally, a report is generated that lists all rules that are affected by
an anomaly. This information can be used to safely adjust the firewall rule set.

This chapter is structured as follows: First, in Section 8.1, we provide detailed
descriptions of firewall anomalies. After reviewing the related work in Section 8.2,
we formalize the anomalies using DHSA in Section 8.3 and give insights into our
implementation in Section 8.4. Finally, in Section 8.5, we evaluate our prototype’s
performance in comparison with the state-of-the-art as well as for its ability to scale
to very large rule sets.

Firewall Anomalies

Firewall anomalies occur if two or more filtering rules match the same packet [97].
Typically, they emerge if rule sets are large and have been changed over time
repeatedly. This may lead to the situation that certain dependencies between rules
yield a filtering behaviour that might not be intended by the administrator. In
essence, the rule set is no longer maintainable efficiently.

Before we classifiy different anomalies, we give an examplary IPTables rule set for
further illustrations:

(0) ip6tables -P FORWARD DROP

(1) ip6tables -A FORWARD -d 2001:db8::1/127 -j ACCEPT
(2) ip6tables -A FORWARD -d 2001:db8::0 -j ACCEPT

(3) ip6tables -A FORWARD -d 2001:db8::2/127 -j ACCEPT
(4) ip6tables -A FORWARD -d 2001:db8::0/126 -j ACCEPT
(5) ip6tables -A FORWARD ! -d 2001:db8::0/126 -j ACCEPT
(6) ip6tables -A FORWARD -d 2001:db8::102 -j ACCEPT

'https://community.cisco.com/t5/network-security/duplicate-firewall-rules-shadow-
redundant/td-p/2973394
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Fig. 8.1.: Shadowed rules in the DHSA model of the example rule set. The red rules are
shadowed by the rules indicated by the arrows.

Subsequently, we explain and assess the most relevant types of anomalies.

Shadowing A rule is shadowed if all packets that are relevant for this rule, i.e., that
the rule matches, are processed by one rule or a combination of rules with
higher priorities. As shown in Figure 8.1, the rule (2) from the example (resp.
ro in the Figure) is directly shadowed by rule (1) resp. r; while the rule r4
is shadowed by a combination of the rules r; and r3. Shadowed rules have
a negative impact on the firewall’s performance as they need to be checked
for packets without having an impact on the filtering semantics of the rule set.
Therefore, removing a shadowed rule improves the rule set’s performance and,
in addition, improves its maintainability for administrators.

Note that some approaches in literature also require that the shadowed rule
has a different action than the shadowing rule, e.g., [148, 11]. Though, in this

8.1 Firewall Anomalies 181



r1: {(dip, {2001:db8::1/127})} — accept

.

A
s, pseudo-
- ~  * generalization
‘\
A
ro : {(dip, {2001:db8::0})} — accept \
AY
\S ) “‘ “\
A
\ \
AY “
A
1
generalized N
b rs : {(dip, {2001:db8::2/127})} — accept Yo
Y Vo
\“ “ |I
- DN v
\ 1 1
Y A} 1
Y 1 1
\ v
\ [
4 : {(dip, {2001:db8::0/126})} — accept Yo
LN
VoL
\ Vo
\ [
75 : {(dip, { Vo
0::0 .. 2001:db7:ffff:...:ffff, v
2001:db8::4 .. ffff:...:ffff .
b} — accept e
::"
t i
";l
re : {(dip, {2001:db8::102})} — accept i
-

r7 : {(dip, Vdip})} — drop

.

J
Fig. 8.2.: Generalized and pseudo-generalized rules in the DHSA model of the example rule
set. The red rule r, is generalized by the rule r, as indicated by the solid arrow.

case, the administrator’s intent remains unclear. If the shadowed rule denies
traffic that is allowed by the upper rules, it is not clear whether this behaviour
is rooted in the security policy. As this is not decidable without knowledge of

the actual policy, automatic resolution is not possible and the conflict has to
be reported and handled manually.

For resolving these conflicts, we suggest a two step approach: First, specify a
clean high-level description of such intents and use a policy checker, e.g. FPL
and FaVe. Second, as this guarantees a compliant rule set, any rule without an

impact on the filtering semantics, i.e., which is shadowed by our definition,
can be reported for safe removal.

Generalization A rule is generalized by one or more rules with lower priorities if
these handle the same packets. In our example and depicted in Figure 8.2,

rule ro is generalized by rule r4. Also, the rules r; to r¢ are generalized by
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r1 : {(dip,{2001:db8::1/127})} — accept

ro : {(dip, {2001:db8::0})} — accept

match all
r3 : {(dip, {2001:db8: :2/127})} — accept > possible
packets

ry : {(dip, {2001:db8::0/126})} — accept

75 {(dip,{
0::0 .. 2001:db7:ffff:...:ffff,
2001:db8::4 .. f£fff:...:ffff

D} — accept

re : {(dip,{2001:db8::102})} — accept

unreachable

r7 - {(dip, Vaip )} — drop

Fig. 8.3.: Unreachable rules in the DHSA model of the example rule set. The rules up to
the dashed line match all possible packets and, hence, the red rules below the
line are not reachable.

the default rule 7. The example shows that the generalization by the default
rule is pretty common and intended. Hence, the pseudo-generalization by the
default rule should not be reported.

All in all, generalization can be regarded rather an information for the ad-
ministrator than an anomaly. In order to safely remove a generalized rule
it is necessary to analyse its relation with all overlapping rules with a lower
priority until all relevant packets have been handled. If any of these dependent
rules has another action, the generalized rule cannot be removed. In this case,
reporting this generalized rule can help administrators to reevaluate their
intents.

Unreachability A rule is unreachable if all packets have been processed by rules
with higher priorities. Or stated differently: A rule is reachable if at least one
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packet is checked against this rule. Note that it is not necessarily a matching
packet. Unreachable rules are always shadowed and, hence, they can be
removed safely. As shown in Figure 8.3, the rules rg and r( are unreachable as
the rules r1, r3, and r5 process all possible packets. Further, the rules r4 and r5
also match all packets.

Redundancy Two rules are redundant if they handle the same packets and have
the same action. Hence, the rule with the lower priority can be removed safely.
Our definition of shadowing covers redundant rules, too, as we do not distinct
by action. Hence, we also detect redundant rules when we check for shadowed
rules and we can safely remove them.

Correlation Two rules correlate if they overlap, i.e., they match a common set of
packets, have different actions, and the higher prioritized rule does not shadow
the other. Since this behaviour may be intended by the administrator, this
anomaly may be only reported.

Related Work

As shown in Table 8.1, the field of firewall anomaly detection has been under
research for decades. Though, none of these approaches has yet gained broader
application — particularly, due to their impractically long runtimes. For instance,
Cisco’s Security Manager offers the rulewise detection of shadowing and redundancy
anomalies [22]. However, best practices recommend the analysis of only small rule
sets of “sections of 100 rules”2. Also, the open source tool FirewallBuilder ([106],
cf. Section 4.2) implements a limited shadowing detection. Nevertheless, the tool
seems to be discontinued and there is no successor.

In the following, after describing the applied methodology, we give an overview
of these verification approaches, highlight notable tools, and compare them to our
own verification framework FaVe (cf. Chapter 6). In Table 8.1, we give an overview
of related tools that offer firewall anomaly detection. The table is structured by
the categories of single and multi firewall anomalies, as well as other notable traits
which are explained in the following:

*https://community.cisco.com/t5/network-security/duplicate-firewall-rules-shadow-
redundant/td-p/2973394
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Jeffrey, Samak [73] v v I/ v | S
Prometheus [111] v Va4 vVi||v |B
Kotenko, Polubelova [83] v IV F
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Khorchani et al. [80] v ararani C
Basumatari, Hazarika [11] || v IV C
Krombi et al. [84] v v F
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Hanamsagar et al. [58] v v v ?
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Yin et al. [148] v I T | ()

HSViz [86] v I v ?
Lin et al. [88] C
Bringhenti et al. [17] v |/ T
Hakani, Mann [57] v a4 C

FaVe + NetPlumber Tviv] [v] [v] | [v] [v]H]V ]/]
Tab. 8.1.: Overview of different formal firewall anomaly detection tools. The abbreviations
in the column Verification Engine mean: B = BDD, C = Custom Engine, F =
Finite Automaton, H = HSA, I = Intervals, S = SAT, T = Theorem Prover.

Single Firewall Anomalies Also often referred to as intra-firewall, these anomalies
occur within a single firewall rule set whenever there is a packet that could be
handled by multiple rules. Hence, the packet’s fate depends on these rules’ order
resp. priorities. For a more detailed description of the shadowing, unreachability,
generalization, redundancy, and correlation anomalies, see Section 8.1. In addition
and similar to our methodology in Chapter 3, we acknowledge an approach’s shown
scalability claim if their evaluation reveals the tool’s ability to perform a shadowing
detection of a packet filter rule set with at least 1,000 rules throughout a coffee
break of 10 minutes.

Multi Firewall Anomalies In more complex environments which use a network of
firewalls, further anomalies like cycles and cross-paths are possible. Also, the concept
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of single firewall anomalies, e.g., shadowing or unreachability, can be applied if we
consider paths with multiple firewalls. On these paths, earlier, i.e., upstream, fire-
walls behave as higher prioritized in comparison to later, i.e., downstream, firewalls.
Hence, a rule in an upstream firewall could shadow a rule in a downstream firewall.
Often, multi firewall anomalies are referred to as inter-firewall anomalies.

Shadowing: A rule in a downstream firewall is shadowed if all relevant packets
have been dropped by rules in upstream firewalls or handled by rules with
higher priorities in the same firewall. We limit our investigation on shadowing
and the closely related unreachability anomalies since especially the former is
the most important and, by far, most commonly analyzed anomaly in literature.

Unreachability: Rules are unreachable if all packets have already been dropped
by upstream firewalls or handled by rules with higher priorities in the same
firewall.

Loop Detection: Packets that loop within a network consume extensive re-
sources. Even though, firewalls typically operate on layer-3 or higher and,
hence, packets do not loop forever, they unnecessarily consume network
ressources until their TTL reaches 0. This can be a serious security issue if
an attacker is able to craft large amounts of such packets and can cause a
Denial-of-Service of the network in the worst case.

Cross Path: This anomaly occurs in situations where a packet is handled
differently on different paths through the network. This is not possible in
clearly separated networks which are based on a DMZ, but may occur e.g., if
a firewall cluster is used for load balancing and two firewalls are configured
differently.

Other Further, notable features are the tool’s ability to detect aggregated anomalies
and analyze IPv6 rule sets:

Aggregated Anomalies: A notable distinction is given by the expressiveness
of the analysis. Most approaches check the relation between two rules at a
time [19], i.e., they perform a pairwise detection. But, some approaches offer
a more general notion of anomalies as they analyze the relations between
multiple rules at once [153, 73, 62, 126, 94], i.e., they perform an aggregated
detection. Hence, these approaches find more and more subtle anomalies than
those which only support pairwise detection.
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Verfication Engine: We highlight which formalism resp. verification engine is
utilized by the approach.

IPv6-Support: The tool can adequately model and process IPv6 configurations.
We mark limited IPv6 support with round brackets, e.g., if the tool only
supports IPv6 addresses or if it loses verification precision when modeling
dynamic behaviour, e.g., extension header chaining.

Public Code: The authors also published their prototype.

Scope: In this work we focus on single-firewall anomalies for three reasons. First,
the underlying verification engine NetPlumber is already capable to detect cycles in
network configurations modeled with FaVe. Second, cross-path anomalies only occur
in rather uncommon scenarios where packets may take arbitrary routes passing
differently configured firewalls. E.g., in a load balanced firewall cluster where the
individual firewalls are configured manually. Third, therefore, a more clean approach
to detect unwanted forwarding and filtering behaviour would be the specification of
intent using high-level policies and, then, checking the network configuration for
compliance, e.g., as offered by FPL and FaVe.

Detailed Description

Since we aim to support state-of-the-art IPv6 networks, we put an emphasis on the
only two approaches with at least rudimentary IPv6 support [94, 148]. Though,
since we already described our previous approach adé6 in the preliminary study
in Section 1.4, we omit further details here. Furthermore, only few approaches
have shown scalability [73, 80, 11, 94, 126, 127] among which the approach by
Basumatari and Hazarika [11] did perform best and will be described in further
detail. We chose these three approaches as state-of-the-art for comparison with FaVe
in Section 8.5.1. Since there is no available source code for STL [11] and the work
from Yin et altera [148], we reimplemented their approaches.

As seen in Table 8.1, all approaches are able to detect shadowing or, at least,
unreachability anomalies for single firewalls. Notably, the tools put an emphasis
on the analysis of single firewalls rather than networks of firewalls. Or, from a
different perspective, there is no tool that detects only multi-firewall anomalies like
loops but not single firewall anomalies. Also, no tool has shown scalability for multi
firewall networks and we refrained from including this as a column. We argued that
multi-firewall anomalies are less important except for loop detection which can be
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performed very efficiently using data plane verification tools (cf. Section 3.2), e.g.,
NetPlumber.

Basumatari and Hazarika This approach follows the formalism of Spatial Temporal
Logics (STL, [146]) but instead of using a generic model checker the authors imple-
mented a custom one. In STL’s terminology, they model firewall rules as areas of
a topological space ¥, i.e., Header Space, and a rule set as a temporal sequence F.
As a result, the model is a multidimensional spatio-temporal structure. In order to
compare two rules, they define five rule relations (RR, similar to [133]): disjoint
DR, partially overlapping PO, equal EQ, proper part PP, inverse proper part PPi.
For instance, the proper part between two rules R; and Rs is defined as:

PP(R1,Ry) =(Vz€eT:x € Rl € R)N(Fx €T :x ¢ Ri Nz € Ry)

The inverse proper part is defined as PPi(R;, Ry) := PP (R, Ry).

Using these relations, the authors describe firewall anomalies as temporal expres-
sions. For instance, given a model 9, a rule R, and an index n, they define the
modal sometimes operator { as (¥ is the topological space, R(¥) is the rule set):

M, R,n |= O[RR(R, R)] iff IR € R(T) : v’ € N,n < n’ and RR(R, R') holds

Read: The rule set satisfies the expression if for a specified rule there is a rule in a
specific relation with a lower priority. Now the shadowing anomaly can be described
as:

M, R,n = O[EQ(R,R')V PPi(R, R)] NA(R,n) # A(R',n')

where 2((R, n) determines a rule’s action.

Read: A rule R shadows a subsequent rule R’ if their matches are equal or in-
verse proper parts and if the rules perform different actions. Note that the latter
requirement differs from our definition (cf. Section 8.1).

Since all supported anomalies, i.e., shadowing, generalization, redundancy, and
correlation, are defined using only the {-operator, it is sufficient to implement
and optimize only this one. The authors implement their model checker using
three algorithms. For two rule matches, they perform a field-wise comparison
and construct a bit vector that holds flags indicating if for any field the value sets
are distinct, equal, a subset, or a superset. Based on these bit patterns, a second
algorithm determines the relation of two rules, i.e., if they are disjoint, equal,
partially overlapping, proper parts, or inverse proper parts. Finally, for a given rule,
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a third algorithm traverses the rule set, determines rule relations, and checks if
conditions for an anomaly holds. The authors evaluate their prototype with synthetic
workloads with up to 20,000 quintuple rules. The stated run time for the largest
workload is about 4.5 seconds which clearly indicates scalability. We reimplemented
the approach® and performed comparative measurements in Section 8.5.1 which
show that FaVe clearly outperforms STL by a factor of 115 for a large real-world
workload. Furthermore, FaVe shows its scalability to 15,000 rules for multiple
synthetic workloads in Section 8.5.2.

Yin et al. This approach [148] performs firewall anomaly analysis by pairwise
rule comparison and offers limited IPv6 support, i.e., IPv6 prefixes only. It models
rule matches as predicates over intervals and constructs Z3 formulas in order to
determine two rules’ relations. Based on rule priority, relation, and action, anomalies
can be identified.

Particularly, header fields are modeled as sequences of intervals, i.e., IPv6 addresses
comprise eight intervals where each interval covers 16 bits in the address. For
instance, the IPv6 destination address prefix 2001 :db8: :0/32 is modeled as:

[

0x2001, 0x2001),
0x0db8, 0x0db8),
0x0, Ox££££),

0x0, Oxf££f),
0x0, Oxf££f),
0x0, Oxff£f),
0x0, Ox££££),
0x0, Ox£££f)

N N N N N /N /N /N

3The code is available at https://github.com/cllorenz/fave-project/tree/master/stl-
anomalies.
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The resulting Z3 formula is the following:

AND(
(==(0x2001, dip,)),
(==(0x0dDb8, dip,)),
(<=(0x0,dip;)), (<=(dips, Oxffff)),
(<=(0X0,dip4))7 (< (d1p4,OXffff)),
(<=(0x0, dip;)), (<=(dip5, 0x££££)),
(<=(0x0, dipg)), (<=(dipg, Oxf££f)),
(<=(0x0,dip~)), (<=(dip;, Oxffff)),
(<=(OXO, dipS)), (< (d1p8, Oxffff))
).

The protocol and port fields are modeled in a similar manner using one interval
each. A match is a conjunction of the formulas representing the IPv6 source and
destination addresses, the source and destination ports, and the protocol field. In
order to determine the relation of two rule matches R; and R,, up to three formulas
are created and solved with Z3. First, if the formula AND(R;, R) is not satisfiable,
the rules match no common packet and, hence, they are disjoint and there is no
anomaly. If the rules are not disjoint two further formulas are constructed and solved
— one for the complete inclusion of R; in Ry, i.e., AND(NOT R;, R2), and one for the
complete inclusion of Ry in Ry, i.e., AND(R;,NOT Ry). If both are not satisfiable, i.e.,
there is no packet matched by one rule but not the other, then the rules are equal. If
the one formula holds but not the other, then the one rule is included in the other.
Finally, if both formulas are satisfiable, then both rules match packets that are not
matched by the other and, hence, they simply overlap. Now, the authors perform
pairwise analysis and depending on the rules’ relation, anomalies can be determined,
e.g., shadowing is present if the lower prioritized rule is equal to or included in
the higher prioritized rule and they have different actions. Further the tool detects
generalization, redundancy, and correlation anomalies.

The authors evaluate their approach with synthetic rule sets that were generated
with ClassBench-ng [100] and the largest workload consisted of 2,000 IPv6 quintuple
rules. The analysis took about 30 minutes for this workload which does not indicate
scalability. In Section 8.5.1, we compare our reimplementation of this approach*
with Fave using a large real-world rule set where FaVe outperforms the tool by a
factor of nearly 5,000.

“The code is available at https://github.com/cllorenz/fave-project/tree/master/z3-
anomalies.
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8.3

Other Approaches

Several formalisms and generic verification engines have been explored, i.e., BDDs
[153, 111, 62], finite automata [132, 83, 84], intervals [1, 48], SAT [73, 126, 94],
and theorem prover [148]. Also, proposals of custom approaches have been evalu-
ated, i.e., FDDs [127], Visibility Logics [80], STL [11], Double Decision Trees [88],
and Firewall Trees [57]. These custom approaches to formal verification tend to
scale better with the exception of some SAT based approaches [73, 126, 94]. Partic-
ularly, ad6 [94] which is an IPv6 extension to the approach of Jeffrey and Samak
[73] did not scale well to larger networks. The approach of Saddaoui et altera [126]
analyzed 1,000 synthetic quintuple rules in less than a second but did not provide
any means for multi-firewall networks. Further, the custom approach FARE [127]
analyzed a real-world rule set with 3,768 rules in about 18 seconds. Nevertheless,
these were only a list of IPv4 source addresses for deny listing and scalability was
not shown for a larger network — despite support for the detection of cross-path
anomalies.

Finally, the detection of the more expressive aggregated anomalies were shown to
be detected in [153, 28, 73, 62, 126, 94, 127]. Along with [73, 126, 94, 127], FaVe
is able to perform these analysises in a scalable manner.

Characterizing Firewall Anomalies with DHSA

As seen previously in Section 8.2, most of the existing anomaly detection approaches
are limited to IPv4 and rely on general model checking techniques which yield
limited performance results. We overcome these shortcomings by, first, modeling
firewall rule sets and describing anomalies in terms of DHSA. Then, second, we
enhanced FaVe and NetPlumber to perform rapid analysis thereof.

As stated with the related work (cf. Section 8.2), anomalies can be defined pairwise
or aggregated. l.e., per rule, a single rule is checked for negative influence versus
multiple rules in combination. In this work, we support the more general notion of
aggregated anomalies.

Shadowing To detect shadowed rules, we traverse the rule set R linearily step by
step and for each rule r; : m; — a; we apply the following check:

8.3 Characterizing Firewall Anomalies with DHSA
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{mi} € U{m;}

j<i
If the i-th match is a subset, then all relevant packets have been handled by rules
with higher priorities. Hence, rule r; is shadowed.

For instance, to check rule r, from our example (cf. Figure 8.1), we collect the
matches of the previous rules which is just the match of rule r;:

U{m;} = {{(dip,{2001:db8::1/127)}}

j<2
Then, we check if {m3} is a subset of the collected matches:

{ma} C {m1} < {{(dip, {2001:db8::0})}} C {{(dip, {2001:db8::1/127})}}

Since
{(dip, {2001:db8::0})} N {(dip, {2001:db8::1/127})} = {(dip, {2001:db8::0})}

the check yields true, and we correctly identify 5 to be shadowed by ;.

A second and more complex example is the shadowing check of r,4. First, we collect
the matches of the rules with higher priorities, i.e., the rules r; to r3:

Ujcalmy} = {
{(dip, {2001:db8::1/127})},
{(dip, {2001:db8::0})},
{(dip, {2001:db8::2/127})}

}

= {{(dip,{2001:db8::0/126})}}
We can simplify the resulting match set by, first, removing the match
{(dip,{2001:db8::0})}

which is a subset of
{(dip, {2001:db8::1/127})}

and, second, by merging
{(dip, {2001:db8: :1/127})} with {(dip, {2001:db8: :2/127})}

to
{(dip, {2001:db8::0/126})}.
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Now, we can check if {m4} is a subset of |J;,{m;}. Le.,
{{(dip, {2001:dp8::0/126})}} C {{(dip, {2001:db8::0/126})}}

which is true and, thus, r4 is correctly detected as shadowed. Note that it is a
combination of the rules r; and r3 that shadows r4.

Unreachability To detect if a rule r; : m; — q; is unreachable, we collect all matches
of rules with a higher priority. Then, we check if this match set equals the full header
space Mq:

U{m;} = Mo

j<i

For instance, we check the unreachability of rule r¢ from our example (cf. Figure 8.3).

First, we collect the matches of the rules r; to r5:

Uj<6{mj} = {
{(dip, {2001:db8: :1/127})},
{(dip,{2001:db8::0})},
{(dip, {2001:db8::2/127})},
{(
{(

dip, {2001:db8::0/126})},

dip, {
0::0..2001:db7: £££F: ... :f£EE,
2001:db8: :4. . ffff: ... :ffff
D}
}
= {

{(dip, {2001:db8::0/126})},
{(dip, {0::0/0\ 2001:db8::0/126})}
}
= {{(dip,{0::0/0})}}

We check if this match set equals the full header space M which is true. Hence, rg
is not reachable and neither are all subsequent rules.

Generalization To detect if a rule r; : m; — a; is generalized by rules with lower
priorities, we traverse the rule set in reverse order and skip the default rule which
always generalizes all other rules.

{myc U {my}

i<j<|R|

8.3 Characterizing Firewall Anomalies with DHSA

193



For instance, we check if rule r; from our example is generalized (cf. Figure 8.2).
First we collect the matches of the rules r3 to r¢ (but not r7):

Uj<6{mj} = {
{(dip, {2001:db8::2/127})},
{(dip, {2001:db8::0/126})},

{(dip.{
0::0..2001:db7:ffff:...:f£ff,
2001:db8::4. . ffff:... . ffff

N}

{(dip, {2001:db8::102})}

}
= A

{(dip, {2001:db8::0/126})},

{(dip,{0::0/0\ 2001:db8::0/126})},

{(dip, {2001:db8::102})}

}
= A
{(dip,{0::0/0})},
{(dip, {2001:db8::102})}
}

= {{(aip,{0::0/0})}} = {mq} = Mg

Then, we check if {mq} = {{(dip,{2001:db8::0})}} is a subset of Mg which is
true. Hence, we correctly identify r¢ as generalized.

8.4 Implementation

. FaVe :
= EE e - Model Extended g
= , = = = B
> @m =z : 52 Aggregator = NetPlumber ! g
L @ g Modeling & £ % Verification & % A . -
K —_— Engine Engine b nton? Y —_—
K . . etection |
1. User ' (IPTables) Adapter !
instrumenting ! i
FaVe ! :
: A E
2. User calling the <_________________, e il .
Anomaly Detection. __—~__.-* °

Fig. 8.4.: User interactions with and extensions to FaVe and NetPlumber.
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Our prototype reuses and extends FaVe. Figure 8.4 depicts the user interactions
and the extended components used in our AAD workflow. In a first step, the user
instruments FaVe’s IPTables Modeling Engine with a rule set. It is preprocessed and
modeled as DHSA packet filter model. This model is transformed by the Model
Aggregator to a HSA model. Finally, the extended NetPlumber is instrumented with
the model. In a second step, after instrumentation, the user calls the anomaly check
and the results can be used to generate a report.

We implemented the anomaly detection directly in NetPlumber to benefit from its
efficient data structures. Changes to the rest of FaVe were minimal, i.e., we only
needed to make the anomaly detection available for users. In detail, we implemented
the algorithms to detect anomalies as specified in Section 8.3. For this purpose, we
extended NetPlumber with a merging function for wildcard expressions which is,
then, used in a memory-preserving union operation that inserts wildcard expressions
in header space objects.

Match Merging We introduce the term mergeability for two DHSA matches if they
can be represented with only one HSA match that, in turn, results in a single wildcard
expression when translated to HSA. We define the function merge : M x M — M to
perform such merges of two matches into one. The result is a match set containing
either the merged match or the original matches.

In NetPlumber, two matches are mergeable if they differ only in one position. For
instance, in our example, the matches of the rule r; and r3 can be merged, i.e.,

merge ( {(dip, {2001:db8: :1/127})},

{(dip, {2001:db8: :2/127})} ) = {(dip, {2001:db8::0/126)},

because their representations as wildcard expressions, i.e.,
00100000,00000001,00001101,10111000,00000000, ...,00000000,0000000x
resp.
00100000,00000001,00001101,10111000,00000000, ...,00000000,0000001x,
differ in the second to last bit and, hence, can be merged into one expression:

00100000,00000001,00001101,10111000,00000000, . ..,00000000,000000xx.

8.4 Implementation
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Memory-preserving Match Insertion Now, we can define a function that inserts
single matches into a match set in a memory saving manner. It builds upon merge-
ability and subset relations between matches resp. match sets. Formally, the
memory-preserving match insertion function is defined as:

merge_insert : M x M — M

M,if Im’ e M :m Cm/

(M\{m'})u{m},ifIm’ e M :m' Cm

(M\{m'}) U {m}, i€ 3’ € M : merge(m, m') = {m"}
M U {m}, else

merge_insert(m, M) =

The first and second case try to find an element m’ from the match set that is a
superset resp. subset of m. If found, the superset remains in resp. is introduced
into the resulting match set. The third case tries to find an element m’ that can be
merged with m to a single match m” which then replaces m’. The last case applies
if m cannot be introduced in a memory-saving manner. It is, then, simply included
in the match set.

For instance, when we introduce the match moy from rule r, into a match set
comprising of the match m4 from rule r1, we get the following match set:

{(dip, {2001:db8::0})},

{

{(dip, {2001:db8::1/127})}

}

merge_insert = {{(dip, {2001:db8::1/127})}}.

Since my, is a subset of m;, the first case applies and ms can be ignored, i.e., the
result is {m1 }.

As second example, we introduce the match mg3 from rule r3 into an already com-
pressed match set created from the matches m; and ms from the rules r; and 7o,

i.e., merge_insert(mg,{mi}) = {m1}:

{(dip, {2001:db8::2/127})},

merge_insert {{(dip, {2001:db8::1/126})}}.

{(dip, {2001:db8::1/127})}

}

The match mg3 does not have a subset relation with m; but can be merged with
m1. Hence, in the result, m, is replaced with the match from the merge, i.e.,
m” = {(dip, {2001:db8::1/126})}.
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Memory-preserving Match Set Union Now, we can use the compressing insertion
function to implement a memory-preserving variant of the union of a list of wildcard
expressions to a header space object, e.g., in order to implement the shadowing

check: {m;} C U;;{m;}.

Originally, this union was performed through a element-wise appending which is
simple and fast but not memory-efficient. Starting with an empty header space
object ), our implementation traverses the list of wildcard expressions and inserts

each into the header space object.

For instance, the pseudo-code algorithm for the shadowing check is the following:

# Input: List of rules R
# Output: List of shadowed rules

def shadowed_rules (R):
res « 0
acc «—

for r;,:m; —a; in R:
if m; C acc:

res + res U {r; :m; = a;}
acc < merge_insert (m, acc)

return res

The list of rules is traversed sequentially and each rule is checked against the set
of packets that has been accumulated for the rules with higher priorities. If it is a
subset, the rule is marked as shadowed by being added to the result rule set.

Rule Set Preprocessing NetPlumber lacks the native support of port ranges, since
its data structure is based on ternary bit vectors which are not suited to represent
arbitrary value ranges. This fact led to our decision to implement a preprocessing of
the rule set in FaVe’s modeling engine, i.e., before we build the DHSA model. This
preprocessing transforms rules with port ranges into a set of rules that use prefixes
and, combined, offer the same filtering semantics.

E.g., the rule

iptables -A FORWARD -p tcp -m multiports --dports 1:3 -j ACCEPT

which covers the ports 1, 2, and 3 is transformed into the rules:

8.4 Implementation

197



8.5

198

iptables -A FORWARD -p tcp -m multiports --dports 2:3 -j ACCEPT
iptables -A FORWARD -p tcp --dport 1 -j ACCEPT

Hence, the DHSA match for the first rule is {(dport, {2,3})} resp. {(dport, {1})}
for the second. The resulting wildcard expressions are 00000000,0000001x resp.
00000000,00000001. To construct the prefixes, we use the algorithm from [18].

If a rule uses port ranges for source and destination, we convert both ranges into
sets of prefixes and construct the rules combinationally. I.e., each source port prefix
is combined with each destination port prefix. The worst case expansion of a range
of width Wis 2 - (W — 1) [18]. Thisis 2- (16 — 1) = 30 for our 16-bit port ranges.
Hence, in the worst case, a single rule which uses source and destination port ranges
can expand to w = 435 rules.

Evaluation
Benchmark || UP TUM/TUMV6 ClassBench-ng
cf. Section 7.2 cf. Section 7.2 generated using
[100]
Type synthetic real synthetic
Rules 1,035 3,795 500, 1,000, 2,000,
5,000, 10,000,
15,000
IP Version IPv6 IPv4/1Pv6 IPv6
Header iif, oif, proto, sip6, iif, oif, vlan, sip, sip, dip, proto, sport,
Fields dip6, sport, dport, dip, proto, sport, dport
limit, nxt_hdr, rtsegs, dport, tcp flags
rttype, icmp6type

Tab. 8.2.: Overview of the benchmarks.

We ran four benchmarks to show our approach’s scalability and real-world usefulness
as well as its IPv6 performance. In addition to the measurements with FaVe, we run
the benchmarks with our previous tool ad6 [94] and the approach from [148]. These
were the only tools from literature with native IPv6 support. For this purpose, we
reimplemented the Z3-based algorithm from Yin et altera®. Also, we reimplemented
and measured the STL approach [11] since it was the best scaling approach in
literature using a custom solver.

>The benchmarks along with tools’ source codes are available here: https://github.com/cllorenz/
fave-project
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Table 8.2 gives an overview of the benchmarks used in this work. Each workload
consists of a single firewall rule set. We measured the run time of the shadowing
detection which is the only anomaly detectable by all four tools. We conducted ten
runs for each workload and all measurements were performed in the evaluation
environment which has been used throughout this thesis (cf. Section 1.4).

8.5.1 Comparison with the State-of-the-Art

10000 ¢
2 UP
1000
= i
£ 100
o E
E
5 10
(O]
(@)]
©
g
0.1k
0.01

ad6 Z3 STL FavVe ad6 Z3 STL FaVe

Fig. 8.5.: Run time comparison of the shadowing detection for the UP and TUM workloads
with different tools (in s). We plot the mean run times with the (neglectable)
standard deviations as confidence intervals.

Our experiments aim to compare the different approaches in three dimensions:

1. Complexity Readiness: Since the firewall anomaly detection is about the over-
coming of complexity, we use two reasonably complex rule sets with a multi-
tude of different header fields, i.e., 12 fields for the UP resp. 10 fields for the
TUM workloads, and rule set size, i.e., 1,035 rules for the UP resp. 3,795 rules
for the TUM workloads.

2. Real-world Usefulness: Both benchmarks are of realistic size to determine real-

world applicability. Especially, as a comparably large real-world rule set, the
TUM workload is particularly representative.
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3. Future Prospectivity: We also investigate the tools’ ability to detect firewall
anomalies in state-of-the-art networks with IPv6 which is used in the UP
benchmark.

Throughout all experiments, all four tools detect the same shadowing anomalies for
the UP and TUM rule sets which is O for UP resp. 263 for TUM. This gives a high
confidence in the correctness of the tools’ mutually independent implementations.

As shown in Figure 8.5, ad6 and the Z3-based approach have comparable perfor-
mance: 273 vs. 157 seconds for the UP and 2,712 vs. 2,395 seconds for the TUM
benchmark. These similarities likely occur due to the fact that both tools rely on
generic SAT solvers [104]. In contrast, FaVe runs more than 3 resp. 4 orders of
magnitude faster and performs the shadowing detection in below one second, i.e.,
0.05 s for the UP resp. 0.48s for the TUM workload. FaVe outperforms ad6 and
the Z3 approach - for instance, by a factor of nearly 5,000 on the TUM workload
in comparison with Z3 (2,395s vs. 0.48s). Further, FaVe also outperforms the
domain-specific STL approach by a factor of 115 on the TUM workload (55.58 s vs.
0.485s). We assume that FaVe’s performance superiority is rooted algorithmically.
Our shadowing implementation in NetPlumber requires only one linear traversal of
the rule set and our memory preserving accumulation minimizes inclusion checks
used in a rule’s shadowing analysis. Although the latter implies a quadratic worst
case complexity, the TUM benchmark seems benign in this regard. STL’s pairwise
rule comparison, on the other hand, always results in a quadratic amount of inclu-

. . les|?
sion checks, i.e., M

. Further, a single rule comparison in STL which requires
2 - |[#header_fields| integer comparisons might be slower than NetPlumber’s highly

optimized operations on wildcard expressions if a lot of header fields are involved.

All in all, the results clearly show that FaVe is capable to perform exceptionally in
complex, real-world, and future-proof networks. The fact that STL performs second
best and significantly better than ad6 and Z3 further underlines the strengths of
domain-specific approaches to network security verification over general model
checking.

Scaling to very large Rule Sets

By evaluating FaVe’s performance concerning very large rule sets, we aim to identify
principle limitations even though the sizes of the used rule sets clearly exceed real-
world setups. For this purpose, we use the ClassBench-ng [100]° generator for

®Available from https://classbench-ng.github.io/
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Fig. 8.6.: Scalability measurements using the ClassBench-ng workloads for the shadowing
detection with FaVe (in s). We plot the mean run times with the (neglectable)
standard deviations as confidence intervals.

synthetic workloads which was also used by Yin et al. [148]. The rules generated by
this tool consist of IPv6 quintuples, i.e., source and destination prefixes, the protocol,
as well as source and destination port ranges. The generation is based on seeds
that were derived from some real-world rule sets and ought to preserve the filtering
characteristica in generated rule sets [100]. While Yin et al. used only two different
seeds and generated rule sets with up to 2,000 rules, we use all available firewall
seeds (cb-fw1 to cb-fw5) as well as the cb-random which generates random rule
sets. For these seeds, rule-sets with up to 15,000 rules were generated.

Since Yin et al. do not report which seeds they used, a direct comparison is not
possible. But as shown in Figure 8.6, the scaling of FaVe is also very good for the
extremly large rule sets based on the real-world seeds cb-fwl — cb-fw5. The best
cases, i.e., cb-fw2 and cb-fw4, need up to about 20 seconds for 15,000 rules. Even
the cb-fw3 rule set, which performed the worst, had a runtime of about 107 minutes
which is still acceptable for such large and very rare rule sets. Two exceptions are
given by the cb-random rule set and by the cb-fw1 rule set with 500 rules.

Discussion We investigated on the reasons for the exceptionel long run times for
the cb-fw1 workload with 500 rules and the cb-random rule sets. It turns out that
they use a very large portion of complex port ranges in their rules.
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Rulesets Mean (in %) | Max (in %)
net-network 9.45 37.50
UP 0.00 0.00
TUM 4.69 4.69
cb-fwl 49.81 100.00
cb-fw2 0.00 0.00
cb-fw3 53.00 62.00
cb-fw4 1.32 1.50
cb-fw5 34.73 45.40
cb-random 100.00 100.00

Tab. 8.3.: Occurence of rules with port ranges.

For comparison, we analyzed the set of real-world rule sets published by [36] (titled
net-network). Out of the 41 rule sets, none used port ranges for their source and
destination ports simultaniously. In general, source port ranges are used rarely in
just 10 out of 6,488 rules in total. On the contrary, all rules of the cb-fw1 workload
with 500 rules use port ranges for their source and destination. This results in about
93,000 rules after preprocessing. Meanwhile, the theoretical maximum would have
been 435 - 500 = 217, 500.

Table 8.3 shows an analysis of the portions of port range rules for different rule sets,
i.e., rules where the source part or destination part or both specify a port range.
It shows that the use of port ranges in real-world rule sets is not very high, i.e.,
below 10 % on average (9.45 %). Also, the ClassBench-ng workloads which scale
well correspond to a low portion of port range rules and vice versa. Thus, it is
evident that a large portion of complex port ranges corresponds to long run times.
Also Table 8.3 shows that complex port ranges are not a very common pattern in
real-world rule sets (see for example the TUM benchmark).

IPv6 Performance

Finally, we measure FaVe’s performance when verifying IPv6 compared to IPv4.
Figure 8.7 shows the run times of the IPv4 and IPv6 versions of the TUM workload
for FaVe. We can see that FaVe’s total run time for IPv6 lies in the same order of
magnitude as for IPv4. Particularly, verifying IPv6 is about 38 % slower than IPv4
(0.77svs. 0.485s).

We can conclude that all in all FaVe performs well for IPv6. The overhead over IPv4
is meaningful but still in the same order of magnitude. Also, the total run time of
less than a second is well acceptable.
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Fig. 8.7.: Measurements using the TUM and TUMv6 workloads for the shadowing detection
with FaVe (in s). We plot the mean run times with the (neglectable) standard
deviations as confidence intervals.

Summary

In this chapter, we leveraged DHSA and FaVe for the detection of firewall anoma-
lies as part of the Automatic Anomaly Detection (AAD) workflow (cf. Section 1.3).
Particularly, our approach detects aggregated shadowing, unreachability, and gener-
alization anomalies, and also offers IPv6 support. Detecting these anomalies helps
administrators to reduce the complexity of firewall rule sets significantly and, hence,
improves usability and long term maintainability. Our evaluation revealed FaVe’s
very short run times which enable fast and often repetitions of the AAD workflow.

The presented benchmark results show a broad scalability for very large IPv6 work-
loads. In comparison with state-of-the-art approaches from literature and, with a
run time of 0.48 seconds for the large real-world TUM rule set, our approach outper-
forms the next best by a factor of nearly 115. Hence, rapid anomaly detection even
of large firewall rule sets is possible. In addition, our nearly 5,000-fold performance
gain over model checking approaches indicates that a domain specific modeling and
solving approach is suited much better for firewall anomaly detection.

Finally, our evaluation revealed that a large amount of port ranges in rules — though
not very common - increases run time significantly. A possible approach to address
this challenge, is to add native support to FaVe and NetPlumber to model ranges. We
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expect that this feature would bring down run times to a few seconds as measured
for most of the benchmarks.

To conclude, FaVe’s results enable administrators to use the AAD workflow often
and repeatedly to gain continuous feedback on configuration changes throughout
the UNDERSTAND, ADJUST, and CONTROL phases. After initial determination of
rule set complexity in the UNDERSTAND phase, subsequent runs in the ADJUST
and CONTROL phases help to achieve and maintain a high degree of configuration
quality. Though, once firewall rule sets are generated automatically in the CONTROL
phase, the AAD loses relevance since these rule sets do not contain anomalies by
design. Nevertheless, our analysis with DHSA and FaVe could be extended to other
kinds of configuration, e.g., large routing tables or router configurations, which
can be complex but are not natural candidates for synthesis from FPL due to their
non-security related nature.
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Conclusion and Outlook

In this work, we have conceptualized and demonstrated how to achieve and main-
tain continuous network security compliance. We have successfully applied formal
methods to the challenge of verifying compliance of network configurations with
organizational security requirements. In particular, we addressed three main re-
search questions 1) on how to describe the desired state of network security, 2) on
how to model network configurations, and 3) on how to achieve continuity-enabling
performance. Our approach aims at the reduction of complexity through high-level
security policy specifications, automated network modeling, and compliance verifica-
tion. Subsequently, we offer the possibility to generate security configurations from
policies. In addition, the reduction of complexity can be further advanced through
the detection and elimination of firewall anomalies.

First, we enable security officials and network administrators to specify high-level
security policies — particularly, access control through reachability — with our user
friendly FaVe Policy Language (FPL). FPL allows the formal description of the desired
state of network security and, thereby, we answer the first research question.

Further, we provide the fast verification framework FaVe which offers accessible
means to model networks and security configuration for formal compliance verifica-
tion. FaVe ships with numerous device models — including stateful packet filters —
and modeling is based on our Domain-oriented Header Space Algebra (DHSA) which
allows human-readable models and embeds into classical Header Space Algebra
(HSA) through an injective homomorphism. FaVe efficiently implements the latter
along with support for dynamic protocols — particularly IPv6. Finally, we reused and
extended the well-known NetPlumber as FaVe’s verification backend for fast HSA
solving. By designing and implementing FaVe prototypically, we answer the second

research question.

Our evaluation has shown that FaVe offers splendid performance for compliance
verification. It models and verifies a complex university campus network in less than
36 seconds and outperforms the state-of-the-art by a factor of 41. This also indicates
the superiority of a domain-specific approach to network security verification over
the generic approaches from literature. In total, FaVe’s performance allows for fast
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initial verification as well as for rapid reverification and, hence, enables continuous
compliance analysis. This solves the challenges of the third research question.

In addition, the reduction in rule set complexity with the help of static firewall
anomaly detection, has been evaluated thoroughly. Our prototypical implementation
using DHSA and FaVe conducts analysis in less than half a second for a large real-
world rule set and outperforms the state-of-the-art by a factor of 115. Further,
we have shown our approach’s scalability for enormously large rule sets. The
evaluation clearly revealed that the domain-specific verification performs much
better for the detection of firewall anomalies than generic approaches as used by the
state-of-the-art. FaVe’s exceptional performance when detecting firewall anomalies
further strengthens the case that FaVe is able to continuously verify meaningful,
complexity-driving properties and, hence, underlines FaVe’s stance on the third
research question.

FPL, DHSA, and FaVe support security officials and network administrators to trans-
form their networks towards a compliance-enhanced PDCA cycle. They can specify
the desired state of network security with FPL, model their network and security
configurations with FaVe’s DHSA-based devices models, and continuously verify com-
pliance with FaVe. Further, they can determine whether their firewall configuration
contains unnecessary complexities in the shape of firewall anomalies. Once the
desired state of network security has been reached, anomaly-free security configura-
tion can be generated from FPL policies which keeps up compliance automatically
throughout all phases of the PDCA cycle and, hence, poses a solid cornerstone of a
thorough ISM.

Outlook

Despite the fact that FaVe broadly supports security officials and network adminstra-
tors to achieve a compliance-enhanced PDCA cycle within their ISM, there are still
open questions worthwhile further research. Possible areas of interest include Zero
Trust Networking, Application Level Policies, further performance improvements,
and Al support for managing FPL.

Crypto Overlays for Zero Trust Networking During the recent years, Zero Trust
Networking (ZTN) [124] has emerged as an alternative approach in network security.
Instead of network segmentation using a centralized network architecture with
perimeter firewalls, ZTN aims at achieving security through more fine grained and,
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ideally, cryptographically secured means. One approach in ZTN is the establishment
of crypto overlays over untrusted networks that serve in a group or end-to-end-
manner. In order to verify compliance in these kinds of networks, we would need to
enhance FPL with more advanced specification capabilities (also cf. Section 1.8),
e.g., for confidentiality, authenticity, or integrity. For instance, we could introduce
new operators that require such traits, e.g., mutual authentication and encryption
for confidentiality. Further, we would need to model encryption and authentication
configurations, e.g., TLS or IPsec, and propagate encryption related meta information
in NetPlumber, e.g., through virtual header fields.

Application Level Policies In this work, policies are limited to network level access
control that is enforced through the restriction of network reachability. This kind of
compliance verification is especially suitable for network segmentation approaches
but leaves out access control measures on the application layer. Examples for
network devices that enforce policies on the application layer include Application
Layer Gateways (ALGs) or Web Application Firewalls (WAFs). In this regard, open
challenges include the specification of meaningsful policies on the application level
with FPL, e.g., concerning authentication or encryption with TLS, and efficient
device modeling with DHSA. We have conceptualized and implemented an ALG
model (cf. Appendix A.14) which is based on generic snapshots but does not offer
deeper policies. We have shown that the snapshot-based approach has significant
performance and scalability limitations in Section 7.1.6 and, hence, further research
is necessary, e.g., by adapting the state shell interweaving from Section 7.1.7 to
support generic models like finite automata.

Performance Our evaluation revealed further potential for even better perfor-
mance. First, rules including value ranges, e.g., port ranges, require preprocessing
that may result in large amounts of normalized rules and, hence, performance
degregations (cf. Section 8.5.2). An idea to cope with this challenge would be the
introduction of a data structure in NetPlumber that allows a concise and efficient
processing of ranges and that accompanies the regular wildcard expressions in
header space objects. For instance, ranges can be represented by intervals that can
be concisely implemented by pairs of integers. Besides the correct implementation
of set operations for these extended data structures in NetPlumber, it is necessary to
decide when to use ranges in FaVe and also conduct proper bookkeeping.

Second and despite NetPlumber’s great performance, it might be worthwhile to try
another verification backend. For instance, AP-Verifier [147] or APKeep [156] (cf.
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Chapter 3) have shown notable performance results in literature and are promising
candidates to improve FaVe’s overall performance and scalability even further.

Al Support for managing FPL  One of FaVe’s virtues is its ability to directly generate
configuration from FPL policies that codify the security official’s intent. Despite FPL’s
suitability for non-academically skilled users, it would be appealing if one could
specify policies in natural language or, even more appealing, if ISM documents could
be processed directly. Large Language Models (LLMs) with their abilities to process
natural language are promising candidates for such supporting systems. The idea
is to use FPL as a high-level intermediate representation. The workflow starts with
an Al supported creation of FPL inventories and policies which are then used to
generate security configurations directly.

A first step would be an Al assistant that helps security officials with their handling
of FPL. We explored this idea in a Master’s thesis [61] that yielded promising
results. The approach was to specialize resp. fine-tune a coding-oriented LLM, i.e.,
CodeLlama [125], for the processing of FPL and to set up a chat system that enables
security officials to create and manage FPL using natural language. In general, the
study showed this approach’s feasibility but the LLM’s answer quality remained
behind our expectations — most likely due to the low amount of training data which
included only about 250 samples. Yet, the approach is promising and should be
pursued further and with more training data in the future.
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Appendix

A.1 Access Control Frameworks

Access
Control
Standard

implemented by

(partly)
implemented
through

Access
Control
Framework

Security
Policy

(partly)
generates

Security
Configuration

Fig. A.1.: Relations between access control standard, access control frameworks, security
policies, and security configurations.

Access control frameworks have been proposed for a long time, e.g., the Bell-
LaPadula formalism which forms the basis for Mandatory Access Control (MAC [35])
was publishd in 1973 [13]. In general, access control determines under which
conditions some subject may interact with some object. E.g., if some user may write
to some file. As shown in Figure A.1, these frameworks aim to fill the gap between
security policies, security specification, and security configuration by providing:

* a (generic) formal security model to specify access policies,
* means to configure the system to be secured, and
* some workflows that enable the system’s users to interact with the system.

Depending on its scope and expressiveness, the access control framework can be
used to realize parts or all of an organization’s security policies. ILe., its features
cover all requirements stated in the organizational security policy. Consequently, the
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security specification may be given partly or comprehensively by the framework’s
formalism and the security configuration may be generated partly or in full. E.g.,
Mandatory Access Control provides a simple mechanism to determine if some user
may read or write some file by comparing the user’s clearance level with the file’s
confidentiality level [13].

Governing IT security through an access control framework yields some benefits.
Its formal model gives some degree of certainty that the security policy is specified
soundly and that the automatically generated part of the security configuration is
correct and effective. Hence, it is beneficiary for organizations that implement an
ISM to introduce some access control framework, too.

In the following, we give a short overview of the most common families of access
control frameworks — namely, Mandatory Access Control (MAC), Discretionary Access
Control (DAC [35]), Role Based Access Control (RBAC [123]), and Attribute Based
Access Control (ABAC [63]). In addition, we provide a detailed overview of NIST
RBAC.

Discretionary Access Control (DAC) models base their access decisions on the
identity of the subject. Subjects administer the access rights, e.g., reading or writing
data, for the object that they create, e.g. files. Ownership may be passed as well but
this leads to the loss of the creator’s administrative privileges. Sometimes, owners
can permit access by groups of subjects which simplifies administration. A prominent
example for a DAC-based security system are the file permissions found in UNIX-like
operating systems (cf. [65]).

Mandatory Access Control (MAC) models classify subjects as well as objects and
base access decisions on generic rules that take the relationship between the classi-
fications of subjects and object into consideration. For example, the US american
Department of Defense uses a Bell-LaPadula model (cf. [13]) with confidentiality
levels from restricted to top secret and general rules that apply access restric-
tions based on clearance levels. I.e., subjects are allowed to read classified data with
a confidentiality level up to their own clearance level and they could write data to
files of their own level or higher. Another example is the MAC implementation in
SELinux [121].

Role Based Access Control (RBAC) decouples the subject-object relation by group-
ing users in a hierarchy of roles. Roles, in turn, grant access and modification
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permissions for objects. RBAC has been standardized by NIST [123] and is broadly
supported in real-world implementations, e.g., in Microsoft’s Active Directory [102]
or in SELinux [116]. There exist several extensions to the standardized RBAC which
introduce well defined semantics to administrative roles (ARBAC97 [128]) or the
notion of attributes (AERBAC [118]). The latter introduces attributes for users,
objects, and the users’ runtime context to match the abilities of ABAC. We give a
detailed explanation of NIST RBAC in Appendix A.1.1.

Attribute Based Access Control (ABAC) The introduction of attributes to RBAC
can be regarded as a reaction to the latest prominent access control model which is
ABAC [63]. The general idea is to use attributes to freely characterize users, objects,
context, and actions. In ABAC, access rules are defined as boolean predicates
over attributes that are active within a context. Two well known examples are
XACML [41] and NGAC [109].

Comparison

[74]

RBAC [123] ABAC [63]

[129, 112]

Fig. A.2.: Relations between common access control frameworks. The direction of the arrows
symbolize the ability of one formal model to simulate the model pointed to, i.e.,
A — B means that A can simulate B.

Figure A.2 shows how the different access control frameworks relate to each other in
terms of their ability to simulate one another. While MAC and DAC cannot simulate
each other, i.e., there exist policies that can be expressed in one but not in the other,
RBAC and ABAC can simulate both. In addition, ABAC is able to simulate RBAGC, i.e,
all RBAC policies can be expressed in ABAC as well, while the opposite is — to the
best of our knowledge — not known as of today.

A.1 Access Control Frameworks

223



A1

224

NIST RBAC

The US american NIST has standardized a flavor of Role Based Access Control (RBAC)
for usage in government agencies as well as in the general public [63]. RBAC offers
granularity suitable for network scenarios, e.g., including (sub) networks, hosts, or
services, and the standardization paved the way for broad adoption in practice. In
Appendix A.1.2, we will show full compatibility of policies expressed with our policy
language FPL and RBAC systems that follow the NIST standard.

Constrained

o el Hierarchical
(oo - RBAC
| Constraints "--.._______--:r’ _____ o

~ ~

Constrained
RBAC

Fig. A.3.: Overview of NIST RBAC (after [63, pp. 9, 10]).

In general, NIST RBAC [123] formulates requirement profiles for RBAC systems,
i.e., Core, Hierarchical, and Constrained RBAC. Figure A.3 gives an overview of
the different sets, relations, and functions that are involved. Core RBAC consists
of a set of Users, Roles, Sessions, and Permissions whereas the latter comprise of
Operations (Ops) on Objects (Ops). In addition, there are relations to assign users
to roles (UA) as well as to sessions (US), to activate roles in sessions (SR), and to
grant permissions to roles (PA). Hierarchical RBAC introduces a Role Hierarchy (RH)
relation that imposes restrictions on and allow inheritance for roles. Constrained
RBAC introduces constraints for Static Separation of Duties (SSD) that restricts user
assignments as well as the role hierarchy and Dynamic Separation of Duties (DSD)
that restricts the role activation per session.

In the following, we use a simple organization to illustrate the different aspects of
NIST RBAC. As depicted in Figure A.4, the organization consists of an Office network
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Fig. A.4.: Example organization and users.

and a DMZ that includes a WebServer. In addition, hosts in the DMZ offer SSH
remote access and the WebServer runs an HTTP service. Also, the Internet is included
as an external entity in order to simulate governance of interactions with the general
public. In our example, the users are the administrator Jane, the procurator John,
and the clerk Jim. In addition, the general public is represented by the user Public.

Core RBAC

RBAC’s basic building blocks are sets for Users, Objects, Roles, Operations, and
Sessions. These sets form relations and RBAC systems implement functions to make
access decision. Concerning our example the sets are the following:

Users = {John, Jane, Jim, Public}

Objects Obs = {WebServer.HTTP, WebServer.SSH, DMZ.SSH}

Roles = {SampleOrganization, DMZ, WebServer, Office, Internet}

* Operations Ops = {may access}

Sessions = {5 john> SJane> SJim> SPublic)

The objects and operations form the Permissions relation — formally Permissions :
2(OpsxObs) ' The permissions are assigned to the roles via the permission assignment
relation PA C Permissions X Roles and the roles, in turn, are assigned to users:
UA C Users x Roles. In our example, these relations are:

A.1 Access Control Frameworks
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* Permissions = {
(may access, WebServer.HTTP),
(may access, WebServer.SSH),
(may access, DMZ.SSH)

* PA={
((may access, DMZ.SSH), Office),
((may access, WebServer.SSH), Office),
((may access, WebServer.HTTP), Office),
((may access, WebServer.HTTP), Internet)

c UA={
(John, Office),
(Jane, Office),
(Jane, DMZ),
(Jane, WebServer),
(Jim, Office),
(Public, Internet)

}

Now, the RBAC system is required to implement functions to determine the autho-
rized users (AU) per role, formally:

AU (7 : Roles) — 2V%¢"8 = {y € Users | (u,r) € UA}
and the authorized permissions (AP) per role:
AP(r : Roles) — 2Permissions — {4, ¢ Permissions | (p,r) € PA}

For instance, the Internet role is assigned to the user Public, i.e., AU (Internet) =
{Public} whereas this role may grant access to the public HTTP service offered by
the WebServer, i.e, AP(Internet) = {(may access, WebServer. HTTP)}.

These assignments and authorizations determine a user’s potential to access some
object. In addition, at runtime the actual access is regulated through the user’s
session. First, the active user is determined, i.e., SU(s : Sessions) — Users, and,
second, the active roles are derived, formally:

SR(s: Sessions) — 25915 = {r € Roles | (SU(s),r) € UA}.
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Concerning our example, SU (spypiic) = Public and SR(spuuic) = {Internet}. Finally,
the available permissions are calculated through

ASP(s : Sessions) — 2Permissions _ U AP(r).
reSR(s)

In our example, this enables the Public to access the HTTP service offered by the
WebServer at runtime, i.e., ASP(spypic) = {(may access, WebServer. HTTP)}.

Hierarchical RBAC

Hierarchical RBAC allows the structuring of roles by introducing relations for hierar-
chies and inheritance of access rights. In comparison, structuring and inheritance
offer a natural representation of real-world relations in organizations and they
enable a more concise overall description than the default role listings.

There are two notions of the hierarchy: limited and general. Their main difference
lies in the shape of the role graph, i.e., the limited hierarchy is structured as a tree
whereas the roles of the general hierarchy form an Acyclic Directed Graph (DAG).
Formally, the general role hierarchy relation is defined as RH C Roles x Roles
(briefly annotated as ry = ro with 1,79 € Roles) where role r, is more general than
role r1. In our example, the role hierarchy could be encoded as

RH = {(Office, SampleOrga), (DMZ, SampleOrga), (WebServer, DMZ)}.

The inheritance relation allows the transitive passing of access rights from higher
positioned roles to subsequent roles. Given two roles r; and ro with (ry,72) € RH,
then the inheriting role r; holds at least all access rights that are associated with the
more general role ro — formally:

rL = rg — AP(’I”Q) - AP(’I“l)

Concerning our example, the user assignments and permission assignments are

UA={
(John, Office), (Jane, Office),
(Jane, DMZ), (Jim, Office),
(Public, Internet)
}

A.1 Access Control Frameworks
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resp.

PA=/{
(Office, (may access, DMZ.SSH)),
(Office, (may access, WebServer. HTTP)),
(Internet, (may access, WebServer. HTTP))
¥

Note that now the U A contains five elements instead of six and the PA has one
element less, ergo, the representation is more concise.

In addition, the functions for the authorized users (AU) and authorized permissions
(AP) are enhanced to deal with hierarchies. Users that are authorized for more
general roles are also authorized for subsequent roles. Formally,

AU(r : Roles) — 2V = {4 € Users | r' =, (u,r’) € UA}.

For example, the administrator Jane who is authorized for the DMZ role is also
authorized for the WebServer role, i.e., AU(WebServer) = {Jane}. Respectively,
permissions that are assigned to more general roles are also assigned to subsequent
roles. Formally,

AP(r : Roles) — 2Permissions — {4, ¢ Permissions | 7' = r, (p,r') € PA}

For instance, the SSH access to the DMZ role is also assigned to the WebServer role,
ie.,
AP(WebServer) = {
(may access, WebService. HTTP),
(may access, WebService.SSH)

Constrained RBAC

Separation of Duty (SoD) can be achieved by applying additional restrictions on
the authorization of users and the activation of roles in a session. For this purpose,
RBAC offers two variants: static SoD which governs user authorization and dynamic
SoD which restricts sessions.

The static SoD limits the amount of roles that a user may be authorized for. This is
realized through a relation SSD C 2%°les x N which is constrained by

V(rs,n) € SSD,Vt Crs:|t| >n — ﬂAU(T) =0

ret
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Intuitively, a user may be authorized for an amount of roles lower than n. For
instance, SSD = {({SampleOrga, Internet}, 2)} holds whereas SSD = {({Office,
DMZ}, 2)} does not due to Jane who is authorized for both roles. SSD = {({Office,
DMZ, Internet}, 3)}, on the other hand, holds because no user is authorized for all
three roles.

Dynamic SoD is defined as a relation DSD C 2705 x N with two constraints:

(1) Vrs e 2f9es n e N, (rs,n) € DSD —n>2:|rs| >n

(2) Vs € Sessions,Vrs € 2803 rsyph € 2f0les wn € N, (rs,n) € DSD,rsub C rs

rsub C SR(s) — |rsub] <n

Intuitively, these require that less than n roles may be activated in a session. For
example, for n = 3, Jane may activate at most two roles in her session sjue.
Hence,

DSD = {({Office, DMZ}, 2), ({Office, WebServer}, 2), ({DMZ, WebServer}, 2)}.

The standard allows to define further restrictions beyond these quantitative con-
straints.

Compatibility of FPL with RBAC

SSD
Constraints _/~=====auo ____

N e e e e e e e e e m e e —— =

DSD
Constraints

The role concept in FPL shows similarities to RBAC and, indeed, FPL is compatible
with NIST RBAC [123] which has been described in Appendix A.1.1. RBAC regulates
the relations between users and access permissions through roles. User access (UA)

Fig. A.5.: RBAC covered by FPL.
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to roles and session management (US and SR) are beyond FPL’s scope and can be
omitted in this discussion. Figure A.5 shows RBAC’s concepts covered by FPL and, in
the following, we will discuss FPL’s compatibility in detail based on RBAC’s standard
taxonomy.

Core RBAC User and session handling (U A resp. US and SR) are out of FPL’s
scope. FPL access operators correspond to the set of operations Ops in RBAC. The
technical attributes specified for FPL roles and services form the set of objects Obs
in RBAC. Therefore, FPL rules of the form

Subject Operator Object

correspond to the permission assignment PA which means that the authorized
permissions AP can be derived. Hence, FPL rules can be integrated into a core
RBAC framework.

Hierarchical RBAC Super role relations in FPL are realized as a DAG and therefore,
they can form general role hierarchies in RBAC. FPL’s resolution mechanism corre-
sponds to the heritage relation (RH) and authorized permission function (AP) in
RBAC. Therefore, FPL can be integrated into a hierachical RBAC framework. Again,
user access is out of FPL’s focus.

Contrained RBAC Again, user access to roles and session management is beyond
FPL’s scope. Any standard RBAC framework that introduces constraints, can also
apply these to FPL roles.

All in all, FPL implements all necessary requirements for Core as well as Hierarchical
RBAC while Constrained RBAC deals with issues separate from FPL’s scope. Hence,
FPL is fully compatible with NIST RBAC and can be integrated into standard RBAC
frameworks.

Header Space Analysis

Besides Header Space Algebra (cf. Section 2.2.1), Header Space Analysis builds on
transfer functions and custom analysis algorithms for reachability and loop detection.
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Fig. A.6.: Example network with two switches A and B.

We detail these concepts in Appendix A.2.1 resp. Appendix A.2.2 and provide a
comparison with NetPlumber in Appendix A.2.3.

In the following, we will use a simple network which is depicted in Figure A.6
to illustrate the definition and application of the transfer functions. The network
consists of two switches A and B with three ports 1, 2, and 3 resp. 4, 5, and 6,
one bidirectional link between the ports 3 and 4, and three forwarding rules per
switch.

Transfer Functions

HSA's analysis builds upon a set of transfer functions — namely switch, network, and
topology transfer. These are used to simulate hops and network traversal which, in
turn, build the basis for reachability analysis and loop detection (cf. Appendix A.2.2).
Subsequently, we provide details for these functions.

Switch Transfer Function

The switch transfer function is used to model the behaviour of network devices. It
takes header-port pairs as inputs and yields sets of header-port pairs, i.e.,

T:N — 2V
T(h,p) : (h,p) = {(h1,p1), (h2,p2),... }

where h is a header space object that represents sets of packets.

For example, switch A forwards packets matching 10xx and coming in at port 1 via
port 3 without changing the packets. So, T4(10xx,1) — {(10xx, 3)}.

A.2 Header Space Analysis
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In our example, the switch transfer functions for A and B are:

Ta(h,p) :=

resp.

TB(h, p) =

0, else

0, else

{(hN10xx,3)},if p=1,h N 10xx # ()
{(hN10xx,3)},if p=2,hN 10xx # ()
{(hN010x,2)}, if p=3,hN010x # ()

{(hn11xx,4)},if p=5hN1ixx # ()
{(hn01x1,5)},if p=4,hN01x1 #
{(h N 1x00,6)}, if p = 4, h N 1x00 # ()

These functions encode a first-match-wins semantics where the upmost matching

rule is applied.

Network Transfer Function

The network transfer function maps ports to switch transfer functions and applies

the latter. Formally:

VN 2N

V(h,p) :

Ti(h,p), if p € switchy
Ta(h,p), if p € switchs

T, (h,p), if p € switch,,

In our example, the ports 1, 2, and 3 belong to switch A and, hence, T4 is applied.

The ports 4, 5, and 6, on the other hand, dispatch to the application of Ts. Le.,

\I’(h,p) = {
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Topology Transfer Function

The topology transfer function links ports and passes packets over these connections.
Formally,
LN —2V

{(h,p*)}, if p is connected to p*
L(h,p) == {@ |
, else

If there is no outgoing link, the packets are dropped by the device. Concerning our
example, the topology transfer function is the following since the ports 3 and 4 are
connected bidirectionally:

{(h,4)},ifp=3
L(h,p) =< {(h,3)},ifp=14

0, else

Simulation of Hops and Network Traversal

The simulation of the traversal of single packets in a network is performed by
repeatedly applying the network and topology transfer functions. For this purpose,
two more functions are defined: the hop traversal function ® : N' — A and the
network traversal function ®* : N' — N.

Note: The simulation works with single packets, i.e., points in the Network Space.
Hence, the transfer functions yield sets with at most one element (i.e., if the packet
is not dropped). For the sake of simplicity, the following definitions treat the
transfer functions as if they yield points in the Network Space instead of regions,
ie, T: N — Ninstead of T : N — 2N, U : N’ — N instead of ¥ : ' — 2V,
and I : N — N instead of T' : ' — 2V. For this purpose, we silently unpack
the single element from the resulting sets and treat empty sets as packet drops,
respectively. This also resembles to the descriptions and definitions from the original
paper [78].

Hop Traversal

To simulate the traversal of a packet h arriving at some port p, first, packet transfor-
mations as well as forwarding of a single hop is calculated by applying the network
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transfer function W. Then, the resulting packet is forwarded over the port’s outgoing
link using the topology transfer function I". Formally,

NN
®(h,p) :=T(¥(h,p))

For example, we can simulate one hop for a packet ~ = 1000 arriving at port p = 1

as follows:
$(1000,1) = I'(¥(1000,1))

= T'(1000, 3)
= (1000, 4)

Network Traversal

The simulation of a packet traversing the network is performed by hop-wise forward-
ing. For this purpose, for a packet-port pair the curret hop is simulated. Then, from
there, the next hop can be simulated and so on. The network traversal is formally
defined as

N SN

k times k times

O (h, p) = B(@(. - (B(h,p))...)) = T(. (C(D(h,p))).. )
where k denotes the amount of simulation steps.
For example, we simulate the packet h = 1000 arriving at port p = 1 for k = 1:
®1(1000,1) = (1000, 1) = (1000, 4)
For k = 2, the simulation is as follows:

®2(1000,1)

(®(1000,1))
(1000, 4)
(¥
(

(1000, 4))
1000, 6)

¢
)
r
r
dro

This example shows that the simulation yields the packet’s position within the
network after exactly & steps but not less. Simulating two hops resulted in a dropped
packet while the simulation of one hop did not.
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A.2.2 Network Verification with HSA

HSA's hop-wise network simulation shows that we can model networks and ade-
quately process single packets using transfer functions. In order to verify useful
properties packet-wise simulation does not scale well since the enumeration of the
exponentially large Header Space is infeasible. Instead, HSA leverages its ability to
model and process arbitrary regions of the Network Space to analyze the behaviour
of several packets at once. In the original paper [78], the verifiably properties were
network reachability, loop detection, and slice isolation. In the following, we will
explain reachability analysis and loop detection but omit slice isolation. In this
work, we do not need explicit slicing to determine network security compliance.
Slicing, e.g., based on virtual networks using VLAN or VXLAN, is a measure to
segment networks and is a common approach to implement network security in
practice. Nevertheless, our approach checks compliance in an end-to-end manner
and configuration for virtual networks is part of our network model. Breaches of
virtual network isolation may also violate compliance and will be detected by our
approach along other possible reasons, e.g., misconfigured firewall rules. Hence, we
skip HSA's detection of slice isolation breaches here for the sake of brevity.

Checking the reachability between hosts and networks enables verification of security
compliance. For each compliance rule, reachability between the rule’s subjects and
objects is determined and checked for conformance. Loops, on the other hand, pose
a general threat due to the fact that an attacker with the ability to trigger the loop
over the network, is able to consume vast amounts of network resources which may
lead to denial-of-service.

Reachability

To check if a host resp. network can reach another host resp. network, HSA performs
a path-wise reachability analysis. First, all paths between two ports a and b are
calculated with device-level granularity, e.g., {a —+ S1 — ... = S, — b} (a and
b serve as representatives for the hosts resp. networks). For instance, assuming
that a is connected with port 1 in our example network and b to port 6, then
R,—» ={a - A — B — b} because there is just a single path over A and B. Each
path analysis yields a, possibly empty, set of packets that reach b over this path and
the union over all path packet sets is the set of all packets that can reach b. Note
that the packets arriving at b are not necessarily in the same shape as sent by « as is
due to the fact that switch transfer functions may change packets, e.g., a NAT may
rewrite addresses and ports.
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Per path, the set of propagated packets is calculated using

T (D(Th—1(...(T(T (R, a)))...)))

where h can be any packet set, e.g., the set of all packets encoded as xx. ..xx or
some packet set that describes the host resp. network. In addition, since the switch
transfer functions 7" yields a set of header-port pairs, its output needs to be filtered
according to the respective path under inspection. L.e., only the tuple (h,p) (if
present) where I'(h, p) = {(h, p*)} and p* belongs to the next device on the path is
considered for further analysis.

Concerning our example, the path between port 1 and port 6 is calculated as:

Ray = U{TB(I'(Ta(xxxx,1)))}
= U{TB(C({(10xx,3)}))}
= U{Ts(I'(10xx, 3))}
= U{Ts(10xx,4)}
= U{{(1000,6)}}
= {(1000, 6)}

The original HSA paper [78] additionally performs analysis concerning the set of
packets that is actually send by a and possibly changed during transfer. We omit
these details since they are not necessary for compliance verification. Only the
packet sets arriving at the destination may need further analysis, e.g., if some service
is reached or not. For details on compliance rules, refer to Chapter 4.

Loop Detection

The network has a loop if there exists a packet that traverses the same (ingress) port
at least twice. In order to find loops, for each ingress port HSA performs a depth-first
search along the propagation graph by injecting the set of all possible packets, i.e.,
encoded as xx. . .xx. The search aborts in four cases:

* The packets leave the network which is indicated that the topology transfer
function I" drops the packet, i.e., there is no link to some other device within
the network.

* Some previously visited port is visited again.

* No packets are left to pass the port.
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* The starting port is visited again. Note that this case will be reported but not
the one from the previous case. This is due to the fact that HSA performs loop
analysis for all ports in the network and reporting the previous case could
result in reporting the same loop multiple times.

The above search can be formalized as follows

PuU{pl,ifp=sand P #0
P,ifpe P
0,ifh=10
U{
loop(h”,p", s, P U{p}) | (W,p) € ¥(h,p), (K", p") € T(W,p)

}, else

loop(h,p, s, P) =

where s is the start port and P is the set of previously visited (ingress) ports. Analysis
for some ingress port s is initialized as loop(xx. . .xx, s, s, ().

For instance, if we want to analyse port 1 from our example for loops, we run
loop(xxxx,1,1,0). Since P is empty and, thus, also port 1 is not in P, the first
two cases do not apply. Therefore, the traffic needs to be propagated through
the device, i.e., switch A, over the outgoing links to the next devices, i.e., switch
B, and loop detection needs to be performed for the ingress ports thereof. IL.e.,
U(xxxx,1) = {(10xx,3)} and I'(10xx, 3) = (10xx,4). Now loop detection needs to
be run for 10xx at port 4: loop(110xx,4,1,{1}). As port 4 is not the starting port
1 and has not been visited before, we need to propagate through the device and
try the next devices. Since ¥(10xx,4) = {(1000,6)} but I'(1000,6) = () there are no
further devices and the loop detection returns the empty set indicating that no loop
has been found.

Let us assume that the forwarding tables in our example network are configured
slightly different. In particular, the last rule in switch A matches packets with
h = 1000 and forwards these via port 3. In switch B, the last rule now forwards via
port 4 (the changes are highlighted):

{(hN10xx,3)},if p=1,hN 10xx # ()
Ta(h,p) = { {(hN10xx,3)}, if p=2,h N 10xx #
{(hN 1000, 3)}, if p = 3,h N 1000 # ()

A.2 Header Space Analysis
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and
{(hNn11xx,4)},if p=>5,hN11xx # ()

Tg(h,p) = ¢ {(hN01x1,5)},if p=4,hN01x1 #
{(hN1x00,4)}, if p = 4,h N 1x00 # ()

The packet 1000 injected at port 1 or 4 will cycle infinitely between the switches A
and B. To find this loop, we start the analysis at port 4: loop(xxxx, 4,4, (). Since
P is empty and, thus, also port 4 is not in P, the first and second case does not
apply. Hence, we need to propagate traffic through the device and try the next
devices. Le., ¥(xxxx,4) = {(01x1,5), (1200,4)}. Applying the topology transfer
results in I'(01x1,5) = () and I'(1x00, 4) = (1x00, 3). The first set of packets leaves
the network but the second is forwarded over port 4 to port 3 where loop analysis is
continued: loop(1x00, 3,4, {4}). Since port 3 is neither the starting port 4 nor in the
set of previously visited ports P, we need to propagate traffic to the next devices.
Le., ¥(1x00.3) = {(1000,3)} and I'(1000, 3) = {(1000, 4)}. At port 4 the loop
detection, finally, detects the loop, i.e., loop(1000,4, 4, {4,3}) = {4, 3}, since port 4
is also the starting port. The function yields the set of ports that form the loop.

The original HSA paper [78] additionally performs further analysis to distinguish
between infinite and finite loops, e.g., looping packets that are dropped when their
TTL reaches 0. We do not elaborate on this distinction because 1) also finite loops
consume network ressources and can be used in DoS attacks and 2) it is neither
discussed by the NetPlumber paper [79] nor implemented by the tool.

Comparison of NetPlumber with HSA

In this section, we compare modeling and analysis of NetPlumber with HSA and
reveal similarities and — sometimes subtle — differences.

Ports The set of ports in NetPlumber corresponds with P in HSA while the set of
links L C P x P does not have a direct correspondence but is used for purposes
in NetPlumber similar to the topology transfer function I" in HSA. Nevertheless,
links in HSA work bidirectionally whereas links in NetPlumber do not. Therefore,
NetPlumber allows to model special scenarios and devices more intuitively, e.g., data

diodes with one-way fibre transmissions’.

lef. https://csrc.nist.gov/glossary/term/data_diode
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Tables NetPlumber’s tables implement limited versions of HSA's switch transfer
functions. A table may implement one transfer function 7' : N — 2V where desired
packet transformations must be achieveable by rewriting only. HSA, on the other
hand, allows more generic transformations including simple arithmetics, e.g., to
decrement the TTL, or bit shift operations, e.g., for checksum functions. In order
to model more complex transfer functions and network devices in NetPlumber,
tables need to be chained using links. In addition, rules in NetPlumber only match
wildcard expressions whereas transfer functions in HSA deal with arbitrary header
space objects. To achieve the same behaviour, multiple NetPlumber rules can be
used to represent portions of the Header Space that cannot be represented with a
single wildcard expression. This might result in vastly larger memory consumption
and processing times.

Sources and Probes NetPlumber’s source nodes and their attachment to ports
resemble the starting points, i.e., (h,p) € N, of HSAs reachability analysis and loop
detection. Probe nodes, on the other hand, realize a structured and highly optimized
approach to verify properties including reachability but also other that have no
pendant in HSA, e.g., waypoint traversal.

Overall Analysis NetPlumber implements analysis through a flow-oriented depth-
first search. In comparison to HSA's path-wise approach, this is more efficient due
to the fact that common parts of a flow’s path are calculated in one go instead of
possibly several times as in HSA. Concerning reachability, NetPlumber performs
backwards analysis for incoming flows at probe nodes using quantified regular
expressions which is more expressive than HSA's simple reachability analysis (cf.
next section).

NetPlumber’s loop detection is performed on-the-fly in a depth-first manner which is
similar to HSA. Nevertheness, NetPlumber uses tables instead of ports for loop detec-
tion which is more coarse grained and, argumentatively, more efficient. Intuitively,
defining loops at the device level seems reasonable. Conceptually; it is possible to
refactor NetPlumber’s loop detection to use ports instead of tables.

A.2 Header Space Analysis
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Detailed Descriptions of other Dataplane
Verification Approaches

ConfigChecker The tool ConfigChecker [5] enables the analysis of reachability and
the detection of loops. For this purpose, it models networks of stateless firewalls
based on a simple data model which includes source and destination addresses resp.
ports, and device IDs but notably not protocol fields. Queries are formulated using
the Computational Tree Logics (CTL) [23]. For instance, the reachability of a network
a2 from a network al is specified as:

(src = al Ndest = a2 Nloc(al)) — AF(src = al Adest = a2 Aloc(a2))

Using BDDs for the representation of packet sets, ConfigChecker supports incremen-
tal updates of its models.

In comparison, FPL and FaVe have a clear advantage in terms of accessibility and
expressiveness. First, as seen above, CTL is hardly usable by non-academically skilled
staff. For example, in FPL, reachability between some network roles a1 and a2 would
simply be al ---> a2. Second, DHSA allows FaVe to model device configurations
with arbitrary header fields, stateful firewalls, and dynamic protocols like IPv6.
Finally, FaVe’s source code is publicly available.

VeriFlow The central idea of VeriFlow [81] is to identify sets of packets with
identical forwarding behaviour — the so-called equivalence classes (EC) — and the
independent analysis of EC-specific forwarding graphs.

An equivalence class is defined as a set of packets where for two arbitrary packets
from the EC, each network device behaves identical, i.e., performs the same action
like dropping or forwarding via the same port. VeriFlow uses multidimensional,
ternary prefix trees — so called tries — over header bits (0, 1, don’t care *) to represent
sets of packets. A path through the trie represents a set of packets where the header
bits are set according to the edge’s bit annotations.

For a network, the trie is constructed by representing all rules as tries and merging
these into a single trie. This trie’s leaves are associated with the rules that match
the packet set of the incoming path. Since these rules process the respective packets
identically, they form the equivalence classes. Now, VeriFlow constructs EC-wise
forwarding graphs that only contain the associated forwarding rules and abide the
network’s topology. Since within an EC, forwarding is identical for all packets,
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analysis can be performed through generic graph algorithms without further con-
sideration of the concrete packets. In the case of a rule update, VeriFlow is able
to split or merge ECs and it reconstructs forwarding graphs if necessary. The tool,
then, performs reverification only for the changed ECs and forwarding graphs which
further optimizes performance.

VeriFlow? is primarily evaluated concerning its update performance and loop detec-
tion. The authors use synthetic workloads with 87 routers and an initial FIB (BGP
Forwarding Information Base) with five million entries. The RIB (BGP Routing Infor-
mation Base) entries are changed based on simulated BGP replays. Nevertheless,
the concrete numbers of forwarding rules in the RIBs are not stated. In addition to
IPv4-only forwarding, they perform experiments with three and six header fields.
On average, VeriFlow processes rule updates in 0.38 milliseconds and stays below
one millisecond in more than 90% of the cases.

FaVe, on the other hand, offers similar performance but is evaluated for more
complex networks including dynamic protocols like IPv6. Also, stateful packet filters
are supported whereas VeriFlow is limited to router ACLs with fixed header fields.

Libra By limiting its scope to IPv4 forwarding, the data plane checker Libra [155]
scales to tremendously large networks with hundreds of millions of forwarding rules.
The authors follow a divide-and-conquer approach that is implemented using a Map-
Reduce data processing architecture. First, the mappers calculate independent slices
and assign related forwarding rules to these slices. Then, the reducers construct and
analyze forwarding graphs for sub networks and related slices. Supported invariants
include reachability, loop freeness, black hole detection, and waypoint traversal. The
jobs of the mapping and reducing phase can be performed in parallel respectively
and, hence, allow phase-wise scale-out. In the case of a rule update, first, the slices
are checked for consistency and, then, only those subnets and slices are recreated
and verified which are affected by the rule. Hence, Libra also offers incremental
verification.

Libra is evaluated with synthetic data center workloads where the largest network
consists of ten thousand switches and ca. 265 million IPv4 forwarding rules. Since
the authors estimated that they need 20,000 machines for this workload, they
performed reduced experiments and extrapolated the runtime to 15 minutes. Real
measurements using 50 machines for analyzing a workload of 316 switches with ca.
150 million forwarding rules took 93 seconds.

There is a public implementation available at [6]. We were able to compile the code but the program
segfaults directly after startup. We did not investigate into the issue further.

A.3 Detailed Descriptions of other Dataplane Verification Approaches
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FaVe, in contrast, is not limited to IPv4 forwarding. Instead, it supports an arbritrary
amount of header fields and dynamic protocols like IPv6. Further, FaVe is not
limited to L3-switches but offers a large variety of predefined and complex device
models like routers or stateful firewalls. Our evaluation with realistic workloads
(cf. Section 7.2) show FaVe’s scalability for large networks without being limited to
datacenter networks.

SecGuru, RCDC, and NoD Three works have been published by groups with close
affiliations to Microsoft research: NoD [90], SecGuru [14], and RCDC [72]. They put
an emphasis on the applicability to data center networks and explore approaches
in the dimensions of generality of applicability and performance. In summary, NoD
provide a more generic approach to network verification whereas SecGuru and
RCDC achieve scalability to data center workloads through specialization to the
network architecture.

Network-optimized Datalog (NoD, [90]) adapts Datalog — a Prolog dialect for database
operations [47] — to the domain of network verification. They provide modeling of
packet headers, network rules, devices, and network topologies in terms of Datalog
rules and enable queries that can be used to express invariants. For instance, given
a symbolic packet injected at some point in the network, where can it go? Queries
like this allow to check for network reachability.

In particular, NoD is based on two ideas. First, it represents sets of packets concisely
as differences of cubes based on ternary bit-vectors which is similar to HSA's header
space objects (cf. Section 2.2.1). Second, internally NoD avoids costly packet
enumeration by introducing an optimized SELECT-PROJECT operator for Datalog.
The Z3-based prototype® shows good performance, e.g., its verifies the Stanford
workload in 5.9 seconds.

NoD is limited in terms of state in network functions like stateful packet filters as
offered by FaVe. Also, NoD is not capable to process dynamic protocols like IPv6
even though some dynamic has been implemented for MPLS.

SecGuru [14] takes a different approach by focusing on the verification of Azure
cloud data center networks and taking their high degree of structure into considera-
tion. They verify a series of invariants called cloud contracts, e.g., DNS ports on DNS
servers are accessible from tenant devices over both TCP and UDP (Cloud Contract 1,
[14]) that are checked in parallel per router.

3Inititally, they published their implementation here: http://web.ist.utl.pt/nuno.lopes/
netverif/. But since their code hoster CodePlex is out of business, it is not publicly available
anymore. Nevertheless, parts of NoD, e.g., the ternary bit vectors, have been upstreamed to Z3.
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The central idea lies in the formulation of assumptions about a router’s environment
that allow local verification in isolation. Locality allows fast and parallel analysis
instead of more complex network wide verification. The assumptions hold since
cloud data center networks are highly structured. For instance, routers are hierar-
chically ordered and each adjacent level provides some degree of redundancy. E.g.,
top-of-the-rack switches are grouped into clusters by a set of routers that provide
redundant routes within the respective cluster. Given this uniformity in architecture,
the configurations are very similar, e.g., they may only differ in IP prefixes but not
ports or links. Also, different Azure data centers vary in their size but not so much in
structure which allows easy adaption within the domain of data center networks.

On the technical level, packet sets, forwarding rules, and ACL rules are modeled as
ternary bit vectors and the contracts are formulated using a simplified version of
NoD (see above). Each contract can be verified either per router, e.g., Contract 1, or
for pairs of routers, e.g., Contract 5.

Instead of providing a structured performance evaluation, the authors prove their
tools relevance through real-world usage in Azure. In cooperation with the cloud
engineers, routing related contracts are checked on a daily basis while ACL related
contracts are verified per ACL update which sums up to 40 thousand runs per
month.

In contrast, FaVe is not limited to data center networks since it does not require
assumptions about the network architecture while being highly scalable as shown in
Section 7.2.2. Also, local verification is inherently limited in terms of loop detection
and end-to-end state checking which are both offered by FaVe. Further, FPL offers a
more flexible way to specify security policies for organizations. In essence, SecGuru
buys its scalability by being limited to structured data center networks and hand-
crafted cloud contracts.

The Reality Checker for Data Centers (RCDC, [72]) builds on SecGuru and overcomes
some of its limitations. It still relies on the structure of cloud data centers but enables
the verification of end-to-end invariants and flexibilizes contract definition.

The central idea is to formulate end-to-end contracts which are divisable into locally
checkable smaller contracts which, in sum, give insights into the validity of the
end-to-end contract. As for SecGuru, the local contracts can be verified in parallel.
For instance, tenants in Azure can define network security groups (NSGs) which
group technical ressources and limit access. RCDC is able to verify the conformity of
ACL configuration with the NSGs. Since NSGs are user provided, this also reflects
that RCDC offers more flexible contracts than SecGuru. Nevertheless, since they
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build upon local contracts, also the end-to-end contracts are limited to cloud data
center use cases. According to the authors, RCDC is actively used in production and
delivers similar performance like SecGuru.

FaVe, on the other hand, offers the verification of more fine grained policies, arbitrary
network topologies, and stateful devices. Further, unlike RCDC, FaVe is not limited
to IPv4 prefixes, quintuples, or VLANSs, but allows an arbitrary header space and the
verification of dynamic protocols like IPv6.

AP-Verifier This data plane checker [147] promises low millisecond verification
runtimes for large router networks.

The tool models network rules and packets in terms of boolean predicates and
achieves its high performance through a concise and highly efficient representation
of the header space — the so-called atomic predicates (AP). These are disjunct and
non-empty sets of packets which are globally unique and composable in order to
represent all predicates in the network. Since they are globally unique, a label,
i.e., an integer, can be assigned to each AP and a rule’s matching predicate can be
represented as a set of labels, i.e., integers, instead of the direct encoding of the
matched packets, e.g., a SAT formula or a BDD. Further, algorithms for analysis can
be implemted based on regular set operations instead of data structures that are
more time or space demanding, e.g., BDDs.

AP-Verifier models networks by precomputing the packet processing of routers and
switches as AP-represented predicates and by annotating the topology graph with
these predicates. Particularly, a router’s ACLs and forwarding tables are represented
using sets of APs. Then, the filtering ACL predicates are assigned to ingress ports in
order to filter incoming packets throughout analysis. Further, ACL predicates are
used to filter traffic via egress ports, i.e., the forwarding predicates that forward
through the respective ports. The verification of network invariants like loop freeness
or reachability is performed by using AP-aware graph algorithms over forwarding
graphs that are calculated for each access port. AP-Verifiers performance is based on
the fact that set operations over sets of labels, i.e., integers, are much more efficient
than those of more fine grained packet set representations like BDDs. The evaluation
shows great performance and scalability for workloads like the Stanford or Internet2
networks with overall runtimes below one second. AP-Verifier’s calculation of the
atomic predicates takes 196.68 ms for the Stanford and 142.95 ms for the Internet2
workload. The computation of a single reachability tree takes 0.95 ms resp. 0.27 ms
on average. Total run times, e.g., for pairwise reachability, have not been reported.
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In comparison, FaVe offers support for more complex network devices like stateful
packet filters and dynamic protocols like IPv6. In general, it is not clear if AP-Verifier
has been evaluated for more complex header spaces, i.e., beyond quintuples of
source and destination IPs, the protocol field, and source and destination ports.
Furthermore, in a master’s thesis [82], we reevaluated the public prototype for the
Stanfort and Internet2 workloads (cf. Section 7.2).

In comparison with the run times from the paper — which are 202.24 ms resp.
148.28 ms — our results are in the same order of magnitude. As seen in Section 7.2.2,
FaVe’s initialization phase takes 2.08 s for the Stanford and 47.85 s for the Internet2
workload which is ca. 10 times resp. 322 times slower. Nevertheless, FaVe’s overall
run time is reasonably fast and the tool offers a rich variety of network devices and
accessible compliance specification.

Delta-net By limiting itself to IP routed networks instead of arbitrary packet header
spaces Delta-net [60] achieves sub-millisecond reverification times for updates of
networks with hundreds of millions of forwarding rules.

Its central concept is based on the division of the address space into disjunct labeled
intervals, i.e., atoms, which are used to represent packet sets and model forwarding
rules. They construct a forwarding graph where an edge is annotated with a set of
atoms that is forwarded over the edge. Then, atom-aware graph algorithms are used
for the verification of network invariants like reachability or loop freeness. This idea
is is similar to AP-Verifier but limited to the IPv4 address space.

Delta-net is evaluated with a set of eight synthetic workloads with up to 300 routers
and 125 million IPv4 forwarding rules. The authors run experiments that install and
remove millions of rules and measure the reverification run times. On average, rule
update runtimes range between 3 and 41us with medians between 1 and 5us. They
do not provide total runtimes, i.e., the duration to set up the largest amount of rules
in a network, but we can approximate this by multiplying the average rule insertion
runtime with the maximum amount of network rules. For the largest network — the
INET workload - this would be 125 million rule insertions with an average runtime
of 41us. This results in a total runtime of approximately 85 minutes.

In contrast, FaVe is able to process arbitrary header fields and much more complex
devices, e.g., routers with ACLs or stateful packet filters. Further, FaVe offers support
for dynamic protocols like IPv6. Delta-net achieves its impressive performance by
introducing limitions, e.g., only unfiltered IPv4 forwarding, that are not realistic for a
broad variety of networking scenarios, e.g., corporate networks or data centers. FaVe,
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on the other hand, does not impose such limitations and offers splendid performance
in realistic benchmarks (cf. Section 7.2).

APKeep The data plane verification tool APKeep [156] successfully combines
several concepts from previous approaches, i.e., [147, 81, 60], and achieves very low
reverification runtimes for network updates. In essence, the tool models networks
based on composable network functions that, in turn, comprise of composable and
predefined modeling elements. A modeling element offers a set of input and output
ports and comprises a set of rules. The three predefined element types offer IP-based
forwarding, quintuple-based filtering, and quintuple-based rewriting. In the formal
Port-Predicate-Model (PPM), a boolean predicate that represents a set of packets is
calculated for each output port. The predicate abides the element’s rules so that the
represented packet set comprises those packets that are emitted via the assigned
port. Further, the global header space is divided into a set of mutual exclusive
equivalence classes where any packet of the same class is processed identically by
all modeling elements. This way, each predicate can be represented by a set of
equivalence classes. Further, upon rule updates, APKeep automatically splits or
merges equivalence classes if necessary. In order to model network functions and
devices, the output ports of elements are connected unidirectionally to input ports of
other elements. Networks are modeled by connecting output ports of device models
to input ports of other device models. In addition, the edges are annotated using the
equivalence classes of the emitting port. This way, a network model is an annotated,
directed graph that can be analyzed using graph algorithms.

APKeep shows an outstanding update performance in comparison with other ap-
proaches, i.e., AP-Verifier, VeriFlow, NetPlumber, and Delta-net. A network update is
processed in sub-milliseconds — often in the range of microseconds. For instance, on
average, APKeep processes an update in the Stanford workload in 127 ps. This is a
performance advantage of a factor of more than 13 over AP-Verifier and a factor of
75 over NetPlumber which were the 2nd resp. 3rd best approaches in class.

APKeep’s performance is based on three key concepts. First, the graph analysis based
on equivalence classes as representatives of packet sets which resembles AP-Verifier’s
approach. Second, the use of a delta-graph which is a reduced sub-graph that
consists of only those equivalence classes and model elements that are affected by
an update. This improves reverification efforts and resembles Delta-net’s approach.
Third, identical elements are shared among all device models which minimizes
recalculation efforts upon updates.
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In comparison, FaVe offers arbitrary header spaces beyond simple quintuples, i.e.,
source and destination addresses, the protocol field, and source and destination
ports. Further, FaVe enables modeling dynamic protocols like IPv6. APKeep is limited
to model stateless devices and lacks support for stateful devices like stateful packet
filters. Finally, FaVe verifies compliance with high-level FPL policies whereas APKeep
offers predicates and graph-traversing state machines to administrators and security
officials who often lack technical expertise.

FPL Grammar

The grammar of the inventory and policy specification in FPL is defined as follows
(in eBNF notation, we list only relevant whitespaces and newlines):

fpl ::= COMMENT | inventory newlines policy
policy ::= definition ’policies’ ’(’ ’default:’ default_policy ’)°’

newlines rules

newlines ’end’

default_policy ::= ’allow’ | ’deny’

rules ::= rules_item | rules_item newlines rules

rules_item ::= COMMENT | rule

rule ::= subject operator object

subject ::= NAME

object ::= NAME | NAME °’.’ NAME | NAME °’.x%’

operator ::= ’--=>’ | 2<==>2 | ’<=>>7 | -=/->7 | <-/=>> | -/=->>"
inventory ::= inventory_item | inventory_item inventory
inventory_item ::= COMMENT | service | role

service = definition ’service’ NAME

newlines service_body

newlines ’end’

service_body ::= proto | proto newlines port

proto ::= ’protocol’ ’=’ QUOTE [a-zA-Z]+ QUOTE

A.4 FPL Grammar
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port = ’port’ ’=’ [0-9]+
role = definition ’role’ NAME
newlines role_elems
newlines ’end’
role_elems ::= role_elem | role_elem newlines role_elems
role_elem ::= COMMENT | field | offer | include
offer ::= ’offers’ NAME
include ::= ’includes’ NAME
definition ::= ’define’ | ’def’ | ’describe’) | ’desc’
field ::= NAME ’=’ field_values
field_values ::= single_value | ’[’ value_list ’]’
value_list = single_value | single_value ’,’ value_list

single_value

quoted_value QUOTE VALUE_TEXT QUOTE

VALUE_TEXT ::= [a-zA-Z0-9.:/ -_]+
VALUE_WORD = [a-zA-20-9.:/-_1+
NAME ::= [a-zA-Z][a-zA-Z0-9]x*

WS ::= [ \tl+

newlines ::= NL | NL newlines

NL ::= [\r\n] | ’\r\n’

QUOTE ::= ["°]

COMMENT ::= ’#’.x$

In conjunction with Section 5.4, we prove that DHSA forms a distributive boolean

lattice.
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Union Commutativity
Theorem 3. DHSA’s union operation is commutative, i.e.:
Ve,ye M:xUy=yUx
We prove this theorem by proving the commutativity of the union of match sets.

Lemma 9. The union of match sets is commutative, i.e.:

VM, My € M : My U My = My U M.

Proof. As defined in Definition 11, DHSA's match set union reuses the regular set
union operation which is commutative. O

Corollar 1. The union of single matches is commutative, i.e.:

V{ml}, {mg} eEM: {ml} U {mQ} = {mg} U {ml}

Proof.
{ma} U{ma} = {m1,ma} = {ma,m1} = {ma} U {mi}

Since unioning match sets is commutative (Lemma 9).

Intersection Associativity

Theorem 4. DHSA's intersection operation is associative, i.e.:

Ve,yyze M:xzN(yNz)=(zNy)Nz.

We prove this theorem by proving the associativity of the intersection of tuples,
single matches, and match sets.

Lemma 10. Intersecting tuples is associative, i.e.:

Vi R th e HP x Vyp cth 0 (thnth) = (i) nh,
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Proof.

Nt ntd) = (ho) 0 ((hv8) N (h,v8))
= (h,v}) 0 ((h,vh N vh)) | cf. Definition 6
= (h,vf N (v} Vo))
= (h, (vh Nod)nok) | since value sets are regular

| sets (Def. 1) and the regular
| set intersection is associative
(h, (0} (1 08)) O (B, o)
(trNtg) Nty

O
Lemma 11. Intersecting single matches is associative, i.e.:
V{ml}, {mQ}, {m;g} eEM: (m1 N mg) Nms =mqN (77’L2 N mg).
Proof.
miNma)Nms = {t" Nl | Vi=1.|HP|: hi € HP,t" € ma,th € maY Nms | cf. Def. 7
1 2 1 2
= {(th eyl |
Vi = 1..|IHD‘ th; € 'HD,t}lw' € ml,t;” S m27t§” € ms
}
={th Nt Nty | | since the
Vi=1./HP|: hy € HP 10 € ma, th' € mo, th' € ma | tuple
} | intersection
| is
| associative
| (Lemma 10)
=mi N {thi Nl Vi = 1. HP| : hi € HP 8 € ma, th € m3)
=mi N (mg N m3)
O

Lemma 12. Intersecting match sets is associative, i.e.:

VM, My, M3 € M : (Ml N Mg) NMs;=M N (M2 ﬂMg).
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Proof.

(M1ﬂM2)ﬂM3 :{m1 ﬂm2|m1€M1,m2€Mz}ﬂM3 |Cf Def. 8

={(m1 Nmg) Nm3z | m1 € M1,mz € M2, m3 € M3}

= {m1 N (mQ n m3) | m1 € Mi,ma € M2, m3 € M3} | since the match
| intersection
| is associative
| (Lemma 11)

= MiNn{mz2Nms|ma2 € Ma,m3 € M3}

=M N (M2 N Mg)

Union Associativity

Theorem 5. DHSA’s union operation is associative, i.e.:

Ve,y,ze M:xU(yUz)=(xUy)U z.

We prove this theorem by proving the associativity of the union of match sets.

Lemma 13. Unioning match sets is associative, i.e.:

VM, My, M3 € M : M; U (MQ UMg) = (M1 UMQ) U Ms.

Proof. As defined in Definition 11, the union of match sets reuses the regular set
union operation which is associative. O

Corollar 2. Unioning single matches is associative, i.e.:
V{mi}, {ma}, {ms} € M : {mi} U ({ma} U{ms}) = ({m1} U {ma}) U {ms}.

Proof.

{mi} U ({ma} U{ms}) = {m1,ma}U{ms}
= {m1, ma, m3}
= {m1} U {ma, ms} | since unioning match sets
| is associative (Lemma 13)

= ({ma} U{ma}) U {ms}
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Intersection ldempotency

Theorem 6. DHSA's intersection operation is idempotent, i.e.:

VeeM:zNx =x.

We prove the idempotency of the intersection operation by proving that intersecting
tuples, matches, and match sets is idempotent.

Lemma 14. The tuple intersection is idempotent, i.e.:
Vt € HP x Vyp th Nt =t

Proof.
Nt = (h,o) N (hyop) = (hyon Nop) = (hyvp) =t

O
Lemma 15. The match intersection is idempotent, i.e.:
V{m} e M:mnNm=m.
Proof.
mnm = {thinthi |Vi=1.|HP|:h; € HP,t" € m} |cf. Def.7
= {thi | Vi = 1.|HP|, h; € HP : thi e m} | since intersecting tuples is
| idempotent (Lemma 14)
=m | cf. Def. 2
0
Lemma 16. The intersection of match sets is idempotent, i.e.:
YMeM:MNM=M.
Proof.
MOM ={mnm|meM} |cf Def. 8
={m|me M} | since intersecting matches is
| idempotent (Lemma 15)
=M | Def. 4
O
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Union Idempotency

Theorem 7. DHSA’s union operation is idempotent, i.e.:

VeeM:zUx = .

We prove the idempotency of the union operation by proving that unioning match
sets is idempotent.

Lemma 17. The union of match sets is idempotent, i.e.:

VMeM:MUM =M.

Proof. As defined in Definition 11, the union of match sets reuses the regular set
union operation which is idempotent. O

Corollar 3. The match union is idempotent, i.e.:
V{m} e M :{m}U{m}={m}.
Proof.

{m}uU{m} ={m,m} = {m}
(Due to Lemma 17.) ]

Distributivity of Intersections over Unions

Theorem 8. DHSA's intersection operation distributes over the union operation, i.e.:

Ve,y,ze M:zN(yUz)=(zNy)U(xNz).

We prove the distributivity of the intersection operation over the union operation by
proving that these operations are distributive for match sets.

Lemma 18. The intersection operation distributes over unions for match sets, i.e.:

VM, My, M3 € M : My N (Mz UMg) = (M1 ﬂMg) U (M1 ﬂMg).
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Proof.

MyN(MaUMs3) = M;N{mg,ms|ms € Ma,msz € M3} | cf. Def. 11
= {my1 Nmg,m; Nmg | my € My, ma € My, m3 € M3} |cf. Def. 8
={miNmg | my € My,my € My} U | cf. Def. 11
{miNmg | mi € M1,ms € Ms}
= (M; N M) U (M; N Ms) | cf. Def. 4
]

Corollar 4. The intersection operation distributes over unions for matches, i.e.:

V{ma}, {ma}, {ms} € M: {mi}n({me}U{ms}) = ({m1}N{ma})U({mi}N{ms}).

Proof.
{ml} N ({mg} U {m3}) = {ml} N {mg, mg} ’ cf. Def. 11
= {m1 N mg,m1 N mg} ’ cf. Def. 8
={miNma}U{mi Nms} | cf. Lemma 18

= ({ma} 0 {mz2}) U ({ma} 0 {ms})

Distributivity of Unions over Intersections

Theorem 9. DHSA’s union operation distributes over the intersection operation, i.e.:

Ve,y,ze M:xU(yNz)=(xUy)N(zUz).

We prove the distributivity of the union operation over the intersection operation by
proving that these operations are distributive for match sets.

Lemma 19. The union operation distributes over intersections for match sets, i.e.:

VM, My, M3 € M : My U (M2 ﬁMg) = (M1 UMQ) N (M1 UM3).
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Proof.

MU (M>NMs) =M U{maNms|mas € Mz, ms € M3z} | cf. Def. 8
={mi,m2Nms | mi € Mi,ma € Mz, ms € M3} |cf Def 11
= {m1 N'm1,m1 Nma2,mi Nmz, ma Nms | | we can safely add
m1 € My, ma € M2, ms € M3 | m1 Nmg resp. mi Nms
} | since all their possible

| values are already

| present in m4 and,

| hence, do not add any

| new values to the match

| set
={myi,ma | m1 € M1,m2 € M2} N | cf. Def. 8
{m1,ms3 | m1 € M1, ms € Ms}
:(MluMg)ﬁ(MluMg) |Cf Def. 11

Corollar 5. The union operation distributes over intersections for matches, i.e.:

V{ma}, {ma}, {ms} € M: {mi}U({ma}N{ms}) = ({mi}U{ma})N({mi}U{ms}).

Proof.

{m1}U ({me}n{ms}) ={mi}U{manms} | cf. Def. 8
= {mqy,me N3} | cf. Def. 11
= {my N'my,my Nma,m; N ms,ma Nms} |cf. Lemma 19
={myi,ma} N{my, ms}

= ({ma} U{ma}) N ({mi} N {ms})

Absorbtion of Unions by Intersections

Theorem 10. DHSA's intersection operation absorbs the union operation, i.e.:

Ve,ye M:zN(zUy) =x.

We prove the absorbtion of the union operation by the intersection operation by
proving that intersections absorb unions for match sets.
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Lemma 20. The intersection operation absorbs unions for match sets, i.e.:

VM, My € M : Mlﬁ(MlLJMQ) = M.

Proof.
MinN (M1 UMQ) =M N {ml,mg ‘ my € My, mo € Mg} | cf. Def. 11
z{m1 Nmy,my ﬂm2|m1€M1,m2€M2} |Cf Def. 8
={my|mi €M} =M | since for each

| m1 N'mg there exists
| a superset m; and,

| hence, the former

| can be omitted safely

0
Corollar 6. The intersection operation absorbs unions for matches, i.e.:
V{mi}, {mze} € M: {mi} 0 ({mi} U{ms}) = {mi}.
Proof.
{mi} N ({mi} U{ma}) ={mi}Nn{mi,ma} |cf Def. 11
= {ml,ml N m2} ’ cf. Def. 8
= {m} | cf. Lemma 20
O

Absorbtion of Intersections by Unions

Theorem 11. DHSA’s union operation absorbs the intersection operation, i.e.:

Ve,ye M:zU(zxNy)=x.

We prove the absorbtion of the intersection operation by the union operation by
proving that unions absorb intersections for match sets.
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Lemma 21. The union operation absorbs intersections for match sets, i.e.:

VM, My € M : MlU(MlﬂMg) = M.

Proof.
M1U(M1QM2) :Mlu{mlﬂm2|m1€M1,ngM2} |Cf Def. 8
:{ml,ml MNmey \ml GMl,mQEMQ} |Cf Def. 11
={my |mi € My} =M | since for each my N'my

| there exists a superset my,
| the former can be omitted

| safely
O
Corollar 7. The union operation absorbs intersections for matches, i.e.:
V{mi},{ma} € M : {mi} U ({mi} N {meo}) = {ma}.
Proof.
{ml} U ({ml} N {mQ}) = {ml} U {m1 N TTLQ} | cf. Def. 8
= {ml,m1 N mg} | cf. Def. 11
= {m} | cf. Lemma 21
O

A.6 Neutral Elements in DHSA

We show that the empty set and the set of all values may serve as neutral elements
for DHSA's union resp. intersection operations.

Theorem 12. The set of all values behaves neutrally when used in an intersection, i.e.:

VM eM:MNMqg=M.

We proof overall neutrality by proving neutrality for tuples, matches, and match

sets.

A.6 Neutral Elements in DHSA
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Lemma 22. The tuple with the value domain, i.e., t}, := (h,V)},), behaves neutrally
when used in tuple intersections, i.e.:

Vil € HP x VE th el =t

Proof.
O th = (hyop) O (b, Vi) = (h, v N V) = (hyvp) = "

Lemma 23. The match consisting of tuples with full value domains, i.e., mq :=
{t?{ | Vi = 1..|HP| : h; € HP}, behaves neutrally when used in match intersections,

ie.:
V{m} € M :mnNmq.
Proof.
mNmg = {th Ol |Vi=1./HP|: h; € HP,thi € m,thi € mq} | cf. Def. 7

- {ih

Vi=1.|HP|:h; e HP thi e m} =m | since t/% is the
| neutral element for
| tuple intersections
| (Lemma 22)

O]

Lemma 24. The match set consisting of the full match, i.e., Mq = {mq}, behaves
neutrally when used in match set intersections, i.e.:

VM e M : M N Mq.

Proof.

MnNMg ={mnmgq|me M} |cf Def 8
={m|me M} | since mg, is the neutral element for the
| match intersection (Lemma 23)
=M

O

Theorem 13. The empty set serves as a neutral element for the union operation, i.e.:

VM eM:MUD= M.
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We proof neutrality for match sets and subsequentially for single matches.

Lemma 25. The empty match set My := () behaves as neutral element when used in

match set unions, i.e.:
VM e M:MUDMy= M.

Proof. Since match sets use the regular set union (cf. Definition 11) where the

empty set serves as neutral element, neutrality also holds for match sets. O

Lemma 26. The empty match my = {tgi | Vi = 1.|HP|: h; € HD,tgi = (hs, 0)}
behaves as neutral element when used in match unions, i.e.:

V{m} e M :{m}U{my} = {m}.

Proof.

{m}U{mg} = {m,my}
={m} | since my is always a subset of m,
| i.e., my € m < myNm = myg, the
| former can be omitted safely

O
A.7 Supremum and Infimum in DHSA
Theorem 14. The empty match set My := () is the supremum in DHSA, i.e.:
AM € M : M C M,.
Proof.
AM € M : M C My
& VM eM: Mg M
& YMeM:MyCM
& VM e M,my € My:3Img € M :my Cmy |cf. Def. 10
Since there is no m; in Mj by definition, the above statement holds trivially. O
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Theorem 15. The set of all values M, is the infimum in DHSA, i.e.:

BM € M : Mo C M.

Proof.

AMeM: MgC M
VM eM:Mgg M
VM e M : M C Mg
VM e M,mi; € M :3mg € Mg : mp Cmg | cf. Def. 10
VM e M,m; € M :3my € Mg :m; Cmy |cf Def. 5

t ot

Since m; is always also contained in Mg, the above statement holds trivially. O

A.8 FPL Inventory and Policy of the IFI Benchmark

The following snippet contains the FPL inventory and policy used in the IFI bench-

mark.
1 def role extermnal
2 description = ’Services for external view’
3 hosts = [’cs.uni-potsdam.de’]
4 ipv4 = 2141.89.48.0/24°
5 ipv6 = 72001:638:807:30::0/64°
6 gateway = °141.89.48.254"°
7 vlan = 48
8 end
9
10 def role intermnal
11 description = ’Services for intermnal view’
12 hosts = [’internal.cs.uni-potsdam.de’]
13 ipv4 = ’10.3.12.0/23°
14 gateway = 210.3.13.254"°
15 vlian = 463
16 end
17
18 def role admin
19 description = ’Hosts of administrators’
20 hosts = [’admin.cs.uni-potsdam.de’]
21 ipvéd = 210.3.14.0/23"
22 gateway = 210.3.15.254"
23 vlan = 464
24 end
25
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26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73

def

end

def

end

def

end

def

end

def

end

def

end

def

role office

description =
hosts =
ipvéd =
gateway =

vlan =

role staff_1

description =
hosts =
ipv4 =
gateway =

vlan =

role staff_2

description =
hosts =
ipvé4 =
gateway =

vlan =

role pool

description =
hosts =
ipvéd =
gateway =

vlan =

role lab

description =
hosts =
ipv4 =
gateway =

vlan =

role hpc_mgt

description =
hosts =
ipvéd =

vlan =

role hpc_ic

’Hosts of secretariats’
[’office.cs.uni-potsdam.de’]
’10.3.16.0/23”

’10.3.17.254°

465

’Hosts of employee’
[’staff.cs.uni-potsdam.de’]
’10.3.18.0/23”
710.3.19.2564°

466

’Hosts of employee’
[’staff.cs.uni-potsdam.de’]
’10.3.20.0/23”
’10.3.21.254"

467

’Hosts of the computer pools’
[’pool.cs.uni-potsdam.de’]
’10.3.22.0/23”

’10.3.23.254"

468

’Hosts of the laboratories’
[’lab.cs.uni-potsdam.de’]
10.3.24.0/23”
’10.3.25.254"

469

’Management network of the hpc’

[’mgt.hpc’]
’10.3.26.0/23”
470
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74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
99

100

101

102

103

104

105

106

107

108

109

110

111

112

113

114

115

116

117

118

119

120

121
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end

def

end

def

end

def

end

def

end

def

end

def

description
hosts
ipv4

vlan

role slb
description
hosts

ipvé4
gateway

vlan

role mgt
description
hosts

ipv4
gateway

vlan

role san
description
hosts

ipv4

vlan

role vmo
description
hosts

ipvéd

vlan

role prt
description
hosts

ipvé4

vlan

role cam
description
hosts

ipv4

vlan

’Interconnect network of the

[?ic.hpc’
’10.3.28.
471

]
0/23°

hpc’

’Server load balancing network’

[’slb.cs.
’10.3.30.
’10.3.31.
472

uni-potsdam.de’]
0/23°
254°

’Management network’

[’mgt.cs.
’10.3.32.
’10.3.33.
473

’>Storage
[’san.cs.
’10.3.34.
474

uni-potsdam.de’]
0/23°
254

area network’
uni-potsdam.de’]
0/23°

’VMware vMotion network’

[’vmo.cs.
’10.3.36.
475

’>Printer
[’prt.cs.
’10.3.38.
476

uni-potsdam.de’]
0/23°

network’
uni-potsdam.de’]
0/23°

’Camera network’

[’cam.cs.
’10.3.40.
477
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122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169

end

def

end

def

end

def

end

def

end

role access_to_external

description = ’Access to the external services’

includes
includes
includes
includes
includes
includes
includes

includes

role access_to_internal

Internet
admin
office
staff_1
staff_2
pool

lab

slb

description = ’Access to the internal services’

includes
includes
includes
includes
includes
includes

includes

role access_from_admin

admin
office
staff_1
staff_2
pool
lab

slb

description = ’Access from the admin network’

includes
includes
includes
includes
includes
includes

includes

role access_to_internet

internal
office
staff_1
staff_2
pool

lab

slb

description = ’Access to the intermnet’

includes
includes
includes
includes
includes

includes

admin
office
staff_1
staff_2
pool
lab
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def policies (default: deny)

# Access to the external services

access_to_external <->> external
# Access to the internal services
access_to_internal <=>> internal
# Access from the admin network
admin <->> access_from_admin
# Access to the internet
access_to_internet <=>> Internet

end

ACL configuration of the IFI-Benchmark

The following configuration snippet contains the ACL rules for the Cisco router in

the IFI benchmark.

access-list 100 permit ip 10.0.14.0 O.
access-1list 100 permit ip 10.0.16.0 O.
access-list 100 permit ip 10.0.18.0 O.
access-1list 100 permit ip 10.0.20.0 O.
access-1list 100 permit ip 10.0.22.0 O.
access-1list 100 permit ip 10.0.24.0 O.
access-1list 100 permit ip 10.0.30.0 O.

# deny all other internal accesses

O O O O ©O O o

N

.255
.255
.255
.255
.255
.255
.255

123.
123.
123.
123.
123.
123.
123.

123.
123.
123.
123.
123.
123.
123.

48.
48.
48.
48.
48.
48.
48.

O O O O O O ©o

O O O O ©O © o

O O O © © O ©o

O O O O © O ©o

. 255
.265
. 255
. 255
. 255
.265
.2565

access-list 100 deny ip 10.0.0.0 0.0.255.255 123.123.48.0 0.0.0.255

# access from the internet

access-1list 100 permit ip 0.0.0.0 0.0.0.0 123.

access-1list 100 deny ip any any

access-1list 101 permit ip 10.0.14.0 O.
access-1list 101 permit ip 10.0.16.0 O.
access-1list 101 permit ip 10.0.18.0 O.
access-list 101 permit ip 10.0.20.0 O.
access-list 101 permit ip 10.0.22.0 O.
access-1list 101 permit ip 10.0.24.0 O.
access-1list 101 permit ip 10.0.30.0 O.
access-1list 101 deny ip any any

access-list 102 permit ip 10.0.12.0 O.
access-1list 102 permit ip 10.0.16.0 O.
access-list 102 permit ip 10.0.18.0 O.
access-1list 102 permit ip 10.0.20.0 O.
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.255
.255
.255
.255
.255
.255
.255

.255
.255
.255
.255

123.48.0 0.0.0.255

10.
10.
10.
10.
10.
10.
10.

10.
10.
10.
10.

O O O O O O ©

o O O ©

.12,
.12,
.12,
o L2,
.12,
.12,
.12,

.14.
.14.
.14.
.14.

O O O O O O ©

o O O O

O O O O O O ©

o O O ©

O O O O © O ©

O O O O

N N e

=R e e

. 255
.255
.255
. 255
. 255
. 255
.255

. 255
.255
. 255
.255



27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74

102
102
102
102
# deny all other intermnal

access-list permit ip

access-list permit ip
access-list permit ip

access-list permit ip

10.0.22.0 0.0.1.255 10.0.14.0 0.0.1.255
10.0.24.0 0.0.1.255 10.0.14.0 0.0.1.255
10.0.30.0 0.0.1.255 10.0.14.0 0.0.1.255
123.123.48.0 0.0.0.255 10.0.14.0 0.0.1.255

accesses

access-list 102 deny ip 10.0.0.0 0.0.255.255 10.0.14.0 0.0.1.255

# access from the internet

access-1list 102 permit ip

0.0.0.0 0.0.0.0 10.0.14.0 0.0.1.255

access-1list 102 deny ip any any

access-list 103 permit ip
access-1list 103 permit ip
access-1list 103 permit ip

# deny all other intermnal

10.0.12.0 0.0.1.255 10.0.16.0 0.0.1.255
10.0.14.0 0.0.1.255 10.0.16.0 0.0.1.255
123.123.48.0 0.0.0.255 10.0.16.0 0.0.1.255

accesses

access-1list 103 deny ip 10.0.0.0 0.0.255.255 10.0.16.0 0.0.1.255

# access from the internet

access-1list 103 permit ip

access-1list 103
104
104
104

# deny all other internal

access-list permit ip

access-list permit ip

access-list permit ip

0.0.0.0 0.0.0.0 10.0.16.0 0.0.1.255

deny ip any any

10.0.12.0 0.0.1.255 10.0.18.0 0.0.1.255
10.0.14.0 0.0.1.255 10.0.18.0 0.0.1.255
123.123.48.0 0.0.0.255 10.0.18.0 0.0.1.255

accesses

access-1list 104 deny ip 10.0.0.0 0.0.255.255 10.0.18.0 0.0.1.2565

# access from the internet

access-1list 104 permit ip

0.0.0.0 0.0.0.0 10.0.18.0 0.0.1.255

access-list 104 deny ip any any

access-list 105 permit ip
access-list 105 permit ip

access-list 105 permit ip

10.0.12.0 0.0.1.255 10.0.20.0 0.0.1.255
10.0.14.0 0.0.1.255 10.0.20.0 0.0.1.255
123.123.48.0 0.0.0.255 10.0.20.0 0.0.1.255

# deny all other internal accesses
access-list 105 deny ip 10.0.0.0 0.0.255.255 10.0.20.0 0.0.1.255
# access from the internet

access-list 105 permit ip 0.0.0.0 0.0.0.0 10.0.20.0 0.0.1.255

access-list 105 deny ip any any

10.0.12.0 0.0.1.255 10.0.22.0 0.0.1.255
10.0.14.0 0.0.1.255 10.0.22.0 0.0.1.255
123.123.48.0 0.0.0.255 10.0.22.0 0.0.1.255

accesses

access-list 106 permit ip
access-list 106 permit ip
access-list 106 permit ip
# deny all other intermnal
access-list 106 deny ip 10.0.0.0 0.0.255.255 10.0.22.0 0.0.1.255
# access from the intermnet

access-1list 106 permit ip 0.0.0.0 0.0.0.0 10.0.22.0 0.0.1.255

access-list 106 deny ip any any

access-1list 107 permit ip 10.0.12.0 0.0.1.255 10.0.24.0 0.0.1.255
access-1list 107 permit ip 10.0.14.0 0.0.1.255 10.0.24.0 0.0.1.255
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75 access-1list 107 permit ip 123.123.48.0 0.0.0.255 10.0.24.0 0.0.1.255
76 # deny all other internal accesses

77 access-list 107 deny ip 10.0.0.0 0.0.255.255 10.0.24.0 0.0.1.255

78 # access from the internet

79 access-1list 107 permit ip 0.0.0.0 0.0.0.0 10.0.24.0 0.0.1.255

80 access-1list 107 deny ip any any

81

82 access-1list 108 permit ip 10.0.12.0 0.0.1.255 10.0.30.0 0.0.1.255

83 access-1list 108 permit ip 10.0.14.0 0.0.1.255 10.0.30.0 0.0.1.255

84 access-list 108 permit ip 123.123.48.0 0.0.0.255 10.0.30.0 0.0.1.255
85 access-1list 108 deny ip any any

86

87 # prevent source address spoofing for external service address space
88 # other well known internal address spaces 10.0.0.0/8 and

89  # 192.168.0.0/16 are blocked by default

90 access-list 112 deny ip 123.123.48.0 0.0.0.255 0.0.0.0 0.0.0.0

91 access-1list 112 permit ip any any

92

93 = # permit subnets with intermet access

94 access-list 113 permit ip 123.123.48.0 0.0.0.255 0.0.0.0 0.0.0.0

95 access-list 113 permit ip 10.0.14.0 0.0.1.255 0.0.0.0 0.0.0.0
96 access-1list 113 permit ip 10.0.16.0 0.0.1.255 0.0.0.0 0.0.0.0
97 access-1list 113 permit ip 10.0.18.0 0.0.1.255 0.0.0.0 0.0.0.0
98 access-1list 113 permit ip 10.0.20.0 0.0.1.255 0.0.0.0 0.0.0.0
99 access-list 113 permit ip 10.0.22.0 0.0.1.255 0.0.0.0 0.0.0.0
100 access-list 113 permit ip 10.0.24.0 0.0.1.255 0.0.0.0 0.0.0.0
101 access-1list 113 deny ip any any

102

103 access-1list 110 permit ip any any

104 = access-1list 111 deny ip any any

105

106 interface vlan 4095

107 description Internet

108 ip address 0.0.0.0 0.0.0.0

109 ip access-group 113 out

110 ip access-group 112 in

111

112 interface vlan 48

113 description external

114 ip address 123.123.48.0 255.255.255.0

115 ip access-group 100 out

116 ip access-group 110 in

117

118 interface vlan 463

119 description internal

120 ip address 10.0.13.254 255.255.254.0

121 ip access-group 101 out

122 ip access-group 110 in
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123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170

interface vlan 464

description admin

ip address 10.0.15.254 255.

ip access-group 102 out

ip access-group 110 in

interface vlan 465

description office

ip address 10.0.17.254 255.

ip access-group 103 out

ip access-group 110 in

interface vlan 466

description staff_1

ip address 10.0.19.254 255.

ip access-group 104 out

ip access-group 110 in

interface vlan 467

description staff_2

ip address 10.0.21.254 255.

ip access-group 105 out

ip access-group 110 in

interface vlan 468

description pool

ip address 10.0.23.254 255.

ip access-group 106 out

ip access-group 110 in

interface vlan 469

description 1lab

ip address 10.0.25.254 255.

ip access-group 107 out

ip access-group 110 in

interface vlan 470
description hpc_mgt
no ip address
ip access-group 111 out

ip access-group 111 in

interface vlan 471
description hpc_ic
no ip address
ip access-group 111 out

ip access-group 111 in

255.

255.

255.

255.

255.

255.

254.0

254.0

254.0

254.0

254.0

254.0
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171
172 interface vlan 472

173 description slb

174 ip address 10.0.31.254 255.255.254.0
175 ip access-group 108 out
176 ip access-group 110 in
177

178 interface vlan 473

179 description mgt

180 no ip address

181 ip access-group 111 out
182 ip access-group 111 in
183

184 interface vlan 474

185 description san

186 no ip address

187 ip access-group 111 out
188 ip access-group 111 in
189

190 interface vlan 475

191 description vmo

192 no ip address

193 ip access-group 111 out
194 ip access-group 111 in
195

196 interface vlan 476

197 description prt

198 no ip address

199 ip access-group 111 out
200 ip access-group 111 in
201

202 interface vlan 477

203 description cam

204 no ip address

205 ip access-group 111 out
206 ip access-group 111 in
207

208 # binds upstream port to internet vlan
209 interface 1
210 switchport access vlan 4095

A.10 Example of the State Shell Interweaving

The following rule set implements the policy from the introductory example in
Section 4.1.2 (ethO represents the interface facing the Internet):
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(0)

(1)
(2)
(3)
(4)

(5)

ip6tables —P FORWARD DROP

# sanity check against spoofing

# (not derived from policy directly)

ip6tables —A FORWARD ——in—interface ethO —s 2001:db8::0/32 —j DROP

ip6tables —A FORWARD —m conntrack —ctstate ESTABLISHED —j ACCEPT
ip6tables —A FORWARD ——out—interface ethO —s 2001:db8::200/120 \
—j ACCEPT
ip6tables —A FORWARD —d 2001:db8::110/124 —p tcp ——dport 80 \
—j ACCEPT

ip6tables —A FORWARD —s 2001:db8::200/120 —d 2001:db8::100/120 \
—p tcp —dport 22 —j ACCEPT

A quick analysis of the rule set shows that the minimal set of required header fields

contains the inbound and outbound interfaces, the IPv6 source and destination

addresses, the protocol field, source and destination ports, and conntrack’s state
field. Additionally, we add the virtual backwards flag:

HP = |
hy = iif, hg = 0if, hy = sip, hy = dip,
hs = proto, hg = sport, hy = dport,
hg = state, hg = back
}
Viit = Voir = {ethO0, ethl, eth2}
Vsip = Vaip = {0::0/0}
Vproto = {0, ...,255}
Vsport =  Vaport = {0, ..., 65535}
Vstate = {NEW, ESTABLISHED}
Voack = 10,1}
Vyr = {
Viit, Voit, Vsip, Vdips
Vprotos Vsport, Vaport,

Vstatea Vback

After parsing the rule set we obtain its formal representation R with |R| = 6. Note

that the rule written first in the rule set is the default rule in iptables which applies

if no other rule matches. Therefore, it needs to be moved to the end of our rule

list:

Rforward = {
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r1:q
(iif, {ethO}), (Oif, Voif),
(sip,{2001:db8::0/32}), (dip, Vaip),
(proto, Voroto), (sport, Vsport ), (dport, Vaport),
(state, Vstate)

} — drop,

ro : {
(iif, Viig), (0if, Vois),
(sip, Vsip), (dip, Vaip),
(proto, Vproto), (sport, Vsport ), (dport, Vaport ),
(state, {ESTABLISHED})

} — accept,

r3: {
(iif, Viis), (0if, {eth0}),
(sip, {2001:db8::200/120}), (dip, Vaip),
(proto, Vproto), (sport, Veport ), (dport, Vaport),
(state, Vstate)

} — accept,

Ty |
(iif, Viif), (0if, Vois),
(sip, Vsip), (dip, {2001:db8::110/124}),
(proto, {6}), (sport, Vsport), (dport, {80}),
(state, Vstate)

} — accept,

rs: {
(iif, Vise), (0if, Vois),
(sip,{2001:db8::200/120}), (dip, {2001:db8::100/120}),
(proto, {6}), (sport, Veport), (dport, {22}),
(state, Vstate)

} — accept,

re : {
(iif, Viig), (0if, Vois),
(sip, Veip), (dip, Vaip),
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(Pr0t07 Vproto)y (Sport7 Vsport)v (dport, Vdport)u
(state, Vstate)

} — drop

}

Next, we collect the state checking rules:

5- 1
ro: {
(iif, Viig), (0if, Voit), (sip, Vsip), (dip, Vaip),
(proto, Voroto), (sport, Veport ), (dport, Vaport),
(state, {ESTABLISHED}), (back, Vhack)
} — accept
}

1. General Reverse State Shell Derivation

First, we have to subtract the state checking rule (r2) from the initial rule set. Then,
by reversing the directional fields and setting the backwards flag we obtain the

general reverse state shell:

S ={

r1:q
(1if,Vois), (0if, {eth0}),
(sip, Vaip), (dip, {2001:db8: :0/32}),
(Proto, Voroto), (sport, Veport), (dport, Vaport),
(state, Vstate), (back, {1})

} — drop,

r3 |

(iif, {ethO0}), (oif, Vii¢),

(sip, Vaip), (dip, {2001:db8: :200/120}),
(proto, Vproto), (sport, Vsport ), (dport, Vaport ),
(State; Vstate)» (baCkv {1})
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} — accept,

rg i
(1if, Viif), (0if, Vois),
(sip, {2001:db8: :110/124}), (dip, Vaip),
(proto, {6}), (sport, {80}), (dport, Vspors),
(state, Vstate), (back, {1})

} — accept,

s {
(iif, Viig), (0if, Voit),
(sip,{2001:db8::100/120}),
(dip, {2001:db8::200/120}),
(proto, {6}), (sport, {22}), (dport, Veport),
(state, Vstate ), (back, {1})

} — accept,

re : {
(11f, Viss), (01f, Vois), (51p, Vaip), (dip, Vaip),
(proto, Vproto), (sport, Vsport ), (dport, Vaport),

(State, Vstate)a (baCk7 {1})
} — drop

}

2. Conditional Reverse State Shell Calculations

Before filtering S* for each state checking rule in S we calculate the block boundaries
as intervals I = {(1,0,2),(2,2,7)}. Now, we can calculate the conditional reverse
state shells by intersecting the general reverse state shell S with the state checking
rule ro from S:

T(2:141)-64+1=19 * {
(iif, Voif), (Oif, {ethO}), (Sip7 Vdip)a
(dip, {2001:db8::0/32}), (proto, Vproto),

(sport, Vsport ), (dport, Vaport ),
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(state, {ESTABLISHED}), (back, {1})

} — drop,

T(2:141)-64+3=21 * {
(iif,{eth0}), (oif, Vii¢), (proto, Vproto),
(dip, {2001:db8::200/120}), (sip, Vaip),
(sport, Veport ), (dport, Vaport),
(state, {ESTABLISHED}), (back, {1})

} — accept,

T'(2:141)-6+4=22 * {
(iif, Voit), (0if, Viis),
(sip,{2001:db8::110/124}), (dip, Vsip),
(proto, {6}), (sport, {80}), (dport, Vsport),
(state, {ESTABLISHED}), (back, {1})

} — accept,

T(2:141)-64+5=23 * {

i1if, Vise), (0if, Vois),

sip, {2001:db8::100/120}),

dip, {2001:db8: :200/120}),

proto,{6}), (sport, {22}), (dport, Veport),

(state, {ESTABLISHED}), (back, {1})

(
(
(
(

} — accept,

T(2:141)-64+6=24 - {
(iif, Viig), (0if, Voiz), (sip, Vsip),
(dip, Vaip), (proto, Vprots) (sport, Vsport ),
(dport, Vaport), (state, {ESTABLISHED}),
(back, {1})

} — drop

}

As the state checking rule accepts all known connections the original rules’ actions
are used for the conditional reverse state shell. The indices are projected between
the first rule block (i.e., 2-1-6 + j = 12 + j) and the second rule block (i.e.,
2-2-6+ j =24 + j). Therefore, when interweaving the conditional reverse state
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shells they will replace the original state checking rule without disturbing the original
filter semantics.

3. State Shell Interweaving

Before interweaving the conditional reverse state shells we need to calculate the
blocks of state producing and stateless rules. The first interval (1,0, 2) consists of
one rule and thus:

By ={
T9.1.641=13 : {
(iif,{eth0}), (0if, Voss),
(sip, {2001:db8::0/32}), (dip, Vaip),
(proto, Vproto), (sport, Vsport ), (dport, Vaport),
(state, Vstate), (back, Voack)

} — drop

}

The second interval (2,2, 7) consists of four rules and thus:

By ={

72.2.643=27 : {
(iif, Vii¢), (0if, {ethO}),
(sip, {2001:db8::200/120}), (dip, Vaip),
(proto, Voroto), (sport, Vsport ), (dport, Vaport ),
(state, Vstate ), (back, Voack)

} — accept,

72.2.64+4=28 : {
(iif, Viig), (0if, Vois),
(sip, Vsip), (dip, {2001:db8::110/124}),
(proto, {6}), (sport, Vsport), (dport, {80}),
(state, Vstate ), (back, Voack)
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} — accept,

72.2.6+5=29 © {
(iif, Viig), (0if, Vois),
(sip,{2001:db8::200/120}),
(dip,{2001:db8::100/120}),
(proto, {6}), (sport, Vsport), (dport, {22}),
(state, Vstate ) (back, Voack)

} — accept,

T2~2~6+6:30{
(iif, Viig), (0if, Vois), (sip, Vsip), (dip; Vaip),
(proto, Voroto), (sport, Veport ), (dport, Vaport),
(state, Vstate ), (back, Voack)

} — drop

}

As there is no explicit NEW rule the backwards flag remains unset for all rules in these
blocks.

Finally, by collecting all rules from the blocks B; for each (i, k, 1) € I as well as all
rules from the conditional reverse state shells S with 1 < i < |S| and by removing
the state field from each rule match we obtain the new rule set:

Rs

Il
—_

ri3 :{
(iif,{eth0}), (0if, Vois),
(sip, {2001:db8::0/32}), (dip, Vaip),
(proto, Voroto), (sport, Vsport ), (dport, Vaport ),
(back, Vhack)

} — drop,

19 :
(iif, Voig), (0if, {eth0}), (sip, Vaip),
(dip,{2001:db8::0/32}), (proto, Vproto),

(Sport> Vsport)a (dport, Vdport)a
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(back, {1})

} — drop,

o1t {
(iif, {eth0}), (oif, Viis), (sip, Vaip)s
(dip, {2001:db8::200/120}),
(Proto, Veroto), (sPort, Veport), (dport, Vaport),
(back, {1})

} — accept,

ro2 t {
(1if, Vois), (0if, Viis),
(sip,{2001:db8::110/124}), (dip, Vsip),
(proto, {6}), (sport, {50]), (4port, Vipese).
(back, {1})

} — accept,

rog i {
(11f, Viss), (0if, Vois),
(Sip, {2001 :db8:: 100/120}),
(dip, {2001 :db8: :200/120}),
(proto, {6}), (sport, {22}), (dport, Veport),
(back, {1})

} — accept,

Toq 1 {
(1if, Viig), (0if, Vois), (sip, Vsip), (dip, Vaip),
(proto, Voroto), (sport, Veport ), (dport, Vaport),
(back, {1})

} — drop,

ro7 i {
(iif, Vii¢), (oif, {eth0}),
(sip,{2001:db8::200/120}), (dip, Vaip),
(proto, Vproto), (sport, Vsport), (dport, Vaport),
(back, Vback)

} — accept,

7“28:{
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(iif, Viig), (0if, Vois),
(sip, Vsip), (dip, {2001:db8: :110/124}),
(proto, {6}), (sport, Vsport), (dport, {80}),
(back, Voack)

} — accept,

Tog9 : {
(iif, Viig), (0if, Vois),
(sip, {2001 :db8: :200/120}),
(dip, {2001 :db8:: 100/120})7
(proto, {6}), (sport, Vsport), (dport, {22}),
(back, Veack)

} — accept,

7301
(iif, Viig), (0if, Vois), (sip, Vsip), (dip, Vaip),
(proto, Voroto), (sport, Vsport ), (dport, Vaport ),
(back, Vpack)

} — drop

}

This rule set consists solely of simple rules that can be analyzed by fast verification
engines.

A.11 Policy Specification of the UP Benchmark

In the UP policy file appear 71 different roles. Most of them represent sub-
organizations, others stand for typical network components like a DMZ or a Perimeter
Gateway Firewall (PGF). The corresponding iptables rule set consists of 1,035
rules which is much harder to inspect manually.

describe policies(default: deny)
A1l <--> DMZDNSServer

DMZAdminConsole <->> PGF
DMZAdminConsole <->> DMZ
DMZ <--> DMZ

~N O O~ W N
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Internet <--> DMZPublicServers

Internet <->> SubnetsPublicServers
SubnetClients <->> Internet
SubnetClients <->> DMZ

SubnetClients <->> SubnetsPublicServers

Wifi <->> Internet

Wifi <->> DMZ

Wifi <->> SubnetsPublicServers
Wifi <--> Wifi

ApiClients <->> ApiServers
AstaClients <->> AstaServers
BotanClients <->> BotanServers
ChemClients <->> ChemServers
CsClients <->> CsServers
GeolClients <->> GeolServers
GeogClients <->> GeogServers
HgpClients <->> HgpServers
HpiClients <->> HpiServers
InternClients <->> InternServers
JuraClients <->> JuraServers
LingClients <->> LingServers
MathClients <->> MathServers
MmzClients <->> MmzServers
PhysikClients <->> PhysikServers
PogsClients <->> PogsServers
PsychClients <->> PsychServers
SqClients <->> SqgServers
UbClients <->> UbServers
WelcClients <->> WelcServers

end

A.12 Canonical IPv6 Firewall Ruleset Generation
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This IPTables script from [66] incorporates best practices for IPv6 security and has
been used as a blueprint for IPv6 rule sets throughout this thesis — particularly in
the UP-Benchmark.

#1/bin/bash

# --- variable definitions -------------------------
PATH=/bin:/sbin:/usr/bin:/usr/sbin

# services that may be accessed publicly
TCP_SERVICES="22 80"
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UDP_SERVICES=" "

# services that may be
LOCAL_TCP_SERVICES=" "
LOCAL_UDP_SERVICES=" "
LOCAL_NETWORK=" "

accessed privately

--state ESTABLISHED ,RELATED

destination-unreachable \
packet -too-big -j ACCEPT
time-exceeded -j ACCEPT
parameter -problem \
echo-request -m limit \
echo-reply -m limit \

neighbour-solicitation \

neighbour-advertisement \

-j ACCEPT

@ === ek APEEables ococococcooooosoooos

if ! [ -x /sbin/ip6tables ]; then
exit O

fi

# --- set default policy: drop all -------

ip6tables -X

ip6tables -F

ip6tables -t filter -F

ip6tables -t mangle -F

ip6tables -P INPUT DROP

ip6tables -P FORWARD DROP

ip6tables -P OUTPUT DROP

# --- input ------------------------—-—-—-——-

# --- allow loopback traffic

ip6tables -A INPUT -i lo -j ACCEPT

# --- allow icmp traffic

ip6tables -A INPUT -p icmpv6 -j ACCEPT

ip6tables -A INPUT -p icmpv6 --icmpv6-type
-j ACCEPT

ip6tables -A INPUT -p icmpv6 --icmpv6-type

ip6tables -A INPUT -p icmpv6 --icmpv6-type

ip6tables -A INPUT -p icmpv6 --icmpv6-type
-j ACCEPT

ip6tables -A INPUT -p icmpv6 --icmpv6-type
--limit 900/min -j ACCEPT

ip6tables -A INPUT -p icmpv6 --icmpv6-type
--limit 900/min -j ACCEPT

ip6tables -A INPUT -p icmpv6 --icmpv6-type
-j ACCEPT

ip6tables -A INPUT -p icmpv6 --icmpv6-type
-j ACCEPT

# --- allow connection with state established or

# --- related

ip6tables -A INPUT -m state

# --- allow tcp connection

if [ -n "${TCP_SERVICES}" ] ; then
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for PORT in ${TCP_SERVICES}; do

ip6tables -A INPUT -p tcp --dport ${PORT} -j ACCEPT

done

fi

if [ -n "${LOCAL_TCP_SERVICES}" ] ; then
for PORT in ${LOCAL_TCP_SERVICES}; do

ip6tables -A INPUT -p tcp --src ${LOCAL_NETWORK} \

--dport ${PORT} -j ACCEPT
done
fi

# --- allow udp connection
if [ -n "${UDP_SERVICES}" ] ; then
for PORT in ${UDP_SERVICES}; do

ip6tables -A INPUT -p udp --dport ${PORT} -j ACCEPT

done

fi

if [ -n "${LOCAL_UDP_SERVICES}" ] ; then
for PORT in ${LOCAL_UDP_SERVICES}; do

ip6tables -A INPUT -p udp --src ${LOCAL_NETWORK} \

--dport ${PORT} -j ACCEPT

done
fi
# --- output --------------------"—"——-—"—"———————
# --- allow loopback traffic

ip6tables -A OUTPUT -o lo -j ACCEPT

# --- allow icmp traffic
ip6tables -A OUTPUT -p icmpv6 -j ACCEPT

# --- allow connection with state

# --- new, established or related

ip6tables -A OUTPUT -m state --state NEW,ESTABLISHED,RELATED \

-j ACCEPT
# --- forward ---------------"-"-"-"----—-—-—-"-"-----
# --- see scripts

ip6tables -A FORWARD -p icmpv6 \
-—icmpv6-type destination-unreachable -j

ip6tables -A FORWARD -p icmpv6 --icmpv6-type
-j ACCEPT

ip6tables -A FORWARD -p icmpv6 --icmpv6-type
--limit 900/min -j ACCEPT

ip6tables -A FORWARD -p icmpv6 --icmpv6-type
--limit 900/min -j ACCEPT

ip6tables -A FORWARD -p icmpv6 \
--icmpv6-type ttl-zero-during-transit -j

ip6tables -A FORWARD -p icmpv6 --icmpv6-type
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ACCEPT
packet -too-big \

echo-request -m limit \

echo-reply -m limit \

ACCEPT

unknown -header -type \



103 -j ACCEPT

104 ip6tables -A FORWARD -p icmpv6 --icmpv6-type unknown-option \

105 -j ACCEPT

106

107 # special routing header chain

108 # for routing header type 0, allow only packets that

109 # have the ’segments left’ field set to O

110 # for routing header type 2, allow only packets that

111 # have the ’segments left’ field set to 1

112 # for all other header types, allow only packets that

113 # have the ’segments left’ field set to O

114 = # (default policy for all custom chains is RETURN)

115 ip6tables -N routinghdr

116 ip6tables -A routinghdr -m rt --rt-type 0 ! --rt-segsleft O -j DROP
117 ip6tables -A routinghdr -m rt --rt-type 2 ! --rt-segsleft 1 -j DROP
118 ip6tables -A routinghdr -m rt --rt-type 0 --rt-segsleft 0 -j RETURN
119 ip6tables -A routinghdr -m rt --rt-type 2 --rt-segsleft 1 -j RETURN
120 ip6tables -A routinghdr -m rt ! --rt-segsleft O --j DROP

121 ip6tables -A FORWARD -m ipv6header --header ipv6-route --soft \

122 -j routinghdr

123

124 ip6tables -A FORWARD -p tcp --dport 80 -j ACCEPT

125 ip6tables -A FORWARD -p udp --dport 80 -j ACCEPT

126

127 # --- allow connection with state established or

128 # --- related

129 ip6tables -A FORWARD -m state --state ESTABLISHED ,RELATED -j ACCEPT
130

131 # --- block and log dropped packages

132 #ip6tables -A FORWARD -j LOG --log-prefix "DROPPED Packages:"

133 #ip6tables -A FORWARD -j DROP

134

135  echo "1" > /proc/sys/net/ipv6/conf/all/forwarding

A.13 Generated IPTables Rule Set

An IPTables rule set that was generated for the example FPL policy from Chapter 4.

iptables —P FORWARD DROP
iptables —A FORWARD —m conntrack —ctstate ESTABLISHED —j ACCEPT

~N O O~ W N

ip6tables —P FORWARD DROP

ip6tables —A FORWARD —i ethl —s 2001:db8::200/120 —j DROP

ip6tables —A FORWARD —i ethl —s 2001:db8::100/120 —j DROP

ip6tables —A FORWARD —p icmpv6 —icmpv6—type destination—unreachable \
—j ACCEPT
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ip6tables —A FORWARD —p icmpv6 —icmpv6—type packet—too—big —j ACCEPT

ip6tables —A FORWARD —p icmpv6 ——icmpv6—type echo—request —m limit \
——limit 900/min —j ACCEPT

ip6tables —A FORWARD —p icmpv6 ——icmpvb6—type echo—reply —m limit \

——limit 900/min —j ACCEPT

ip6tables —A FORWARD —p icmpv6 —icmpv6—type ttl—zero—during—transit \
—j ACCEPT

ip6tables —A FORWARD —p icmpv6 ——icmpv6—type unknown—header—type \
—j ACCEPT

ip6tables —A FORWARD —p icmpv6 —icmpv6—type unknown—option —j ACCEPT

ip6tables —N routinghdr
ip6tables —A routinghdr —m rt —rt—type 0 ! —rt—segsleft 0 —j DROP
ip6tables —A routinghdr —m rt —rt—type 2 ! —rt—segsleft 1 —j DROP

ip6tables —A routinghdr —-m rt —rt—type 0 —rt—segsleft 0 —j RETURN
ip6tables —A routinghdr —m rt —rt—type 2 —rt—segsleft 1 —j RETURN
ip6tables —A routinghdr —-m rt ! —rt—segsleft 0 —j DROP
ip6tables —A FORWARD —m ipv6header ——header ipv6—route —soft \
—j routinghdr
ip6tables —A FORWARD —m conntrack —ctstate ESTABLISHED —j ACCEPT
ip6tables —A FORWARD —i ethl —protocol tcp —dport 80 \
—d 2001:db8::110/124 —m conntrack ——ctstate NEW \
—-m comment —comment "Internet to WebServer" —j ACCEPT
ip6tables —A FORWARD ——protocol tcp ——dport 80 —s 2001:db8::200/120 \
—d 2001:db8::110/124 —m conntrack ——ctstate NEW \
—m comment —comment " Office to WebServer" —j ACCEPT
ip6tables —A FORWARD —protocol tcp —dport 22 —s 2001:db8::200/120 \
—d 2001:db8::110/124 —m conntrack ——ctstate NEW \
—-m comment —comment " Office to WebServer" —j ACCEPT
ip6tables —A FORWARD —s 2001:db8::200/120 —d 2001:db8::200/120 \
—-m conntrack ——ctstate NEW \
—-m comment —comment " Office to Office" —j ACCEPT
ip6tables —A FORWARD —s 2001:db8::110/124 —d 2001:db8::110/124 \
-m conntrack ——ctstate NEW \
-m comment ——comment "WebServer to WebServer" —j ACCEPT

Modeling Application Layer Gateways

We have explored the modeling of an Application Layer Gateway (ALG, cf. [137,
Sec. 2.9]) and implemented a prototype thereof. Despite the fact that the prototype
works well, we encountered different open challenges that restrained us from
including a thorough evaluation in the main corpus of this thesis. The most prevalent
issue is the lack of application specific policy specification capabilities in FPL because
these are necessary for precise modeling and verification. Hence, our model and
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implementation provides highly abstracted capabilities that need to be detailed in
the future in order to better match the ALGs security processing semantics. In the
remainder of this section, we explain how ALGs work and describe our ALG model
as well as its prototype implementation.

Typically, ALGs are deployed in a P-A-P network perimeter architecture [55] where
the ALG - the A in P-A-P — is enveloped by two packet filters — the Ps in P-A-P.
These packet filters handle lower layer traffic — particularly up to the transport
layer — and the ALG concentrates on the layers above with an emphasis on the
application layer. ALGs can be implemented on top of network proxies and serve
as transparent endpoints towards parts of the application, e.g., the client or the
server. For instance, assuming that the clients’ application interactions should be
secured, the proxy accepts connections from the clients on a listening socket and,
afterwards, connects to the application’s server with a separate network connection
using another socket. Then, the application stream runs through the proxy’s user
space and may be inspected, filtered, or alternated by application specific security
functions called relays. An example would be the inspection of SMTP traffic using a
malware detection engine.

ApplicationGatewayModel

4 N
PreRouting Routing PostRouting
Table Table > Table
n
% &
E 3
8 Input Output 7]
= Table Table =
—f .
n mput accept =3
8 =
& 2
H 2
Relays
accept
\_ J

Fig. A.7.: Model of a proxy-based application layer gateway pipeline following the P-A-P
structure. The green tables are configured using packet filter configuration, the
yellow tables contain static rules or are derived from device configuration, and
the red table is determined at runtime.

As shown in Figure A.7, we build our model of an ALG upon a stateless packet filter
model. We chose the statelessness due to its simplicity as a first step. Since proxies
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work in a stateful manner, a future step would be to switch to the stateful packet
filter model.

In comparison to our packet filter model, there are two notable differences: The
Relay table and the lack of a Forward table. We omitted forwarding in order to force
traffic to flow over the relays as required by the characteristics of network proxies.
The Relay table is used to mimic the deep inspections of the ALG. Currently, we do
not do any inspection at all. Instead, we offer the instrumentation of connection
snapshots. An entry consists of two TCP quintuples — one for the client-to-proxy
connection and one for the proxy-to-server connection. We then instrument two rules
in the Relay table which operate in the forth resp. back direction. For instance, the
rule in forth direction works as follows:
match: (<client-to-proxy-quintuple>),

rewrite: (<proxy-to-server-quintuple>),

action: (accept)

The rule matches packets from the client to the proxy, rewrites their source and
destination according to the proxy-to-server quintuple, and forwards them towards
their new destintion, i.e., the server. The rule in backwards direction works similarly
but matches the server-to-proxy quintuple, i.e., the reversed proxy-to-server quintu-
ple, and rewrites to the proxy-to-client quintuple, i.e., the reversed client-to-proxy
quintuple.

For now, we limited our model to correctly mimic the ALG’s behaviour on the network
level. In the future, it is necessary to improve the model with regard to application
specific capabilities of an extended FPL, the change of the underlying packet filter
model towards stateful filtering with state deduction, and efficient modeling of
complex relays, e.g., by adapting state shell interweaving for the encoding and
analysis of finite automata.
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Definitions

Correlation Anomaly Two rules correlate if they overlap, i.e., they match a com-
mon set of packets, have different actions, and the higher prioritized rule does
not shadow the other. 184

Firewall Anomaly Firewall anomalies occur if two or more filtering rules match
the same packet. 180

Generalization Anomaly A rule is generalized by one or more rules with lower
priorities if these handle the same packets. 182

High-level Policy Language A high-level policy language enables an abstract, con-
cise, unambigious, and expressive specification of entities and their interac-
tions. 59

Network Inventory A network inventory is a collection of data for network devices
and their components managed by a specific management system. 8

Network Security Policy Network security policies specify the conditions of com-
munication between subjects and objects. 19

Redundancy Anomaly Two rules are redundant if they handle the same packets
and have the same action. 184

Security Compliance Security compliance is a state where organizational security
requirements and their technical enforcement align. 3

Security Configuration The security configuration denotes a concrete implemen-
tation of the security policy. 19

Security Policy Security policies are sets of rules that govern the interaction of
entities on the organizational level. 19

Security Specification The security specification denotes a formally specified ver-
sion of the security policy. 19
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Shadowing Anomaly A rule is shadowed if all packets that are relevant for this
rule, i.e., that the rule matches, are processed by one rule or a combination of
rules with higher priorities. 181

Unreachability Anomaly A rule is unreachable if all packets have been processed
by rules with higher priorities. 183
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